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‘Mr. Squires. My immediaté ~Sugge‘stidn4 would be to sponsc)‘fwéd&ne* e

 gort of symposium in which prominent people and talented scientists

.

~ and social soientists were invited to present papers on this subject and

in which o reasonably small number of these people could get together
and sit down and think up 2 lotofideas. iR
~ Mr. GALLAGHER. You think this should be sponsored by the govern- o
ment, or some of the foundations or combinations of both? How can
we get those people most qualified to think about this problem, to crank
up and start doin something aboutit? 5 :
Mr. Squires. Again the %

act that you are holding théSé hearings ,I*at' -

am sure is going to gather a good deal of attention among some of the g

foundations and perhaps just by virtue of what comes out of this
hearing some of them might be Wiﬂing to sponsor such a symposium. 1
donot know. e » o - s
. Mr. (GALLAGHER. You, however, feel that it is a critical roblem in:
the light of your testimony that we do start gearing our t%inking in
_that direction? : : ‘

- Mr. ‘SQUIRES;.;;YQS; Mr "Chaifman,' 1 do. Personally T doubt thatf -

.

“the scompliterfco‘mﬁmnity .can be expected to come up with these safe- o

guards on its own initiative without some help from foundations or -
from the Government or both, or some other sources. - e
Mr. GarnacuER. Should this not e a joint effort with the social
scientists? Some of the social scientists, by the way, are those who are
strongly urging this statistical data center. T think there is & general
unawareness in the community of the problem. Not an unawareness,
perhaps just a lack of attention to the central problem that we are
discussing here thismorning. e
Mr. Squikes. I am suggesting partly that it be a joint effort in that

_as a compu r professional T’m really unable to evaluate the problems

* that the social scientist has. In a discussion between computer pro- o

“fessionals and some social scientists, we might be able to come to some
understanding as to what kinds of information the social scientists

have to put In the machine, and what kinds of information they have S
“to get out. Once we have this understood, the technology is in a much

better state of being able to understand how to build some hardware
‘that would have these protections in it. : ‘ s
Some of these protections can be built with software; that is, by
programing efforts, but it seems to me basically it has to be built into

the hardware, as Mr. Baran is also suggesting. T don’t see how it can “

e built into the hardware unless the people building the hardware are
aware of the kinds of safeguards that are really required. This is the
reason 1 suggested a joint effort at this stage as appropriate. ..

Mr. Horron. It seems to me also, Mr. Squires, at this point that it 1s

.

well to differentiate between the control or the regulation in the public 2

aspect—that is, through the Federal Government and govemmental ‘ .
activity, and also In the field of rthe‘;mpgovemment. s
As T understood the testimony, this is not a problem which could

 come about 5 or 10 ,,yeax‘Sfmm:n'o;W', but it is & problem that faces us S

right this very minute. We have before us just this one proposal with
~ yegard to a centr \Jized data center, Or & data bank. But there already
©ig widespread use of this both in Government and outside of Govern-
ment. So it would seem: to me that these considerations of the pro-
 tection of privaoy,’,frOm'm. - gtandpoint anyway, have a Federal m-
terest, even though some of these computer systems are nongovernment. ;
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