 THE COMPUTER AND INVASION OF PRIVACY' i

: f,safeguard and threatens to make- avallable entlre doss1ers, rather than snnply* B
“asocial security number, :

+An‘injustice ;which deepene the prwacy mvasmn constltuted nby such an m-, :
L formation center is the individual’s complete ignorance of what is contained in
- hig dossier-—whether is-be scattered throughout yarious:. agene?és ‘a8 it isrnow, -

LLor avallable-ln one bank. Certainly it is not unreasonable that individuals bes
given the opportumty to see their files and to rebut information they feel is falla~,~ S

ueus or, as it may often be, the result of prejudiced reports. - .

On July 28 T issued a statement supporting the idea for a symposmm of edu— :
cators social scientists, lawyers and computer teehnologlsts to study methods to.
prevent large computerized data banks from invading the privacy of the Amermcan: :
citizen. 1. would like to share with. my colleaguee the text of my remarks‘

+ o regarding thls Government—sponsored symposium::

-+ mously tempting to use as a form of control.’

' “Computer technology is advancing so qu1ckly that" We are 1n danger o;f allow-
-ing machines to'bare the most private facts in our lives. . e

-+ “Our hearings have pointed out-a tremendous need for knowledge in thls area
of ¢ mputers and privacy. This symposium would fill that gap and .allow us to.

tlon ‘to people with norightto haveit.
e Packard, a witness at our heamngs,‘ rarned. that ‘Blg Brother it he

out adequate safeguards agamst unauthorized release of prlvate 1nforma-; 0 -

“ ever. cornee to the United States, may turn-out to be not a greedy power—seeker ey :
“but rather a relentless bureaucrat obsessed with efficiency. And he, more than. -

the simple power seeker, could. lead us to that ultlmate of horrors, a humanlty,
in chains of plastic tape.’. , b
““Packard, whose best- sellmg books have documented ‘some of the country ST

social ills, said, “The filekeepers of Washington have derogatory information of =~
one sort or another on literally millions of people. The more such files are fed T

into the central files, the greater the hazard the mformauon W111 beeome enOr

“Computer technology is so complex that: wé can’t pass adequate 1aws imme

_diately to block release of private information. This symposium must study the‘ o)

question: Wlth the aim of defining the problems involved. e
- “This committee should be commended, since it is one of the ﬁrst gr

‘reeognize the dangers inherent in the use of the giant, information- storage -
vices. For, as another witness at our hearings, Paul Baran of the ‘Rand O‘or-f '
‘poratlon, predicted, computers .of the foreseeable future could be 1(} OOO tlmes :
the size of those available today. E
. “As T said during the hearings,. there is a danger that computers, because thev,, :
‘are machines, will treat us as machines. They can supply the facts and, in

. effect, direct us from birth to death. They can ‘pigeonhole’ us as their tapes; ,
decree selecting within- a narrow range the schooling we get, the JObS we’ hold o

the money we earn and even the person we marry. ;
- YTt is not enough to say ‘it can’t happen ‘here’; our grandfathers sald that"
‘ about television.”

It is clear that a computer bank oﬂ:‘ers great potentlal for' adsvancements in

efficiency; yet; it also offers great potentlal for invasion of .privacy. I do not

_propose to limit the progress of science or knowledge, but to control the use of

“knowledge scientific advancement makes available so readily. The concept of -

k such control is not new ; man’s greatest helpers can also. be his: greaterst destroy- ‘
“ioers if not controlled—mwe need ‘only (:Onsxder basm elements as water and’ ﬁre_:

- ‘to confirm this. -

" Mr. Speaker; 1 Want to conclude by 1nsert1ng an ed1tor1a1 entltled “To Pre-.

serve Privacy,” which appeared in the August 9 edition of the New York Times.
Following the editorial is the text of a letter I ‘wrote to the editor commending .
his editorial and rev1ew1ng the necessuty to protect the freedom of 1nd1v1duale

:W1th prlvate lrves : e 0
: ; e TO PRESERVE PRIVAOY o

“Gan personal prlvacy survive the- ceaseless advances .of the teehnologlcalﬁ

g ‘,;‘»Juggernaujt" ‘Many in public and private life now fear to use ‘telephones for

~conversations they would keep confidential, while  the variety of ‘electronic.
‘bugs’ avallable to eavesdrop on even Whlspered communications staggers the
imagination. = And young lovers would be well-advised to remember ‘that the
-skies are increasingly full of sputniks equipped with cameras capable of taking
extraordinarily detailed pictures of what transpires under ‘the moon as ‘well as

" on.it, -George Orwell foresaw the log1ea1 end of this trend in-a: devme that would R

'enable ‘Blg Brother’ to keep an eye on: everyone anywhere



