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- THE COMPUTER Anp INVASION oF PRIVACY
TUESDAY, JULY g6, 1066

L e Houvse op REPRESENTAﬁVES,'
Sproray, SUBCOMMITTEE ON INvastoN op PRIVAOY‘ o ,
OF THE CoMmrrreg oy GoverNMENT OrrratroNs, g
F ‘ o Wasiz,z’ngto‘n,;D}LQ.""
- The subcommittee met, pursuant to call, at 1010 &I0., in room 2247,
Rayburn Office Buﬂding, Hon, Co»rnel'ius,E. Gallagher (chaarma,n of
the Subcommittee ) Presiding, ST
Present : Representatives Cornelius E, Gallagher, Benjamin S.
Rosenthal, and Frank Horton, « R P o
Also present: N orman (. Cornish, chief of special inquiry ; Miles Q,
Romney, associate genera] counsel, Committee on Government Opera-
tions; and John Forsyth, Special minority consultant, co AR
Mr. GALrAcHER, The subcommittee will come to order,

of the committee chairman, Hop. William T, Dawson, With me again: .
are the other tyw members of the Spbecial subcommitte Hon. Benjamin
S. Rosenthal anq Hon. Fran) Horton, both of New Wf e
Before Proceeding with today’s testimony, T believe it woulq be
worthwhile to Summarize the recently completed firgt Phase of this in.
quiry by the subcommittee. The investi ation centered o three areas:
ghe use of intrusive bersonality tests y %edeml agencies in connection
with public employees and joﬁ applicants; Fe, era] ﬁ,na,ngial Support

.
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2 THE COMPUTER AND INVASION OF PRIVACY

While we are gratified with the successes in these fields, we also are
disturbed by other trends within the Tederal Government that con-
stitute possible threats to the privacy of American citizens. One such
trend is the increasing demand for 2 centralized facility, within the
structure of the National Government, Into which would be poured in-
formation collected from: various ‘G'%ovemmmtsagencies and from which
‘computers could draw selected facts. It is our conten jon that if safe-
* guards are not built into such @ facility, it could lead to the creation of
what I call “The Computerize Man.” “The quputerized Man,”asI
see him, would be stripped of his individuality and privacy- Through
the standardization ushered inby te hnological advance, his status
~ in society would be measured. by the cont uter, and he would lose his
ersonal identity. His life, his talent and his earning capacity would
. ;edqﬁrgduced to a tape with very few a ternatives available.
- Technology, through the centuries, has enriched human life, and 2
Federal data center undoubtedly will add to this enrichment and
‘streamline the op'er‘ationiof the National Government. But just as
democratic governments historically have secured the freedom of their
“citizens partly by controlling the fruits of scientific progress, S0 too
must we now make sure that Government computers do not provide
: ”ibe;,means by which Tederal officials can intrude improperly into our
ives. 5 :
~ The subcommittee believes it is ‘jmportant that we consider this
question before the establishment of a national data center or bank

becomes 2 fact. What we seek at this point is to create a climate of

concern, in the hope that guidelines can be set, up which will protect -
the confidentiality of repqr.tsand prevent invasion of individual pri-

vacy, while at the same time allowing government to function more
efficiently and facilitating the necessary fesearch of scholars in statisti-
cal analysis. , : , LA ‘

~ The problem is potentially serious; its advance solution urgent. It
has been reported that funds have already been desi‘gnated in the 1967
1.S. budget to start a data bank program. B

~ The age of,the,'computer“a,lready is upon us. Within the Tederal
GoVernment,alone, itisa billion-dollar business. The Defense Depart-
‘ment is devising & computer capable of making 1 billion computations
“a second. The Federal Reserve Board is gearing Eﬂans to make &

virtually becoming instantaneous. :
Some 90 Federal departments 0T agencies currently collect and pub-
lish data, ineluding the Internal Revenue Service, the (Clensus Bureau,
the Office of Education, the Bureau of Labor Statistics, and the Burean
of Old-Age and Survivors Insurance. Tnformation has beg,nfsx.lpphed
+to these agencies by persons with the understanding that it will only
be used by the receiving agency, for a specific purpose, and in most
cases on a confidential basis. T . . o

- Now, it is ‘suggested that much of this information be‘pqoled in one

central source. Presumably, current disclosure restrictions woul

be adhered to, but the effectiveness of these laws, in some cases, 18-
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dubioys, ‘¢ have even greater fear that the Jaw in Some: cases i of
Small concerp ‘to those ip lam:enforcement Who' become overeager in
eniorcement of that law ag they view jt. We do not want to geg. the
intended»good use of a-data, center distorted. go that it simply makes "
confidentia] in;formation ;'mOre»readﬂy available to more people, -

© Dresence of thege records. in Government files is frightenin
enough, byt the thought of them neatly bundleq ogether into opg

28 are told that ¢he Computer can pe Programed to program oyt
erogatory and confidentia] in’formatlon; what we feqr 1S the ability

asking, By we also recognize the danger implicit jn such power
Which woylq enable g Jegg scrupuloug Person—or eyep 5 well meanin
DUt overzealoys Governmen‘b official—t, delve behing the statistics, to
the respondent, ang learn the inper secrets of an Individual, Shal
We. create an elite who can narrow and. 'dominate'the “corridorsof
bower”? And who sha]] they be ? e

new informatjop a,bout*soclal and economjic conditions to plan and ‘
ogerate these Programs, Byt such programg should not, pe at the cost
of individya] Privacy, s : e
- What we are looking fop i a sense of balance, We do not want to
deprive ourselves of tfy rewards of science; We simply want to make
 sure that human dignity and civi] libertieg remain intacet, We would
ike to know just wfgtinformation would be stored i, g national datg

would be Protected. Thought should be given to thege questions now,
~ before we awaken some morning in the future anq find that the dossier
bank is ap establisheq fact, and that liberty ag we knew it Vanished
- Overnight, L L i o :
“Perhaps new guidelines and safeguards wil h
to correspong With the sudden development‘of th
: P o a7 VelC .




 AEEE———

4 THE COMPUTER _AND' INVASION OF PRIVACY

‘which a person may have the right to examine his own file, or ableast
have the right of appeal, 80 that he can insure the aceuracy and-eom-
- pleteness of his dossier. s Ve S
~ 'These are ‘some of the questions to which we are seeking answers.
We believe that onoea--bothrsides—-the‘ nieed for technolo jcal advance
and the right of privacy:—-have {be&n'prese‘snt?ed before this gubcom-
mittee, their ‘insezpara;bﬂi’ty will become obvious, and a sense of balance
hopefully Will'beachievéd. i b ‘ g
"~ The issue is not whether & statistical data bank can be ostablished
nor whether it would be beneﬁcial.atA statistical data bank dan be
established and great benefits can be derived from it. e D
© However, there appears to be agreat;imbalance between technolog
on the one hand, and the law and apubl'lc interest on the other. 10
jesue is,r'the*refore, can We’?adhievev‘wbﬁ;lance so as to assure that tech-
nological progress will jserve:manvﬁnd~ that man’s free will will domi-

pate in the new environmert that the computer 18 rapidly bringing

about? - s
. Mr;RoSenthal,youhave'wstatement@ﬁ o ,
'STATEMENT OF HON.;;BENJAMIW&S‘.’R ENTHAL, A EPRESENTA-
o M. ROSENTHAL: Mr. Chairman, at the outset of our second series
of hearings, I would like to T afficm my*:apprecia;tion of your efforts,
and Chajrman DawSon’s«Wisdoni in establishing this special inquiry-
T Pelieve We have already had considerable impact,—w-and creative in-
fluence which brings honor to the entire Committee on Government
Operations, an the Congress as & whole. = g
My ‘own gersorta’lr‘reaction to the pro osdl ‘for @ National Data
Suppose, gimilar to that of most‘oitizens——‘—intet}se‘appré% ;

almost too fitting symbol for that development. And yet, I admit,
there is the c_ontinual danger of excessive reaction and inordinate fear.
For the problem of balancing the benefits and costs of progress is
subtle and requires careful study and prudent judgment. D

1 approach the issue with initiallskeptmism; T have yet to be eon-
yinced of the necessity for & central bank of highly %ersonal data on
all American citizens. I have yet, to learn why each agency cannot
 Daaintain its own files. And T find it hard to pelieve that the improved

efficiency afforded by the ‘Center would outweigh the clear risks.

Fven with the most precise safeguards, wé must continue to askour-

selves certain basic questions. Is the increased threat to personal 1ib-
erty too great price to pay for the anticipated efficiency and progress!
‘Are we sacrificing too mana‘r aspects of our personal lives for limited
objectives 7 Does the ad litional knowledge We might \%ain yield
benefits to society greater than the losses to the individual? ‘
"1 intend to ask these questions of all witnesses before this commit-
tee. I will not be satisfied with any witnesses who favor the establish-
ment, of & National Data Center and who fail to answer such questions
satisfactorily. T propose t0 inquire if adequate safeguards’ can be.
formulated so that we can benefit from the growth of technology in
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the area of bersonnel data contr]. - But their development, ig an

absolute brecondition to the establishment, of any projects such as thag

before ug today. T think T speak for the chairman ‘and for my ¢ol-

leagues in. stating that we will tolerate no unnecessary intrusiong into

the privacy of American citizens, regardless of their source and nature,
r. GALLAGHER, My, Horton, ; < :

STATEMENT OF HON. FRank HORTON, A REPRESEN: ATIVE IN
| CONGRESS FROM THE sTatE oF NEW YORg

examination and ex osure, has curbed a brand of overzealousness on
‘the part of certain Giovernment, agencies to overlook thig right in per-
- Sonality testing is a notable example of the inherent, Protections to
be found in our Federsa] system of checks and balancesg, '
] si%niﬁcant as those earliep hearingg were, I have become con-
hat the magnitude of the problem We now confront is akin to
the changes Wrought in our nationg] life with the dawning of the

for Privacy invasion that I believe 1t is eminently Proper for our sub-
i on.. i

These data, ban concepts are a product of modern technology.
Today the computer is a centry] figure in oyy society. The increas.
~ing rate at which it wil] change our liveg exceeds: the imagination,

exceeds even the imagination ,oig the computermen who foster it. Dr.
Jerome B, Wiesner, dean of ‘science at, MIT ang former science ad-
Viser to President Kennedy, has said. L = et

The computer, with its Dromise of g millionfold increase in man’s capacity
to handle infarma'tiom,will ndoubtedly have, the mogt far‘—reachjngsocial conge-
quences of any contemporary technical de?elqpme«qt. ‘The Dotential for good

N imagine * ¥ x, We have actually ea:xtewec}"a‘né'w’era of évolu‘tifo:nar(yw h“i@_fmy,

- Understand the forces at work and to take ‘advantage of the knowledge we
find to guide the evolutionary process. i ‘ pi Sy

' We willbe fortunate if we are able to keep thege Processes “evolutions:

ary” and not "5revolutilonary.” ; i :
Assumi he best for a moment, let ug regard Qur computer sys-.

They can ¢ Pigeonhole” yg gy their tapeg decree;iselectlng, within a nar-
Tow range, the schooling we. get, the jobs We work at, the money we
can earn and even the girl we marry, St
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Tt is not enough to Say “Jt, can’t happen here”; our grandfathers
said that about television. St o st 4 :
- Now, let us compound the concern. Assuming a computerman who
was dishonest, unserupulous or bent on injury, there would be nothing
sacred. We could be destroyed. ~ ‘ S

Adm. Hyman Rickover has expressed & fundamental concept ‘con-
cerning these problems: he states that we must realize that the power
of these computers is technology, and technology must serve mans
man must never blindly accept ochnology, he must take up the chal-

“Jenge and control it. Tt is a force he has to master and use to his
benefit. : S ne ' ' b
The admiral exhorts us to be faithful to individual basic values,
to preserve our right of privacy and independence and to bend this
fantastic new technology to Ouri-principles. It is the function of
lawgivers, in Admiral Rickover’s view, to set the limits within which
computermen cam operate. He makes it Jear that this is'not a Jimit
on_lsc;ienoe or knowledge but only on our use of knowledge and tech-
nology- e g ‘

: T}%gconcept of such control is ancient. Fire controlled is our friend;
uncontrolled it is devastating. The wheel is man’s servant and yet
his greatest exterminator. ‘The computer is another two-edged sword.
Tt will take more than the controls of the “horse-and'—buggy’? days to
‘use computers for our benefit and yet keep them from making shreds
of human dignitys privacy, and freedom. : :

To provide an example, despite the flood of technical lang uage some
Government consultants use to camouflage their reconymen ations, the
fact remains that & central data service bank would require:

One, that confidential information now in Government files would be

inally given;and ; St r ,
Two, that a new group would have the -code and would know the
names, addresses and background of the people who submitted the
~ confidential information. - . SRl ar ' .
Tying the two together would be an easy matter. ST I
Tt is held that personal dossiers are not Intended, but no thoughtful -
computerman can deny that they are 2 logical extension of present
plans. I am pleased to say that computermen as 2 group are deeply
concerned with the problem.,of controlling information storage an
retrieval so that no one ever will be able to take away our basiC free-
doms through these means-. E : ’

One last point: The ar ment is made that & central data bank

most practical of our present safeguards of privacy is he fragment
nature of present. information. It 1s scattered in little bits and pieces
across the geography and years of our life. Retrieval is impractical -
and often impossible. A central data bank removes completely this
safeguard. R e
1 have every confidence that ways will be found for all of us to bene-

fit from the great advances of the computermen, but those benefits must

never be purchased ab the price of our freedom to live as individuals
with private lives. e : S

forwarded to anew group and used for other purposes than it was orig- .

would use only the type © inﬁbrm&tion that now exists and since no .
new principle 18 involved, existing types of safeguards will be ade-
quate. This is fallacious. Good computermen know that one of the
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: MrGALLAGHER Thank you, Mz Horton, My e
: The.s&b‘eox.nmit.tee is very fortunate thig morning inha,vmg as ‘its

Hidden Persuaders,” “The Status Seekers,” T, Wastemakers”
and “The Naked Society.” = ' gL

& are indeed honored ang privileged to have yoy open these hear-
ings this Morning, Mr., Packard, ; S ~
- Please proceed.” '

STATEMENT OF vANCE PACKARD, SOCI0LOGIST, AUTHOR, awp

® chairman hag already identiﬁed-me., I would only say my
barticulay concern has been “the impact on the mdwidualcitizen of
Pressures generated by social and,technological change, ang that my
last book, “The Naked Society,” wasg Specifically goncerned with the
erosion of individua]l Privacy arising from these changes and T have
talked anq written on the basis of later developmentswhjch,"as*'«*you: 7
well know, have frequently involyeq activities within the Federa]
Gove’rn_ment. ' ' : ‘ ~ S

data banks, or g nter, information Provided by or about, it individ-

€.
ual citizeng gpe f I reaching, There is clearly 3 threat to individua]
11bel'ty1n§ucha Project. i : L
- Some time ago Dr. Robert Morison, ag Sclentifie director of the
‘RockefellerFoundatlon, Warned: . 7 e o oY
" We are coming to Tecognize that organized kn, Wwledge puty an immenge amount
> master it 2100UD

Reco.rdkeeping itself is becoming 'iﬂ’dnﬁérsti‘cally fmbrewiéfﬁ'cient, in
reducing Space and Promoting spee, Y retrieval of information. We
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Thave moved from the use of bulky folders devoted to individuals to
.coded file cards, thence t0 punch cards that can be machine sorted,
then to the tape used in electronic Memory banks. And now the ex-
~ “perts are learning that it is feasible to hook up & number of electronic
Tnemory banks, data banks, to one giant system which can be activated
for purposes of inserting or retrieving information from. NUmMerous
Tocations. : S : S
- Records on individual Americans now number in the billions. We
leave a trail of records.behind us from the moment of birth. Our
birth, incidentally, is recorded not only on & birth certificate, but also
¥ P 9 TV - s o . .
on our parent’s income tax return when we became & deductible 1tem.
Consider for 2 moment this trail of records most of us leave. Non-
vaemment;ﬁlekeepers have, for example, the information on our
income, worth of home, debts, and location of our bank which we
often surrende when we apply gor credit. Then there are the reports

made to insurance companies investigating us as risks. This may

complete with results of personality inventories and lie detector tests.
There are hospital and medical records, and the records of the moving
companies that have prudently made an inventory of our possessions
being moved.. : : ,
Units of our State and local governments have our school records
including our grades, 1Q, and any reports of emotional difficulties.
least one O them will bave our driving record, any brushes with the
law, our property holdings and all licenses obtained, including any
for marriage or its dissolution. : R D
The Federal Government has our tax returns over ¥ number of
years, our responses to the increasingly lengthy census questionnaries, '
~our social security record, our application for a passport, and perhaps
_eur fingerprints. £ we have been in military service worked for a
Jdefense contractor Of for the Federal Government, there are lengthy
- files on us that may well indicate known gssociates, affiliations, rell-
gious beliefs. If we have applied for an FHA loan on 2 home there
Sill usually be an estimate of the prospects that our marriage Will
Told together. e
These are just & fow of the records we leave behind. Many of the
filekeepers have been quick to learn that the records they control may
hold,conside’rable interest for people outside their own organization.
Years after our birth, for example, an interested party such asa lawyer
may be happy to pay $50 for information from our birth eertificate,

1 . .

~which officially is confidential information. Andina number of cities

there are entrepreneurs happy to obtain and gell the information, as
well as hospital records, PO ice records, jmmigration records, passport
records, and so 01 . SRR . g o

Then there are the legitimate organizations engaged in selling per-
sonal information about us. "The credit bureaus circulate to members
the information that we give a store when we seek credit; and if there
is any interest the same information may be passed on to curious Fed-
eral investigative 2 encies that inquire. Also there are the giant:
investigatin'g enterprises such as the Retail Credit. Co. which
has openly assured prospeCtive clients that it can strengthen ‘any.
report it makes by. dmwing.ftomits vast file of investigamons,made;

fAE!
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inprevious Investigations, The investigative firms making reports
OT Insurance companieg Ol Insurance applicants have often folf, free

Within the Federal Goy riment agencies hgye increasingly beey
developing Systematic patterns for exchanging information. When a
Federal agent makes a nationa] g ency check on g erson, it custom..
arily involyeg checking the files of at least eight Fecﬁral agencies. -

he individua] citizen who is concerned: about the erosion of his
Privacy hag up until now had some consolation in the knowledge that
all these files aboy his life have been widely dispersed and often diff-
cult to get at. Digging up a sizable file of any individual hag been a
tlme-consummg, éXpensive proposition. i

his is changing with the advent, of giang computers with thejp

known associates during the period and people and organizations who
have had business dealings with him, " In short, there wil] be the
capacity, at least, for an mstant dredging of one’s dimly remembered
personal affairs of the Past.  Unless Procedures are developed to
Prevent unreasonghble harassment through thig capacity, then the tax-
payer of 1976 may we]] be in a poor moog to celebrate the bicentennia}
of the Declaration of Independence, G

~ Which brings us to the Proposal to consolidate some of the major
Federal filing systems into one vast central data bank “by using the
new information technology now available.” Consultants have urged

Special task force has now bheen' appointed to study the idea. At first
this centra] storage center woulq pool information now in the files of
20 different Federa] agencies. The agencies were not, specified in the
announcement creating the task foree but the pooling reportedly will
include records from the Internal Revenue Service, the Census Bureau,
the Bureau of Old-Age and Survivors ‘Insuranoe,. and the Federa] Re-

The announcement implieg the Government ig interested only in as-
sembling statistics in more readily available fopm. But every one of
us in this room ig g, statistic, especially if the statistioinvolvingus‘has‘
our social security numbep attached. "QOne consultant to the Burean of
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the Budget has been quoted in the VWashington Post as urging that
valuable ‘nformation is lost it confidences are kept and statistics are
* made anonymous t00 early in the game. NO secrets would be kept
from the central Jdata center. Theraw data about people’s lives would
be fed into the central computers without concern for confidentiality
and the computers would be programed to act as the censors. 1f the
Government, is sincere in saying it is interested only in ge,nera,liz‘ed

, statistics, then it would seem essential that all individual identification
of a statstic be removed before the kernel of desired information is fe
to any central computer system. o O

But apparently more than one central data center 1s envisioned,
and at least one would deal with live people, not depersonalized statis-
tics. In the Saturda; Review of this ast week John W. Macy, Jr.,
Chairman 'of,f.-the‘U.g. Civil Service ommission, details in glowing
terms the wonders of “Automated Government.” In talking of th
Federal Government’s monumental job in keeping track © all its
employees, he proposes that— : ; '

‘We must havefinte’grat‘ed jnformation systems. This will require the use of
information across (ljepanbment-al poundaries * # * Direct tape-to-tape feeding of
data from one department io.another may become common. :

He and others talk of the great ‘gains to come from centralizing
Jata about millions of people or out, of government.. There would
be the broadening of the horizons of knowledge, the greater efficieney,
the dollars saved. ~ Ay S

We should be wary of promises that the goals of such consolidation
of data are only modest :0nes that would interest statisticians’ and
‘planners. L nless-there are safeguards, pressures ~will surely grow to
assemble more and more gpecific data about specific individuals. When ’
the social security program began we were assured that our social
“security umber would be guarded as & secret so that no one could
possibly use it to keep track of our movements. Today we must write
our social security number not. only on our income tax return, but
must supply it to banls holding our money and to organizations mmak-
ing payments to US. Our social security number in “fact is so easily
obtainable that:one nationwide investigating firm has a line on its

standard form where the investigator must list the social security

number of the person he has investigated. | G § 5 s
" Or consider the census, The authors of the 17.S. Constitution called
for an “enumeration” of the population every 10 years. But by 1960
the census has gone far beyond enumeration. Many millions of citi-
zens in 1960 had to answer 165 questions about their lives, purchasing
habits and incomes. ‘And the: pressure js growing to add a host of
new inquiries such as ethnic origins, religious affiliation, s hooling, et
cotera, to the 1970 census. Tailure to answer every question the census
director decides to ask you can result in a fine or ja1l sentence.

We should also be concerned about what seems to be a lack of sen- -
sitivity among some administrative officials about the impli'ca’tions to
the individual involved of becoming computerized by the Federal
Government. The announcement of the creation of the task force
detailed several points to be studied but no mention was made of ex-
ploring the impact on the citizen. . And Mr. Macy in his enthusiastic
descriptions of automating the Federal processing of‘:personne‘l, said
that the Government must ask: “What parts of the job can a com=
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b buter do better—ang Which parts can men do better,” He is presum-
ably influenced by the per-do, lar performance criterion so Popular now
in ashington, : CORED L iy

In all thesq blans for cen‘tra,lizing data about citizens it seems to me

that the crucia] question is whethey We are letting technology get out

of hand without being sufficient]y concerned about ihuma,n. values,

in making decisiong involving citizens threatens to encourage a,. de.
Personalization of the American way of life. . Qup people increasingl A
and rightly, are resenting their treatment ag numbers being controlled

Y & computer. Thijg resentment is believeq to be a factor in the stu-
dent unrest at the vast State universities, where the student’s exams
may be machine-gradeq and his ID number is often printed twice ag
large as his name, ,

As for the management of Government ersonnel by one super-
Mmachine, it should pe noted that even the Eest of machines cannot,
assess the unique Personality, the Special talents, the barticular aspira-
tions and motivations of thy individua] citizen. Anq a]] the recent
evidence indicateg that any normg] citizen performg best where he is
éncouraged to take bersonal responsibility for handling 5 Special task
in his own unique way, ‘

I Macy is pleased to report that in oup automated Government
hundreds of thousands of people already are being largely hired by
machine. The applicant makes marks on Paper in a form that can
' diges@ed by the computer. ' The machine gradeg him, decideg what

the Passing grade. wi]] be for any particular: atch of applicants, and

labeled anq consigned, emerge out, the other end of the buildine.

Most of us applaud the automated Processing of peaches. But does
it follow that we should applaud the automated Processing of People ?
I think not, :

home Joan turns up ag g knockout factor when they seek o job with g,
overnment contractor, they will start being wary.  And they will
Warn their friends to be wary.,

In addition there will inevitably be a suffocating sense of surveil-
lance as the public learns that their Government ig developing an all-
seeing eye. Ip ¢ © past, one of the hallmarks of totalitarianism,
whatever itg Particular form, has been this sense that Somewhere there
isan all-seeing eye.

.
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A third hazard inherent in the central data banks is that they will
greatly increase the likelihood that the life chances of many citizens
will be unfairly affected. A central file can absorb-large batches of
data about people but, it is ill equipped to correct, errors, allow: for
extenuating circumstances, OT bring facts up to date. An acquaintance
related to me his wrath when he discovered, quite by accident, that
his local credit bureau, in @ litigation report on him, listed him: as
having been the target of three lawsuits for failure to meet commit-
ments. Onthe record he obviously was a person tobeware. ..
The facts were that the first was a $5 scare suit back in the 1930’s

over & magazine subscription he had never ordered. Nothing: came
of it. The second invglved a _di’sagreement.over a $200 lawyer’s Tee:

services rendered. This was the only one of the three that actually got
to court and he had won it. It toole the man 2 days of digging to clear
his record by proving to the bureau’s filekeepers the disposition of the
three suits. ‘ L e
Many employers including the Federal Government require 2 job
applicant to note if he has ever been held by a law-enforcement agency
for investigation. In recent sars hundreds of thousands of citizens:
have been held momentarily tyor investigation and then released with
no charges made. Tt is hard ‘to explamn to & computer feeder the
innocent circumstances. P
© Even more serious in affecting’ one’s life chances is the fact that the
computer is incapable of making allowances for early errors or in-
discretions. It has no capacity to recognize that people indeed often
do change and becom® more responsible as they grow up- The son of
g friend In a Midwestern city applied at several department stores in
the area for a job when he was gr‘aduated from high, school at the age
of 18. Hehad recommendations from his minister, Scoutmaster, hig
school principal, and chief of police. But no store would even give his
application serious consideration. Tt turned out that his name was in
a central file maintained for the stores, possibly & computerized one, 0
known lawbreakers. Five years earlier, at the age of 13, the boy,
while still figuratively in short pants, had been caught snitching $2
worth of fishline from a store.
 America’s frontiers were largely settled by people seeking to make
a fresh start. They were often seeking to get away from something
unpleasant in their past, either painful episodes, misdemeanors, Pov-
erty, or oppression. Today with episodes of our past increasingly
being recorded in central files and computers the possibility of the
fresh start 1s becoming increasingly difficult. The Christian notion
of the possibility of redemption is incomprehensible to the computer. -
TFinally there is the hazard of pegmitting so much power to rest

they are instantly retrievable, we all to some extent fall under the
(_:ontrol of the machine’s managers. Public figures running for office
in opposition to allies of the machine’s managers possibly could be
smeared with' information from the computer at & point where there
is inadequate time to set the record: straight. In recent years we have

seen at least one notable case in Washington where information from

it
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This committee has had oonsid‘erableitexa;mples;thag have been cited i
where there was a free and easy exohan%e of information-—Ilie detector
ion,. i etween personnel officers. '

from the credit bureau forms, S : v
You also have, of course, the exchange of information on criminal
activities among about eioht different Federal agencies involved in
having any information about crime. I suppose we should applaud
this where you are dealing with known,criminals, although I think
they also exchange informa,tion about suspected criminals. Perhaps

the Government when he assumes the information was given confi-

Mr. GavraeuEr., You have mentioned the inherent fear of our citi--
country today. The specter of a human being coping with a fellow
human being is not insurmountable, but now that he is overawed be-
cause he must now cope with a machine plus a human being, perhaps
this awe is justified, but is this justification, in your opinion, something
that we must accept, or is it possible for the man of the future to cope
with a machine which will ntrol his destiny? o .
Mr. Packarn, I think that is the fundamenta] question, Mr. Chair-

man, I do not think the answer must necessarily be g negative one.
I think Aldous Huxley before he died said that just because there are
blind forces at work on the lives of individua,ls,'this does not neces-

- sarily mean the individual cannot protect himself, T think all of us
as Americans and as individuals—and this includes members of the
Government and Members of the Congress and citizens and individ-

- nals—need to be aware of the fact that we do haye the blind force of

Mr. Garraeusr. Dr. Westin, an expert on the problems of privacy,
says: S o e ‘
" Unless the issue of privacy is in the forefront of the planning and adminis-

tration of future computer systems, the ‘Possibilities of data surveillance over
the individual in 1984 could be chilling, S L e
 Would you care to comment on this? e , ,

Mr. Packarp. T certainly would agree that is correct, Your earlier
comment about the awe of computers I think ig important, because
“People are more frightened of things they cannot unde

iy
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many computer experts, but-1 would not have any ‘assurance that I
know what it is all about, it is changi %g so rapidly and so swiftly. 1
think we do have this threat, as Dr. estin said and as many others

‘have said, hanging over us that the machine can dominate our lives.
~Mr. Garracuer. There is 2 certain mystique that the computer ex-
perts have created that all will be well if we just leave it in their hands
and that we are creating 2 “ywe” and “they” society, “we” being the
statisticsand “they” being those who will see thatallis well.

One of the things that this committee is attempting to ferret out is
whether or not there is a mystique and whether or ot we should trust
and rely on this mystique or whether or not it is time that we start
taking a hard look at just what the position of the law is, what the
position of the citizen is, in relation to, what is now a very definite
possibility of a central data bank, that central data bank being the

~ step in the door toward the possibility ‘of a personal dossiér on all of
_ our citizens in the record collection ‘you have outlined. R '
* Mr. Packarp. I think it would be ideal if the committee can have
the guidance of computer experts who dre not associated with orga-
nizations that have a vested interest in selling computers to the Gov-
ernment, or, in fact, selling -mmpute‘rs_'amyv'vhere;‘ Those experts are
* at the universities,and I think they could be very helpful. ~ :
Mr. GarnacHER. Mr. Horton. T e R i

M. Horrox. Thank you, Mr. Chairman. ;

Mr. Packard, I think there are two things that stand out in your
testimony. The first is the detailing of the information that 1s already
available to the Federal Government and other agencies about private
citizens. Then the second aspect is that even without the computer

~ there has been a trend away. trom the confidentiality of information
the Federal Government has obtained about, citizens. e
" You spoke with regard to the social security number and the magnifi-
cation of the loss of private rights there. I think these two points you.
underscore in your statement are very helpful to the committee.
1 think also you have pointed out in your ‘statement that up to this
date, at least, there has been a dispersal of this information which in

and of itself has tended to give some protection to the individual. ,
- T think one of the big problems we have in this whole area is to
comprehend what these cor puters can do. Would you like to make
any(‘loc;mme t with regard to that, based on your experience and your
- M¥ Packarp, Thank you, Mr. Horton. As I understand it,you will
be having further experts on computers who can speak more authori-
tatively on the capacity of the comptter as of July 1966. The ca-
pacity of the computers is changing not just by years but by months.
T would hesitate to make any comment beyond the fact of what the
computer experts themselves are saying, that we are progressing not:
only from getting information on individuals, but building giant sys-

tems—to me this is the fascinating or the frightening:thing——giant
systems where information can be either put in or retrieved from 2
amber of different locations, including distant ones and even includ-
ing telephbninginforrﬂation- ‘nto the computer or calling and getting
information by telephone out of the computer. This, T think, is prob-
ably the most frightening thing of all in terms of getting the control.

of the computer out of hand and getting more and more people having
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access to the information so security does obviously become more diffi-
cult to maintain. .If you have a lot of people who: can get into the
_computer and take out information, it always will be harder for any
Investigating body later to try to trace down how the leak occurred.

r. Horron. I'was not so much interested in having you comment
on the technology of the computers because I realize that is something
the experts will have to do. T was thinking more in terms of your
opinion as one who has delved to a great extent into this problem of

layman, not an expert in the technology of computers, envision what
will be happening to the individual citizen with the use of this com-
puter system. :

For example, consider how many 12-digit numbers can be added in
20 seconds. With a pencil, the answer is two. With an adding ma-
chine, 10. With a computer, 160 million. The rate of change is astro-
nomical. This change is on us already. Itishere.

I was more interested in your layman’s view as to what is going to
happen to the individual with the use of this type of highly technical
information or tool which can compile this inf[c))rmation and. have it
available. I was more interested In your personal opinion, rather
than the technical aspects of it. ;

Mr. Pacxarp. Certainly there are many functions in our society
that can be greatly improved by the use of computers. As a matter of
fact, I am using a computer myself in terms of some research Iam
getting together to work out correlations and findings. So, I do not
think we should be frightened by the computer as a machine, but I
think we should be frightened by what it can do if the information
involves individuals and their identity, and I think we need to make
sure that before the Federal Government gets too deeply involved in
installing computers that have data, fed into them involving individ-
uals’ records, that this body and the Congress make sure that the indi-
vidual identification is removed from the material. : :

Mr. Horron. You would not, certainly, curtail the population in-
formation about people? : :

Mr. Packarp, No; certainly not. :

Mr. Horron. You are not advocating that computers not be used.

Mr. Packaro. Oh, certainly not ; no. o

Mr. Horron. You are advocating that this technological advance
be harnessed and that there be established safeguards to protect the
individual. :

Mr. Packarp. That is correct. , :

Mr. Horron. One of the proposals or suggestions which you would
make would be along the lines of that which the chairman has made;
to give some sort of right to the individual to know what information
is available on him so he can correct, it or have his own opportunity to
be heard, as it were,,.

Mr. Packarp. That is correct, yes. ;

Mr. Horrox. Have you any other thoughts with regard to how this
advance could be harnessed and safeguards built into it? i

Mr. Packarp. No thoughts oecur to-me ofthand, no. ; ‘

Mr. Horron. Have you any thoughts or any possible recommendas-

 tions with regard to how the Congress could act in this field? =

Mr. Packaro, Iithinkthe Congress and this committee and ‘several
of the congressional committees have been extremely effective in their
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roles of ‘alerting, simply’ by making Federal agency directors aware
of the human implications of what they are doing, as, for example, the
success which has been achieved in persuading the ‘various depart-
“ments to make less use of lie detectors and less use of personality test-
ing, the post, office to stop using the mail cover, the J ustice Department
to stop usin wiretapping, and many agencies to stop using the snooper
buttons. All these have come about not by legislation but by the mere
fact that a body such as yours has explored the situation and made
the administrators in the various Federal agencies aware, perhaps
for the first time, that there are human value issues involved, and this
is what they have been doing, and that they have usually responded
by establishing safeguards. v -

Mr. Horton. Thus, you feel the action of committees having hear-
ings such as this focusing attention on the problem will have some
benefit? " it

Mr. Packarp. Icertainly do, yes, sir.

Mr. Horron. You referred to Mr. Macy’s comments in an article
in the Saturday Review. What was your reaction to this? Do you
foel the Government is going too far in this automated process in
regard to civil service? z

Mr. Packarp. Ithink Mr. Magcy is a fine man but——

Mr. HortoN. I am not talking about him personally. ‘

Mr. Packaro. I think he is overly fascinated with the wonders of
electronics in terms of reducing the cost ‘of sorting personnel and
processing personnel. Since the Federal Government is involoved in
dealing with millions of people, he sees it in terms of millions, and
‘dollar costs per unit. I think from the standpoint of all that is being’
learned by the behavioral scientists on human motivation and what
makes people perform better, people perform better if they are given
a chance to perform in a unique way, and also they perform best if
they have a sense that theg‘ are being trusted. ‘When people have a
feeling that they are not Jeing trusted, they tend indeed to become
more untrustworthy. This is what I think you had. The agencies
that were using the lie detectors and similar things were simply dig-
ging the holes deeper because they were making people more untrust-
worthy by that fact. ,

Mr. HorroN. Another point you indicated earlier was the removal,.
if possible, of the individual identification. It seems to me this would
be difficult to accomplish, or else the information would not be bene-
ficial to the Federal Government. It seems it is an impractical
possibility. ; ,

Mr. Packaro. As I understand it, the Bureau of the Budget has

roposed the central data bank for reasons of overall planning, rather
than for information about individuals. Ostensibly, there would be
no gain to the Bureau of the Census in having the names attached to
all this information it is getting. The problem is apparently it would
be difficult to wash out this information from the tapes if it were fed
into a central computer. That is the heart of the problem, I believe.

Mr. Horrow. That is all the questions 1 have, Mr. Chairman.

Mr. Garracuer. Thank you, Mr. Horton.

- T agree that is the heart of the problem, and that is what we are
trying to spotlight today—the necessity of eliminating the individual
name if we are interested merely in statistics for problems of planning.
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If this were not one of the safeguards and nam
numbers remained on the tapes, do you see a rea;
~we getting prematurely overheated in our concern? v e
 Mr. Packarp. I do not think you are getting prematurely over-
heated at all. I think we should all be scared stiff about the possibility -
that these giant machines would be fed data about individual Amer-
icans and that this information would be retrievable by a number of

] d-’soeial"’SeQurity .
reat here, or are

different organizations or groups. I think this would elearly create ;

the preconditions for a totalitarian system. = P e
Mr. Garraeaer. Looking down the path, assuming we get beyond
1984, is it not one of the great responsibilities of our Government to
guarantee and protect human values, and is it not necessary at this
point to start programing our own Government toward this end?
‘Mr. Packarp. I certainly agree, yes. I think any government that
has control over a people has at the minimum a responsibility to treat
all individuals involved with a sense of decency and dignity. I do

not think you would have this sense of decency and dignity if we are

treated as numbers in a memory bank and under the control of a giant.
computercenter. . -~ 0 0 Lot
Mr. Corntsa. Mr. Chairman, I have only one question in the in-
terest of time. .« 0 S el el NI ey
. Mr. Packard, I was very much interested in the example you ;
In your testimony of your friend and his trouble with the cre ureail.

I think in answer to one of the chairman’s questions you mentioried

~that in some credit bureaus they actually have separate desks where
Federal investigative agents éan come in and sit down and make what-
ever notationsthey wantto. - PR A e

- Mr.Pacrarp. Yes. e R T '
~Mr. Corxisa. We would assume, then, whatever notations they made
- or whatever copies they made would become, presumably, a part of

a Federal filesomewhere. ~~ =~ " g T

. Mr. Pacraro. That is correct, yes. Mo

_Mr. Corntsm. If we examine the idea of a personal dossi

then it would be a possibility at some time in the distant future that
~ the very information which was obtained from a private credit bureaw: -
could end up in a Federal dossier center. =~ . g
Mr. Packaro. Very definitely, yes,sir. T
Mr. Cornism. That leads me to ask you this question. i
~ think this might be the proper time for the Congress to go back to the:
original source of the information in the credit bureau and possibly
institute some new safeguards affecting credit bureaus? What I am
suggesting is perhaps a requirement that an individual be permitted
to examine his own credit report on file with the credit bureau to de-
termine its accuracy and completeness. - T
. Mr. Packarp, .1 think that would be an excellent idea. T thinkalso
it would be very helpful if the Congress did look into the practices of
these investigating agencies such as the credit bureaus that accumu-

late fantastic amounts of data about individual citizens and, in the :
absence of stiff regulations controlling them, have rather relaxed poli-

cies about exchanging information with other people,

M CorntsH. You have devoted some discussion in “The N akéd‘

~Bociety” to the credit bureaus and their reports. Would you agree =
P

that credit bureau reports are definitely in the stream of ‘interstate
commerce ¢ : ‘ : : dno :
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. Mr. Packarp, That is a very prevocative thought, and certainly
true because the credit bureaus as a-matter of funetion exchange infor-
mation in a network all across the country. More than 100 million
records are tied in. through the exchange of information that is

cavailable, .~ oo T

' For example, if a man from the State of Nebraska moves to the

* State of Connecticut. and applies to a store in Connecticut for credit,

the credit bureau can put in:a request for the Nebraska credit rating
- onhim. Sothisisan interstateoperation. == . e el s
l Mx;2 CornisH. In your experience, this information does cross State
‘Mz, Packarp. Very definitely.. Millions of items a year cross State
Tines; yes, sire . 0 o oo e
‘Mr. Cornisa. Thank you very much.
Mr. GarracaEr. Mr. Romney. - 0 o
.. Mr. Rom~Ey. Just one question, Mr. Packard. T think we can see
from your statement that you would have reservations about-a central
“personnel data center. Do you actually oppose the concept within the
Federal Government of a central personnel data center for Govern-
mentemployees? . . : L Gt arre
Mr. Pacrarp. Yes. I think in the announcement that Mr. Macy
made, in his enthusiasm he did not put enough emphasis upon the haz-
_ards involved in terms of human values and the spread of information.
 "He seemed to assume that every bit of information that any branch of
‘the Government gets on an individual should be pooled, I would
‘have reservations about that, yes, and would view it with considerable
_«concern. I would hopethatthe committee would do that,too. .~ =
~ Mr.Romney. Thatisall; Mr. Chairman. o
. Mr.Garvagaer. Mr.Forsyth,. -~ . . . .
~ Mr, ForsyTa. I am a little confused by some of the mixing of terms
and agencies and everything else. It seems as though we are mixing
- gensitive and insensitive information together, if there is such a dis-
- tinction. We are also mixing the type of people and agencies that can
‘withdraw information. We are also, I think, mixing up~—at least,
it seems to me to be confused a bit-—whether or not the names arelinked
~to the information. ; i e ; Gl
~ As T understand it, to go back down the order in reverse, there is no
way that a central data system can be effective for a multitude of pur-
poses unless the names are linked to the information at some point-in
.some computer, even though perhaps not in the active set of files or
-active tape going through the machine; is that correct? . .
" Mr. Packarp. I do not know. I think if the Bureau of the Budget
~is sincere in what it says is its.aim in developing this central data
'system, it is not interested in individuals but is interested only in Gov-
-ernment broad-scale statistics that.can be used. .. =
. Mr. Forsyru. They say that is true, but they say.

N b is tr iy in order to build
~ a system which is responsive to the needs of users being interrogated

by a number of different agencies with different .q.ues_'tl'ons}itheacqm-
puter has to go back to the basic building block, the individual, in each
«case; and even though it does not have to identify him by name, it has
- to identify him by social security number or something so they do not
~ get duplication of material, = = A e
For instance, when

: ‘new material comes in, it has to be related

~that particular individual and not his neighbor, and it cannot, be
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- ported on twice. So, each time the computer has to verify back the
- ‘imndividual and ask a new set of questions. So, even though the opera-
tors themselves may not know the name, even though the information
‘relating to that person will never come out.under his name but only
as a statistic, the system still has to know his'name. I believe that -
iscorrect,isitnot? & oo :

Mr. Packarp. I do not think the whole system would have to know
hisname. I think the agency contributing the information would need
‘to know hisname. cE : 5

Mr. ForsyrH. By “system,” I meant the one main computer. -

Mr. Packarp. No; I do not think so. I think you could have an
automatic altering of numbers and setting up a new system of numbers -
so they would not be tied to the social security number. feiddt

- For purposes of consolidation, you could, assign any individual a
number that would not be revealing of anything about him except this
would go back to the same building block. ' "

Mr. Forsyra. Within that computer. - Soméwhere in the central
system, some group of people have to have a code which codes that

“number totheperson., = = ot ; &

Mr. Packarp, It should be the department or agency that supplied
the information in the first place. 1 think you do get the hazard
when there is a central knowledge of the individuals. e

Mr. Forsyrr. The problem with that ‘is that another agency sends
in information, some of which is duplicative and some not. It is'fed
into'a central computer, and if it is set up under a new number, then
you have the same number reporting twice, with some duplication.
So the same number has to come each time from computer to com-
puter. EL 5 b o
~ Mr. Packarp. That I think would be the heéart of the problem.
I do not know the technicalities of it. I think this would be a good
point to explore with computer experts rather than with me. -

Mr. HorTon. I think one of the points you are trying to make is if
there is any way to disperse the information within the computer
bank, this at least would be some type of safeguard, just as the dis-
persal of this information now without computers is somewhat ‘a safe-
guard to the individual. ’ :

' Mr. Packarp. That is correct; yes, sir. i
IM}:‘.dHORTON. You do not know technically how this can be accom-
plished." i : ,

One other thing I wanted to ask you about. Do you feel there is a
basis for the Congress perhaps, or whoever is in control of this system,
limiting or having a limit placed on it as to what data can be placed
in thebank? Do you see what I mean ? f

Mr. Packarp. Yes, I think this should be a concern of this com-
mittee. - What type of data can be properly and safely put into central
data systems should be a concern of this committee. ‘

My own feeling is that you are getting into danger as soon as you get
any data that can be identified in terms of an individual citizen or
taxpayer. ' : e i :

Mr. Horron. You made the point with reference to the census, that
it was basically, in the beginning, just an enumeration of the popula-
tion, but now it has gotten into a lot of personal questions. The
thought T was trying to follow with you with respect to this is whether
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-or not we should: limit the data and information concerning the in-
dividual and use that technique as perhaps a means of safeguarding
ndcontralling. o o e it
-~ Mr. Packarp. I think you are correct. - I think you would be safer
. if you are going to start a filing system that is going to lead to a central
filing system, the identifications should be removed at the original
~agency before the material goesontape. : i :
Mr. Horron. Thankyou. Hirpa L , '
Mr. Garraerer. Mr. Packard, you hoped the committee would look
into Mr. Macy’s suggestion that there be computerization and central
files on Federal employees. I assure you if such a system is put to-
gether, it is our hope and the insistence of this committee that each
employee will have access to his own file to see what is in there so that
itisaccurate and honest. I think thisis the only way that an-employee
would be able to cope with all the.information-gathering services so
he would be put on notice and would have an opportunity to examine
~what hasbeen collected onhim. e
~ Mr. Packarp. I think this committee would be performing a very
great service if it could persuade the Civil Service Commission to make
that safeguard available. : o
Mr. Garragaer. I want to thank you very much for your appear-
- ance here this morning, Mr. Packard, for your alerting our country
_ In the past long-before many people got to thinking about these prob-
lems, for your contribution to the people of this country, and for honor-
ing us here with your presence this morning. Looking down the path,
_if people read all of your books—I hope they do—and we put this
question up to a national referendum, I think there would be some
predictableresults. 'We want to thank you very much.
Mr. Packarp. Thank you, sir. :

STATEMENT OF CHARLES A. REICH, PROFESSOR, YALE LAW
o SCHOOL '

_Mr. Garracurr. The Chair would like to call Prof. Charles A.
Reich. Inbehalf of the committee, we welcome you here this morning,
Professor Reich. i

Professor Reich is from the Yale Law School. - He is an expert on
the collection of data on individuals and an expert on the legal impli-
cations of the collection of dossiers. We have asked Professor Reich
to relate his experience of the past to the new problem of the computer
and the possibility of computerized dossiers on citizens and taxpayers
inthe United States. =~ e e

- Professor Reich, we welcome you; would you please proceed ?

Professor Rerca. Thank you very much, Mr, Chairman. . i

I might say that the field I teach in is constitutional law. I will
talk today about some of the legal aspects of the proposals that have
been made, . : St ;

I might also say I am here in my own behalf, not on behalf of the
law school or Yale University or anybody except myself. .

When I began to think about this problem, it occurred to me that
everybody is in favor of privacy. I noted that within recent weeks,
Time magazine, Saturday Review, Newsweek, and all of my friends
said they favored privacy, and I believe that. you would be able to
get a 100-percent vote out of the American people on the same subject.
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~The trouble comes in particular instances. The troubleis particular
invasions of privacy all too frequently take place because, although we
‘believe in it in general, we are frequently unable to see why a particular
invasion should be prohibited. Every time a proposal comes along
‘that would invade privacy in one way or another, there is somebody
to say it is necessary, there is somebody to say that the information
obtained is very reliable and important, and we have to have it, and
~ there is somebody to say that there is no really important new invasion
‘of rights, that is to say, there is someone who will explain that
this does not make a very great new intrusion into'the life of the
individual. oo Lo P s o
Thus it is that devices like the lie detector, wiretapping, and eaves-
dropping are all to frequently a matter of practice because we think
or somebody thinks that we have to have the information that can be
obtained. s G S e sl
These particular devices have been discussed so much that I thought

in talking about privacy today I would like to talk about the proposed 4

~ Federal data center and use that as the way of talking about this
problem of necessity, this problem of whether we have to have this
particular invasion,too. < : LETaR s

1 do not know exactly what is proposed in a Federal data center. I
will just have to guess. I will just have to assume that the various
kinds of information that the Government now has in many different
places and many different bureaus relating to school, relating to em-
ployment, relating to the Army, to criminal convictions, recommen da-
tions that come in from many sources about a person—that all of that
would be centralized somewhere and available to authorized agencies
or persons. I donot know whothey wouldbe. - - gy

Mr. Garracaer. If I could narrow the issue, Professor, what is
before this committee now for our consideration is a proposal by the
executive branch for the establishment of a central data bank that
would centralize the information collected by 20 agencies of the Gov-
ernment which now collect and publish information, such as the Census
Bureau, Social Security, and many of the other agencies. Many of
‘these are now protected by law as to confidentiality. =~~~

Along with the proposal is the warranty, for whatever it is worth,
that the law will be adhered to and that there will be a protection of the
individual who has given the information. '

‘What is now before this committee and wha'f, it is concerned with is

that while there are now 20 agencies that collect and publish informa- -
tion, there are many agencies of the Federal Government which collect

and do not publish information, and we view this as a foot-in-the-

door proposition through which eventually the collectors, but not par-
ticularly the publishers of information, will also use it in the interest of
efficiency and economy. I think what we are considering here is a new
proposition, certainly something new in the Federal Government, a
departure from the original right of protection of the individual.
That is the issue before the committee. i e .
Professor Rercr. Many thanks. T take it we are talking primarily
about information that does exist somewhere now, and a proposal to
centralize it. G SRy T RN
One of the things we have to deal with is the argument that the indi-
vidual be no worse off after this proposal than before because all the
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“information exists now. I think that is where I feel like taking off
onmyownopinion. .
~ Mr. GarragaER. We hope you will, because that is what we are here
‘tolistento.. - W S e

-+ Professor Rercu. The first thing which seems to me basic about dos-
siers and the centralization of information is that information gets less
reliable the further away it is from the source. I always use this as an
axiom, a proposition that I would say is true all the time. Let me give
you a college illustration to show what Imean. e

When our freshmen come in the college, we have upper-classmen
‘as counselors for them, and the counselors are supposed to show theny
around and tell them where the laundry is and where to go to find
Vassar College, and so forth. It is generally a very helpful thing.
Part of their duties as counselors is to write a report on each fresh-
man, which goes in a file. They will say whatever comes into their
heads about the freshman, that he is nice, that he is not nice, that he
‘has a chip on his shoulder, whatever they feel is.an accurate report.
‘That is something between them and the dean’s office at Yale College.
 If this information gets into a file and stays there, it slowly changes
from a reasonably accurate statement to something that could be a
tremendous falsehood, because the freshman counselor disappears and
we do not know any more who heis if we want to find him to ask him
what he meant.. The freshman may change. Perhaps he had a chip
~on his shoulder the first year, but after he got to like the place he got to
‘be one of the nicest guys around. So, the information may no longer
be true except as of the time that it -was made. Other people reading
this may understand it in other ways. .-~ . ‘

If that particular record, which serves ordinarily a good purpose,
were to survive -for 10 or 15 years, were it to become a part of other
people’s information, it seems to me it would become an untruth by
the passage of time and by the distance from the source. Indeed, -
those who have looked at freshman records many years later are often
shocked by theidea that they still exist, and wonder why they have not
beendestroyed. . .t n e en T S

That is my basic proposition about the development of inaccuracy,
and it is my answer to the idea that this data center would be reliable.
Ido not think it would be reliable. ~ . . R

Freshman records are only something that happen between freshmen
-and their counselors. I would like to tell you a little about what hap-
gens between me and my students, because this is directly related to the

ata center. I get—and I am not unusual in this respect—all kinds of
questionnaires about my students. . I am supposed to fill them out and
. send them often to private people, but much more often to some Gov-
ernment agency. I take it this 1s the raw material, or some of it, out of
which the computer center would have its supply. T

For instance, here is the Department of Health, Education, and Wel-
fare asking me about Student “X” whom I know reasonably well. It
asks this kind of question : “How do you rate the applicant’s relation-
shi(fs ‘with other people? Consider such things as ability to work
and get along with superiors and subordinates.” Then it gives you
answers. For example, you can check this one: “Mediocre. Wants to
do things his own way more often than is desirable. Disliked by some
associates. Somewhat lacking in tact. Becomes sullen when criticized.
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Tends to react negatively to suggestions.” There are. other proposed.
answers all the way from “outstanding” to “poor.” i :

Another question: “How do you rate the applicant’s personal .ad-
justment? Consider such things as emotional stability and maturity.”
Let’s again take the mediocre suggested answer: “Inclined to be ner-
vous, irritable, easily annoyed. Inclined to get feelings hurt. - Has
little insight regarding personal limitations.” g -

point about this is the same one I made about ‘the freshman.

That is, first of allydo I really know what I am talking about when I
check these things off ? Maybe this fellow was in the day before and:
was in a bad humor, had a fight with his girl friend, and so he was’
easily annoyed, nervous and irritable. Maybe the next day he'would be
a charmer all the way through. Maybe I am mad at him: for some
reason. Maybe I had a headache the day I checked this thing off. At
any rate, this information petrifies a momentary flash reaction on my'
part. T am assuming I am not malicious, assuming I am a fairminded
person trying to do a good job. = However fair I try to be, this informa-
tion goes to the Government and there it is, and no power on earth
can change it one iota. ' , G e

1t seems to me if I were a psychiatrist, maybe I would be qualified
to answer questions like this, but as a professor of law T do not really
know anything about the personal adjustment of my students. I do
not really know anything at all about their relationships to other
people. T see them in a very special situation in the class, and I am-
asked to say all kinds of things, good or bad, about subjects that I know
nothing whatever about. ‘ ; '

If I do not fill these out, someb:

, ody somewhere in Washington is
going to say, “There must be something to hide. This professor is un-
willing to answer these questions.” : Al e
Just think of the poor student who maybe talked only once in class
~ in the whole year and said something that made him look very nervous.
He is a nervous man forever, although that may be the one night in the
_year that he did not get a good night’s sleep, or something else. - -
So, I am talking about the kind of things that ask for more than we
know and then make it into the truth. st Prat{l EETR
“The Peace Corps is always after me. The Peace Corps asks for a
~ rating on emotional maturity. - Remember, again, T am a teacher. I
do not know, I would suppose, very much about émotional maturity,
but I am allowed to check things like “Candidate is emotionally un-
stable, has a history of emotional outbursts, withdrawal, other signs
of inability to cope with stress.” Lty 5 X
- T am asked, again, for judgments far outside my ability. I must
- check something. T have 1o choice: 'The student may ‘not know any-
one else in school as well as he knows me. - I am on the faculty. ‘What-
ever I say is there forever. : 3 : :
~ Again, a Peace Corps rating on relationships with other people. I
am allowed to say “Superb.” How could T say “Superb”? I do not
know how he treats fellow students outside of my presence. “Poor.”
“Doubtful.” “Reasonable to believe candidate will have. difficulty
working with others.” Maybehe has trouble working with me. All L
can say is that I must answer, and whatever I say is there. %
Mr. Horrox. May I ask the witness to establish the basis on which:
he gets these questionnaires? = Are they sent to you in connection with.
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job applications, or is this something that comes to you on all students
who are in your class? - SRR R ey ;

Professor Rercm. Mr. Horton, every student who graduates from
law school has to get a job someplace, and nearly every place requires
- references. . In the case of the Government, he must give them the

- names of those teachers heknows best. So, on all the students I know,
I receive from private or public agencies questions ‘which are at the
student’s behestll))ut, nevertheless, he is required to give references. Ho
probably chooses ‘me because he knows me and: he hopes I will say
something nice about him. Sometimes a student comes in and says,
“You don’t remember me, but you gaverme an ‘A’ and T would like a
- recommendation.” TIsay,“DidI1? Well, you mustbea good student.”

You see, I'donot even know all the people that well, but the system

- requires that I appear to. It is in connection with ‘employment that

this crosses my'desﬁ. oL ‘ :

 Mr. Gartracuer. I am sympathetic with the problem, Professor, be-

- cause we get the same questions as Congressmen, and the only related

incident and the whole reason we are asked to serve as references is

the fact that a mother or father might have voted for us. 'We have to
fill out the whole business concerning character. :

- Please continue. . * P3e , : :
- Professor Rercr. I want toillustrate thisone more time by the Navy,
‘which gives you a series of boxes to check. - As to each thing you can
say “outstanding,” “excellent,” “good,” “satisfactory,” “unsatisfac-

~ tory.” For example, “Ability to lead others,” “Degree of cooperation

with others,” “Emotional characteristics and stability,” “Attitude to-
- ward carrying out desires of those in authority over him.” ’
Look at the danger of that question, for example. - I am in authority
over these students. Maybe I am awfully unreasonable. Maybe
once in a while they sdy, “I don’t think this ought to be done the way
You say. - I have a better idea how to write this paper.”  Is that some-
thing that is going to get my back up and am I going to check him
“poor” on this? ‘ A e
- - The point is, if somebody wants to come and talk to me about a
student, inside of 10 minutes they get an idea of what I am like and
- they get an idea of the way in ‘which I talk about people. But a
machine does not know those things.  So when I say ‘“unsatisfactory”
because the man: talked back to me, the machine only knows that this
man is unsatisfactory. It does not know anything about me. Maybe
it is T that is unsatisfactory and not. the student. _All of that is part
of this whole problem. There fis no way to go:back to.the source.
Another source of information that gets into the files is something
I would call private adjudications, that is, formal decisions about
people that are made outside of the courts. For example, we, the Yale
Law School, find that a student cheated and that becomes part of his
permanent record. The problem there is to know whether we did as
good a job as we should have to find out if it was true that he cheated.
' We pride ourselves, because we are a law school, on being very careful.
We hear the student. We give him every opportunity to explain. We
try to find the facts aslawyers should.. But schools all over the United
States engage in the process of disciplining students, and not all of
them are lawyers and not all of them know how to do things fairly.

Some of them do not hear the student at all.
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. Again, what validity do these private decisions have? They can
be & curse on the individual for the rest of Lis life, but you may not"
have any idea whether they are really accurate or not. They may
meet no standards of fairness ‘with which we are familiar. ~* =~

~So, in each case of information other than the formal decisions of
courts, we do not know what is really meant by the information in the
files. As it gets step by step farther away in distance and further
away in time from the original source, it becomes lessand less accurate
_until what was thetruth can becomea lie. ~~ =~ ' i N
About people in Government, about workers in Government—I do
not want to use the word “bureaucrats” because it is a bad word—I
would just like to say when anybody who works in ‘a great organiza-
tion receives information from a computer center and it says “unsatis-
factory” in this category, “unreliable” in ‘that category, it takes a lot
of courage for a Government employeé to say, “l am going to hire -
him anyway.” I am %oing:w disregard this. I think he looks good:
to me. I have seen him. "I don’t care what this professor said in
New Haven.” T V R T T R
~ Most people in Government, because it is so big, because they are
part of a great chain of responsibility, are going tosay, “I don’t want
to take a chance.” - That i§ the common reaction of a man in a big:

organization. So when they see something bad, they are going to say,

“I don’t trust my own judgment. I had better trust what 1§ 60 paper,
because if we hire this young student, whom we like, and he does
something wrong, he turns out to be a loser after a while, it will be my
fault. I saw this in the record and I failed to stop it. I am going -
to be blamed. The safe thing is just to say ‘No,” and hiré'a man with
_an unblemished record.” = BN
- S0, every normal human reaction is going to be'to give more weight'

to these things in'the file than I as the maker of the file ever: meant:

Often I might check something off and I would like to say to the man:
who is going to hire this fellow, “Disregard this;' We didn’t get along,
the two of us. I would give him a chance if I were you.” But I never
gettosaythat. . oo B R S DA (IR
So the reaction of the normal person who reads the file is to say, 2
don’t want to take a.chance.” e LR _
T have examples, also, of the inquiries'that/come at the other end.
They do not:happen to be from Government, because T liaye no access:
to Grovernment inquiries, but these are inquiries from private people
to the Yale file. For example, let us imagine that Yale has its own
computer center. It doesnot. It just has a file.  Somebody ‘writes in’
to the dean and says, “The person whose name appears above has ap-
plied to us for a position. We would like any information regarding
his scholastic standing, character, and personal habits. ' Your reply
will be kept in strictest confidence.” This comes from Businesses, and
so forth. This is what I imagine would be the inquiry to the computer
center. e RGO PE L AT :
‘Notice that they want anything of a pertinent nature about the per-
sonal habits, and se forth. When it comes to Yale, what happens?
Well, the dean is not going to.answer all these letters. - They have a stu-
- dent often, maybe a third-year law student or somebody like that, who
does part-time work in that bureau. All he does is go and look at'the
files of the applicant'and pull out anything that he thinks these people
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would like to know. - So; there is no more: control, even at a-good-uni-
versity, over thissort of thing than just the judgment, of a person in a
clerical role who can go-and look at all these data and send it forth.

‘Likewise, it. seems to me, the tendency would:be for a sort of auto-:
matie dispersal of information without any judgment being made as to
its quality, because even at Yale we donot judge its quality. If we send,
it out we just say, “This is-in the file, and we suppose this is what you
would like to know.”.. . - o P gt s

- So it is that what one puts in comes out, but it does not come out the.
same as what was putin.’ . - i el Y et
- That is the situation, as I see it,of the data center. The question is:
How does this stand with respect to law? How does it stand with re-
spect to the Constitution? -~ ... = . i
- At the very beginning of my thoughts about the law, it seems clear
to me that any time bad information is supplied about an individual,
~ his legal rights are invaded at that moment. . Wehave a great common
law tradition that defamation of character is a wrong in the law. It
seems to me absolutely clear as a starting proll))osition that anybody who
supplies derogatory information about somebody else invades his legal
rights. He may have no remedy. That is something that happens in
thelaw. Butthe beginning of my thinking is that a person has a right,
not to be defamed, whether it is by a machine or by a person. . .

The second thing that seems to me so crucial here is that thig whole
process is secret. The individual does not know what I have said about
him. = He does not know what is in the computer’s file. He does not
know. what the computer says about him.  He does not know what-
judgments people make on the basis of that. . N T

I think this is a denial of the constitutional right to confront, the
constitutional right te face those who make statements about, you,to

uestion them, and to rebut, to answer. It iselementary, it seems tome,
that this right is lost in the kind of case that I have given. - o
. Suppose for some unfortunate reason I have a grudge against a stu-
dent and, receiving one of these things, I check * unsatisfactory,” and
so on; the story, if it came out, would be a very different story if he
were able to cross-examine,me. He could show there was some bad
blood between us or something else, and I was not being wholly ac-
curate. - The truth, as lawyers know, is brought out in an atmosphere
of adversary proceedings, of eross-examination, of being able to an-
swer,torebut. - . .. . i e e a

Here we have what seems to me over and over again instances of con-
demnation without trial, of information supplied without confronta-
tion, and of a denial to the individual of any chance whatever to an-
SWer: ., ¢ ; B T ; L :

The Supreme Court has recently been extraordinarily ‘scrupulous’
with respect to the right to have a Iawyer and the right to confront in
situations where people are charged with crime. The right to have
a lawyer and the right to confront in situations where people are
charged with crime. The right to have a lawyer, for example, begins
now at the very earliest moment of contact in the police station.

Here are people who are not even charged with crime, and yet who
may be punished far more severely than the ordinary criminal. Here
are people whose opportunity to have jobs, to earn money, whose repu-
tations and everything else are about. to be damaged forever, and they
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have no trial, no lawyer, no opportunity to find out anything. . It seems
to me without question a denial of due process of law to send forth bad
information about a person in secret in that way.. L e
Tt is in this that I see the essence of the evil of the automatic data - -
center. It is in this notion of the perfrification; that is, this man is
called bad by somebody, hence he is bad forever, and there is nothing he
can do about it. There is no remedy in the law. - = S
It seems to me that we deal, when we think about a computer center;
with a wrong which the law is unable to make right in any way that we
now know. It is a form of damage without a remedy, and it can be.a
very terrible punishment, indeed, for the individual. ‘ e
 Beyond the invasion of the right not to be defamed is a second, and
some people think, a more vague right, the right to.privacy itself. -
When information about a person of the type I have mentioned is
distributed all over to everybody, certainly you could say-at the very
beginning that there is no privacy. - That is, my opinion about a stu-
dent is a private matter perhaps between me and the person who wants -
to employ him and I might be willing to talk to an employer about
a student, but when that 1s broadcast all over the Government, given
to anonymous people all over, then it becomes a very unprivate affair.
So we ses there the exposure of the individual, whatever his weaknesses
are, to the scrutiny of everybody, so there is this second legal issue
about privaey that seems to me fundamental. Ry e
Now, the right of privacy is not spelled out in those words in otir
Constitution and I think there is a reason for that. T think that the
reason is in the 18th century, when the Constitution was written, Gov-.
ernment was very limited. (Government was supposed to doonly a few
things, minor things we would say today, and I think that the idea of -
privacy being invaded in the way it can be ttoday never occurred to the
people who wrote the Bill of Rights. But everything that did oceur -

to them in the way of invasion of privacy they wrotein. So what you

find if you read the Constitution is that in every way in which they
understood privacy then, they protected it in the Constitution. :
Let me illustrate : They protected speech and expression and beliefs,
and those, it seems to me, are illustrations of privacy. They pro-
tected religion and conscience, each individual’s to be his own. They
forbade the quartering of soldiers in houses. They protected the right
- to bear arms—and there are many other reasons for that, but one of
them is the man with his rifle in his home. They protected people
against the search of the person or the search of the home without a
warrant and in unreasonable circumstances. - e
. They protected people aginst being forced to incriminate themselves
by any official body. They protected people against eruel and un-
usual punishment, thus in effect protecting the body against invasions
that were deemed unreasonable at that time. -~ L O
When they got through with all the above, they protected all the
other rights of the people not enumerated in the Bill of Rights and

~ not specifically handed over to Congress by a particular part of the
‘Constitution. ' S : » G ;
 Isay, myself, that that is privacy as they understood it. That is all
of the invasions of privacy that they knew of in their time, and had
- they known of these, it seems to me they would have dealt with them
'thevsameway. . . i o Yy . :; s i e age g

67-715—66——3
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Now, all of us know that our Constitution was framed to exist -

over the ages and thus has always been interpreted to deal with the

problems of our times, of the times that occur and it seems to me,

~ therefore, that there is a constitutional right to privacy which does
~exist and it includes the right not to be defamed by anybody in offi-
cial position. : : e

I might say there that Justice Brandeis was the author of the
famous original article on the right to privacy and he was talking

about this very question of defamation, of slander. e was talking,
in fact, about newspapers, and whether they could invade privacy
- and the right which has become established in part as a result of his
article back in 1901, which he found in the Constitution, as I find in
the Constitution, began with the idea of defamation, the idea that we
‘deal with today. :

 'Well, that really takes me to the question of, is this hécessar'y*?‘ ‘

That is, do we have to have this? Is this another example of sonle-
thing where we all regret it, but we have to have it anyway? Must
we have. the data center to save money, to save time or to save the
‘Nation from some danger? T ; , o

Necessity, I would like to point out, is a relative word. ‘Things are
necessary 1n one time and not necessary in another because necessity
involvesa balance. , : - : '

I might tell my dean that T have to have three secretaries and a
‘thick carpet and an office twice as big as I have and I would say that
is necessary.  “I can tell you why I need each of those secretaries.”
But the fact is, in our school other things are necessary too; he figures
out how necessary and what is needed in other departments.

Necessity is a budget. Necessity involves a choice among things.

I tell you I have to be somewhere at such and such a time and if some-

thing more important happens, I don’t have to be there. 5
' So when they say a data center is necessary, they are saying it
would be useful. They are saying, “We could use one.” They are

saying, “If we had one, it would do the following useful things” and

they list them : save money, save time, and so forth. That tells you it

would be useful, but it deesn’t tell you it Would be necessary.

the losses. What would be taken away by this proposal ?

When we decide whether a thing is necessary, we have to figure out,

There, it seems to me, we come to what all of us realize this proposal -
is going to do something to the character of the American people.  The

question we have to think about is what is going to happen to the
character of the American people and how serious is it ? ‘

We have already had mention this morning of the great American

idea of “beginning again,” starting anew, getting a second chance,

and that is something we would lose by this. We would have a situa-

tion in which nobody got a second chance, no matter how young, no
matter how foolish, no matter how easily explained the circumstances;
we would establish a doctrine of no second chance, no forgiveness.

* One life, one chance only. That seems to me very different from the
American dream.

We would have, in addition to that, a waste of people, 2 human ;

waste. We have a lot of people in this country but I don’t think we
~can afford to waste them and many people, including some saints, have

- done wrong early in their life and then lived to be worthwhile people.

:

.
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Some of the best people are people that did something wrong and then
went on in the light of their understanding of those wrong things, to

do something right.. And T can think of a lot of great people in the
" world who, if they had been stopped because they once took the wrong
path, they would have been lost to us. They would have been some
of the greatest religious leaders, some of the greatest political leaders
that we have. We ought not to build into a machine anything that
will keep us from having the benefit of those who once made a mistake
in their lives.

A third thing that we will have, it seems to me with this center, is a
nation of people who are afraid. One way I tried to prepare for being
a witness here was to talk to people in New Haven. A 'man in the dry-
cleaners listened to the best I could describe the Federal data center
‘and the first thing he said was, “Why, that sounds just like Russia.
‘We are going to have a number instead of a name over here pretty
soon and 1t is not going to be very American.”

I said, “You put it very well. Can I quote you ?”

He said, “No, I don’t want to get into trouble. Don’t say a word.”

Then I thought, there it is. They don’t even have the center yet
and this man who just works in a drycleaning establishment in New
Haven is afraid. He doesn’t want his name mentioned to those
anonymous people in Washington who might write it down and might
make some trouble for him someplace, somewhere. ‘

If we have this center, it seems to me we will increase the number
of people who are afraid and we will begin to lose what we like best
in the American character, people who are willing to speak up, people
who are willing to do things and not look around over their shoulder
to see who is looking on,

When I spoke of the Constitution and the right of privacy and the
right of confrontation, the right to be present at your own trial, I
would like to emphasize that I am speaking of a minimum when T
speak of the constitutional law. The Constitution represents not the
maximum protection of the individual, but the minimum, and in this
day and age in which we have so much: pressure to invade the individ-
ual’s life, I think we shouldn’t stop with the Constitution ; we should
gave, affirmative laws to protect privacy more than the Constitution

oes. . ‘
It has always been ocur tradition to pass more laws than the Con-
stitution provides because we know that is only a beginning.

While I think that hearings like this—that awareness of this prob-
lem are valuable, T believe in laws. I believe that real protection in
this world comes not from people’s good intentions but from the law
and, therefore, I would like to see some laws on the subject of gather-
ing of information like this. ‘

I would like, in the first place, a law that would prohibit Govern-

ment agencies from asking some kinds of questions at all. Some
questions are either so personal it is nobody’s business or so close to
the constitutional area of religion and free speech that it is nobody’s
business in a constitutional sense. :
' Some information I would say is nobody’s business at all. If you
don’t know that, you just have to hire them without knowing it. It
is just too bad, because we don’t ask people about their personal lives,
in some respects, no matter how much we would like to know.
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Now, secondly, T would say that there is some information that may
be needed at one particular place. It may be needed for one particular
man or agency, but I would say it is to go to no one else. There are
other kinds of information that I would restrict only to the place
where it was originally needed and I would have it sealed or destroyed
when its usefulness had ended. And I would not assume that infor-
mation that is useful for one purpose ought to be handed out to

anybody else for other purposes. :
~_Every time that information is required, I think it has to be justified
all over again. It seems to me a very terrible society—and I mean
terrible in the sense of frightening and terrifying—where information
given to one man becomes information available to all.

I might very well be willing to talk to a Congressman who wanted
to hire a confidential assistant, about some student, but I would never
talk to the Congressman if 1 thought he would tell everybody in the
world what he had heard from me. So I think you need a law to
protect people against that.

I think you need a third law that would see to it that people have a
chance to know what has been said about them and to rebut it.

I am constantly being promised by these letters and references I
getdthat everything I say will be kept confidential, kept from the
student. '

Why am I entitled to that kind of protection, me as a private indi-
vidual? Why should I be given the privilege of saying what I please
about students and not have to account forit? -

Now, in my role as a teacher, I have to account for it. If T give a
student a bad mark, I have to see him the next day in the hall and I
have to say “I'm sorry. You didn’t do very good work.” I have to
face that and I have learned to face it. Sometimes its the person
you might like best in the class, you feel quite badly about it, but that
1s something you have to do. :

Why should I be allowed to say something bad about the same
student in private and get away with it? I don’t see that I am entitled
‘to any such privilege and I don’t want that kind of privilege, but
every one of these letters assures me that anything I say will never be
known to the person involved. :

I would like to make the accusers in this situation responsible for
what they say and I would like to give the individual a chance to
explain, to give his side of the story. That way we won’t petrify this
information. It seems to me that a proposal likethis one for a Federal
data center is an example of the process by which government “just
happens.” : ' ‘

‘ f don’t think there are bad people in government who want to

destroy the privacy of the individual. T think there are very well-
meaning people in government who follow their own jobs out to their
logical conclusion and see in this certain advantages for efficiency
and so forth, and don’ see any more. So a center like this is all too
likely just “to happen.” It is a very great thing, I think, that this
subcommittee is trying to make people stop and think. It is trying
to make people, it seems to me, ask themselves, “Is this a proposal we
really want, or is this, on the other hand, a rather incredible thing in
this country that we should have a proposal to have a file on
everybody ¢” : "
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- I guess all that I wanted to say today is simply that we should not
permit it to happen. We should have it happen only if we want it to
happen. For myself, to those who say that this particular center is
necessary, that we have to have this, I would say that what we have to
have is a nation of people who are independent and unafraid, and I
think that isthe only real necessity. S SR

That is the end of my statement. Thank you very much.

Mr. GarracaEr. Thank you very mueh, Professor, for your very
enlightening statement. Tt certainly has touched all the bases of our
concern. ’ » i, : '

Tn behalf of the committee, Professor Reich, we want to thank you
for a wonderful contribution to this dialog. I think you have set the
basis for some in depth thinking into a problem which disturbs all of
us. For your splendid presentation, we are most grateful.

You have touched on many of the things that have concerned this
committee in the past. The question of wrong information or bad
information becoming institutionalized in Federal dossiers is presently
o of the weaknesses of our personne] structure here in Washington.
We have had many illustrations of this thing happening now. =

The frightening prospect is if this is put mto a computer and lasts
forever or is made permanent, as youhave mentioned.

Only the other day I had a boy graduate from school, an ‘honor
graduate, a man about 6 feet, 4, who thought he ought to be a Marine
officer. It would seem to me he would be the ideal type we want espe-
cially since he wants to do his part for the country, being fully quali-
fied physically and academically to be an officer. But shortly before
he was to be sworn in, a central traffic data bank turned up the fact
that he had 4 parking tickets when he was 17 years of age, and this
disqualified him. It showed a certain instability, even though he is
now 23 years old and appears to have the right drive to defend his
country and get shot at. I .do not think that parking tickets ought
to be a prohibition to this opportunity.

The frightening part of it was that he subsequently applied to the
Navy, who recruited him as officer material, and then it turned up that
he was a reject of the Marine Corps and they wanted no part of him.

So you have put your finger on the heart of the problem. We are wor-
ried about the dropouts of today, but I am worried about the computer
rejects of tomorrow. Within this lies the fact that there will be no op-
portunity for repentance, rehabilitation, forgive and forget and go on
to a happy life, and we are about to change one of the basic and funda-
mental structures upon which our environment is built. ' :

You have made three suggestions about how we could protect cer-
tain taxpayers in the event we get on this path of a central data system.
Would you mind outlining those again for therecord ?

Professor Rurcr. Surely. Each of these has to be spelled out after
hearings, study, and so forth. ‘

First, I think there are questions which nobody has a right to ask any
citizen in this country at all—period. I think there are kinds of in-
formation that are just plain nobody’s business. That is an old-fash-
ioned phrase, but I think it isa good one to remember once in a while.
There are just things that are no one’s business, and as for those ques-
tions, for example, about personal life, habits and ideas, it seems to me
we should have a law and eliminate. :
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To be a little bit more specific, I think we all agree that a, question
about a person’s religious belief isa question that no one in this country
has a right to ask anyone else—period. The Constitution says it, but I
would like to see the law make it clear to every employing officer in this
country as well. That is an easy illustration. Things that go on be-
‘tween a man and his wife and between a man and his children are no-
body’s business. I think we could think that through and could come
up with a list of information. I hardly have to mention it, except that
people ask those questions. S : :

Mr. Garracurr. You are absolutely correct, because the experience

~of this subcommittee hag demonstrated this has become a way of life,
especially with the personality questions proposition that was rapidly
~ becoming a condition precedent to Government employment. Fortu-

nately, through Executive order, we have gotten out, at least tempo-
rarily, the questions relating to sex life and private beliefs. I agree
with you, perhaps a law is needed, because while Government em-
ployees are no longer required to do this, still this exists in private
ml(i_ustry and anywhere else that a personality-type question can be
asked. :

Mr. Cornisa. May I add something at this point, Mr. Chairman ?

Professor Reich, if we do enumerate a list, of types of questions that
cannot be asked or areas which cannot be inquired into, do you not then
think there is perhaps an implication that questions outside of these
enumerated ones would beall right to ask ?

Professor Rerom. There is a little danger of that, it is true, except
at the end of the law you could say that the listing of these categories
here should not be taken to imply that all other questions are author-
ized. That is done in the Constitution as well. Indeed, the Constitu-
tion at the end of the Bill of Rights says the enumeration of certain
rights here is not meant to disparage others that are reserved to the
people. ,

SE)IICB we are told they now ask everything, it seems to me the danger
you suggest is less dangerous than the danger we now confront.

I would like to add to what I just said that I, myself, would not
apply the law merely to Government, but I would apply it to those
corporations that Congress has power over; namely, those that are in
interstate commerce. In other words, I myself think it is just as bad
for a private company to do this as for the Government.  Congress
has power to regulate wages, conditions of employment, and many
other things, in these industries, and T think they should regulate this
as well if it is now being abused, and I gather it is. So, I would have a
law that would be public and private in its application. )

I would try to keep the categories somewhat broad in order to avoid
the danger you have mentioned. , o5,

There is a second kind of law that T had in mind, and that is limiting
information to the original purpose intended. It may be that one
ought to disclose some aspect of his financial activities to the Internal
Revenue Service, but that does not mean that that is relevant to every
other person who wants to know about this individual. . There are
some jobs that are extraordinarily sensitive and confidential in their
nature. We do not even have to talk about the area of defense. We
can talk about a job in which you are a personal and confidential
assistant ¢o a high Government official. Those jobs require some kinds
of information that other jobs do not.
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- So, I have tried to think of the categories of information, of inquiry,
and limit the distribution of information once obtained. I think the

 principle I would have is I would start with the idea that information
goes only to the person who is authorized and to no one else, unless
there is a specific exception. In other words, my principle would be
no distribution beyond the original recipient of information without
an exception. ; ‘

T take it today we have the opposite principle. Distribution is
allowed unlessthere is a prohibition. It seems to me that is the wrong
approach. ;

" “Mr. Horron. On this very point, I would like to put into the record
at this juncture the article by Mr., Macy in the Saturday Review of
July 23, 1966. ;

(The article referred to follows:)

[From Saturday Review, July 23, 1966]
TaE NEW COMPUTERIZED AGE—4: AUTOMATED‘ GOVERNMENT

How Computers Are Being Used in Washington To Streamline Personnel
Administration—To the Individual’s Benefit

(By John W. Macy, Jr.t)

In any examination, whether in high 'school or college or in a civil service
' written ‘test, it has never been considered cricket to show your paper to.anyone
else.  In these days of automalted examinations this same rule may be carried to
‘the ultimate extreme : the only eyes that ever fall upon an applicant’s civil service
test may be his own. Hven though the test may be sent across the continent,
graded, and compared with the papers of other competitors, and even though the
applicant may be hired and enter upon a lifetime career largely on the basis of
this test, nobody but him need see it after he completes it.

This is one aspect of automation that bids to revolutionize personnel manage-
ment in the Federal Government. Some may regard this feature as depersonal-
jzing. But the truth is that mass examination scoring never was a highly per-
sonal activity. The automation of much personnel work of a clerical type may
well serve to increase the personal attention managers can give to problems
requiring human attention.

Automated examining techniques used by the U.S. Civil Service Commission
may be both more advanced and more limited than the general public realizes.
During fiscal 1966 the Commission’s computer automatically scheduled more
than 700,000 applicants into 1,000 examination points throughout the Nation,
computed the scores of those who took these nationwide examinations, and
notified applicants of the results. On the other hand, these high-volume figures
deal only with nationwide written examinations. In many instances, persons

“who apply for positions are not tested, but rather are evaluated by a team of
experts in a specific occupation, and are graded solely on their previous training
and experience.

For one of the 700,000 persons who applies for an automated examination, the
initial action on his part is simple and easy. He files only a small card form.
In due course he receives an admission card, 'telling him to report at a specified
date and hour at an examination point convenient to him. His examination has
been scheduled by machine, and the time and location have been printed auto-
matically. In the examination room, the competitor marks his answers to the
questions by shiading the appropriate block on a set of test-answer sheets. When
the sheets are returned to the Commission, computers then take over the next
steps. Their output even includes a letter to the competitor notifying him of the
test results.

The notification letters roll out: of the computer in one long sheet, are me-
chanically separated, and are finally stuffed into mailing envelopes virtually
untouched by human hands. Not only is this process immensely fagter, it is more
accurate and requires substantially smaller expense than processing by hand.

1.John W. Macy, Jr., is Chairman of the U.S. Civil Service Commission.
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In addition, the computer is programed to check the validity of test results, to
brepare studies showing how different groups of applicants performed on various
sections of the examination, and to assist in establishing appropriate passing
scores,

Automatic data Drocessing has been applied to bersennel management in the
Federal Government for only about 6 years, yet the roots of the cybernetic
revolution in government extend back to the 1880’s, In fact, there is reason to
think that the entire development of automatic data processing was initiated
by an invention of a young Census Bureau employee appalled by the paperwork
of the 1880 tabulation. ]

" Herman Hollerith was a young engineer working on the 1880 census. Seeing
a meed for something better than handwork on the mass of census statistics,
he put together a tabulating ‘machine that he called his “statistical piano.”
It was somewhat reminiscent of a player piano, in that it used a roll of
punched tape to feed instructions into the machine. Peoplé who, then as now,

condemned the civil service for a lack of imagination and innovation, must -

have been looking the other way. Even the inventor may not have reéalized
what he was starting, but in the 1890 census Hollerith’s device was credited
with saving 2 years of work and $5 million. Later it became the foundation
i.’(l)_; a phenomenal business—the company now usually referred to by the initials
The Government also pioneered in the development and use of electronic data
processing. One of the first completely electronic computers ever built was
called ENTAC, for electronic numerical integrator and calculator. It was pro-
duced by the War Department and the University of Pensylvania, working
together in 1946 to solve problems in ballistic research. In 1951 the first com-
mercial computer, UNIVAC I (universal automatic computer), was installed
in the Census Bureau, some 3 years before a private company put a UNIVAC
into operation. The Government received good value from its investment in
UNIVAC I, running up more than 738,000 hours of operational use on the
machine before retiring it to the Smithsonian' Institution in October 1963.

Department of Agriculture was using computer facilities for centralized per-
sonnel management data processing purposes. Its MODE (management objee-
-tives with dollars thréugh employees) system is a large-scale centralized per-
sonnel recordkeeping and reporting "operation, utilizing a computer in New
Orleans. In addition to records and reports, the system computes the pay
checks for Agriculture’s 100,000 employees throughout the Nation.

The Veterans’ Administration, with 156,000 employees, was the second large
agency to install a centralized, automated personnel system.  This system, called
PAID (personnel and accounting integrated dsata system), operates at Hines,
Il PAID encompasses general personnel management statistics and reports,
career development and training records, a file on employees’ length of service,
payroll information to permit computation of checks by the machine, and
information on the authorized number of positions as compared with the numbeyr
of employees on the rolls. The system also contains a “suspense” file of per:
sonnel matters to be brought up on certain dates. i

Twenty-two agencies of the Government now have automated personnel
systems covering 1,500,000  Federal employees. Systems covering an additional
500,000 are being developed. v

‘The Civil Service Commission first entered thig field in administering the
Government-wide retirement system. Through an automated procedure, 750,000
retirement accounts are maintained with an annual increase of 45,000 new
annuitants. ‘
' Three years ago a 5-percent increase in all current annuities was authorized
by Congress.  This necessitated recomputation of the annuity for every person
on'the retiremetit rolls. The last time such a task was required it took months.
The added workload was augmented by a_stream. of letters from Congressmen,
Jjustifiably wanting to know why their constituents were not receiving their
higher retirémen.tj checks, but in 1963, thanks to the wondrous capability of the
computer, 630,000 annuities were recomputed in just 10 days and checks started
flowing out before complaints and inquiries began pouring in.

The system is now being used to compute deductions for medicare payments

for those annuitants who are not receiving 'social security benefits. - A recently
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completed management study of ‘retirement and’insurance operations indicated
that over the next decade more than $3 million can be Saved through further
automation. . : . o ; ) : r
Tnereased automation is to be expected. But it is time to -ask searching
questions about these systems and what they should be doing for us. Automated
personnel systems put into use during the past few years are pasically record-
keeping and reporting systems. But it is a serious mistake to think of per-
sonnel offices primarily in terms of records and reports. ; : g
Personnel management is principallyconcerned with finding the best qualified
people to fill vacancies, insuring maximum utilization of ‘manpower resources,
jmproving working conditions and thereby improving work—and providing equal
employment opportunities to all our citizens, not only at the point of entrance
into the service, but through training, promotions, and full career development.
Seen from this perspective, automation of personnel operations is just beginning.
As we advance, the question facing us is this: Which parts of the job can a
computer do better—and which can men do better? 'We know that a large part of
management is actually clerical decisionmaking, though we have often dignified
it in the past with the word “judgment.” It requires the identification of relevant
facts and the selection of predetermined action on the basis of those facts. This
a computer can do beautifully. CE - : . = v
In scheduling civil service examinations, for example, our computer makes
«decisions’ “of this kind by the thousands, Why should the time of a man or
woman be devoted to such work with less accuracy and little satisfaction? We
-have other work for men and women, .in which-they can can do.a far better job
using the huge data resources of the computers. This work involves decisions
on personnel planning, the matching of men and jobs, the forecasting of man-
power needs, and the important decisions of career-planning.. v iy
TFor proper decisions in these areas we must have integrated information sys-
“tems. - This will require the use of information across departmental boundaries.
1t is here that current efforts to standardize symbols and codes will pay divi-
‘dends.  Direct tape-to-tape feeding - of ‘data from one department to ‘another
may become common.’ These systems will mesh well with developing plans
for an executive-level staffing program which will be designed to locate the best
possible man for any given top-level assignment, no matter where in govern-
ment he may be serving. : : ' : S
The computer’s ability to search its perfect memory and pick out records of
individuals with specific characteristics has been applied in the search for can-
didates for Presidential appointments.” A computerized: file: containing the
names and employment data of - some 25,000 persons, all considered likely
prospects for federal appointive ‘positions, is search elgctronically. ~This tal-
‘ent bank, with its automated retrieval system, proadens the field of considera-
tion for the President in critical decisions of leadership selection. .« " T
Throughout the Government, -one of the great responsibilities is to provide
true equality of opportunity. in employment,  To know where we have failed to
provide it, ‘where we have succeeded, and how best to. plan, we need a multi-
tude of data. Through head counts we know only that a certain number of
Negroes, for instance, were on the rolls in certain grades at a certain time in the
past, and now we can count that there are fewer or more. ‘But these data do
not reveal whether the people in certain jobs came from lower jobs or from out-
side the Government. They .do not assist usin recommending training or evaluat-
ing it. They fail to give us the managemert information required to do a con-
scientious job of creating conditions that will make a reality of equal opportunity.
To o6btain ‘additional and more accurate information; a new effort has been
initiated in this area. By means of a voluntary racial designation prepared’ by
employees themselves after employment, reliable information now can be fed into
computers where it.can be confidentially stored and used. : L
Most Federal managers need more knowledge of computers  in order to best
use their capacities. ‘With this in mind the commission last year established an
ADP ‘Management Training Center in YWashington. More than 2,300 Federal
employees have attended its sessions. ) i o g
There seems no doubt that increasing use of computers in Government, accom-
plishing many of the clerical tasks by machine, will affect ‘the skill require-
ments and the “occupational mix” of government service in the future. The
Civil Service Commission has made an extensive study of this question, and is
giving it continuing attention. Employee displacement has not been extensive;
wéth i:étellig‘ent' planning an agency. ‘can ‘prevent hardship: for the employees
affected. : : L QL ¢ i
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An outstanding example is furnished by the Internal Revenue Service, which
has done an exemplary job of minimizing: the impact on employees in its exten-
sive ADP conversion program through advance planning, and intensive retrain-
ing and placement efforts, This is the kind of personnel. job no computer can :
handle.: : s ‘

This seems to me to be the answer to those who fear that computers will de-
emphasize humanity. Far from it! By removing the clerical decisions and the
mass of paperwork details the computer may well free the mind of man for more
" ‘worthy use. - o . 3 : e S
- Already it has heightened the need for imaginative and innovative managers
who' can grasp ideas, think in broad,  philosophical terms, ‘and apply such
terms in decisions relating to public welfare. It has forced a finer degree of
-quantitative precision in executive judgment. . It has liberated the manager to

.give his mind to greater scope of creativity. Rather than degrading the worth -

.of the human being, the computer has placed a premium on man at his best,
Mr. Horron. On page 25, Mr. Macy in his article says, picking it
up and perhaps it may be out of context : . .

- In scheduling Civil Service examinations, for example, ourkeomputer makes
decisions of this kind by the thousand— . ‘
Meaning judgments that are clerical decisions about whether people
are qualified or not. Bt BT ey ]
. Why should the time of a ‘man ‘or'woman be devoted to such work with less.
- 'accuracy and less satisfaction? We have other work for ‘men and for women
in"which they can do a far better job using the huge data resources of ‘the
-computers. This work involves decisions on personnel planning, the matching of
.. Imen and jobs, the forecasting of manpower needs; and the important decisions for -
career planning. 8 : ; E i

On this very point that you were making with regard to stopping the
information at a certain level and not letting it get across into other
departments, Mr. Macy continues and says: :

For proper decisions in these areas we must have integrated information sys-
tems. - This will require the use of information across ‘departmental boundaries.
It is here that current efforts to standardize symbols and -codes will pay divi-
dends:  Direct tape-to-tape feeding of data from one department to another may
become common.. .. . TES e

This is Mr. Macy talking with regard to the role that he has as
Chairman of the Civil Service Commission. : e T

These. systems will ‘mesh well with developing plans for an executive level
staffing program which will be designed to locate the best possible man for any
given top-level assignment, no matter where in Government he may be gerving.
The computer’s ability to search its perfect memory and pick out records of indi-
viduals with specific characteristics has been applied in the search for candiddtes
for Presidential appointments. ‘ . :

This is Mr. Macy saying it already has been used.

Mr. GALrAGHER, Patronage of the computer, . rn
- Mr. Horron. And I think T would rather-have the batronage system
- than this. o ; , .

- A computerized file containing the names and employment data of 'some 25,000
persons all considered likely brospects for Federal appointive positions; is.
searched electronieally. ) o RN

This is not what we are going to do 5 years from now, but this is
what we are doing now. . ; Loy
This telebank, with its automated retrieval system, broadens the field of con-
sideration for ‘the President in critical decisions of leadership selection,
Professor Rercu. That makes me think of something that is almost
within my own field. Tt seems to me to be in direct response to that.
In the field of constitutional law, one of the things that is always
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amusing to the student of the Supi'emé'Couft ig that over and over
again Presidents have appointed men as Justices of the Supreme Court.

- who they knew well, had seen for years, had known in government

and so forth, and then been utterly surprised at how the man did the
job. We have instance after instance. = [ e
One of the famous ones is Theodore Roosevelt. - He appointed Jus-
tice Holmes, who had already been a judge for, I guess, 20 years, and
was dumbfounded at the kind of judge that Holmes turned out to be
on the Supreme Court. i ' L e
The pomt I am making is, what is all this information really worth,

“because we don’t have a science of knowing how a man will do a job.

Tf we appoint a man, we have to take a chance, as the President of the
United States does when he appoints a Supreme Court Justice forlife.
That is a pretty big chance. %her fact of the matter is that probably -
95 percent, of this information is utterly worthless to predict what the
man will do and for most purposes I would say 100 percent. ~If it is
a place where you can’t afford to take a chance—for instance, the man
who is going to pilot the plane that I have to fly on this afternoon—I
would like to be sure he knows how to fly. I wouldn’t like to take a
chance on that. I would like somebody to certify that he is a licensed
pilot. There is no second chance there. ; gl

But not all jobs in this world are quite like that and not all informa-
tion is that critical. That is the 5 percent that I was thinking. of.

For the most part when you appoint a secretary, .an assistant, a
judge, or anyone else, even if you know him very well, it is a question
in the future and I think that people are trying to be more certain of

‘the future than the future allows by using this information. T don’t

think a computer or anybody else can tell you whether you are hiring
a goodman orabadman. S e
T think this is an effort for certainty where life teaches us that cer-

~ tainty doesn’t exist.

‘We hire faculty members and we try to find out everything that

~ we can about them but they don’t always turn out the way we thought.

T just don’t think that a computer would help us, or anyone else.
The third kind of law that I had in mind is one that would tell a
man what was in his own file and give him an opportunity to rebut.
Now, whether in every instance you would also tell the individual
who it was who said what about him—a question that we would again
argue out in the case of different kinds of agencies and different kinds
of settings. But at a minimum, I think everyone is entitled to know..
There are these things which have been said against you. There is
this kind of information that ought to be answered. Maybe a simple
letter will explain it. i : : s
The four parking tickets is a good example of that. It occurred to
me right away there is a possibility that somebody else was using his
car. He got the tickets, but the officer never knows who parked the
car and I might find that someone who borrowed my car had gotten
four tickets. : P ‘ w0
~In fact, I have known it to happen that you leave your car at a
service station and after they get done greasing it they put it.out in
the street and it gets a ticket and it is their fault it gets a ticket. We

‘have all had experiences like that. There isa simple explanation. Of

course, I don’t mean a marine ought to be barred from service be-
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«cause he has a parking ticket but, at a minimum, he should be abla
to explain. He should be able to say, “I parked my car because I had

to go to a very important meeting. I couldn’t leave before the In'eetil‘;cg1 :

was over and. the meter ran out. So between leaving the car park
for 10 minutes more and walking out when I was doing something
important, I felt I had to stay.” o .

- So I am saying that many, many: times people can explain things,
and only the person himself knows how to explain it. No one else
can explain for him. , : S

I think this is a vital protection. The example we had from the
chairman was an example of a crime, a crime of overtime ‘parking.

In the case of things that are less than crimes—for instance, being
too nervous or something like that—there is all the more reason to
explain. You might say I was nervous because my wife was about
to have a child that day when this man observed me. I think that is
just an elementary requirement. - ! ‘

Again, my principle would be, we should all be entitled to know
what information is in the file and have an opportunity to explain it,
except in any case where the Congress decides that it is just absolutely
necessary to keep it secret. I don’t know if there is any such instance,
but if there is, it should be an exception and it should be a rare
exception. ;

. Those are approximately three laws, just in a general sense, that T
think we need in addition to the Constitution. :

- Mr. Garracuer. Then you are suggesting, Professor, that technol-

©0gy perhaps has outrun the law and it is time for us to bring ‘an
extensive balance back into the overall picture? . ’ :
Professor Ruton. Well, T agree with that. T talked to an executive

of IBM before I came down here and he said a ve sensible thing to

‘me. He said, “Don’t go down there and blame the machine.” He
said, “What is the matter is that you don’t have good enough laws to

o ‘protect people. The machine will do the. bidding of our society. . It

will turn out anything you want and there is nothing wrong with
computers,” and mdeed, %Ihope I'haven’t come down here and blamed
machines. ~ It is a failure in laws, ; ‘

I said before that I didn’t want good intentions, I wanted laws. T
say that because, if you take a clerk in a Government office who re«
‘views files, the clerk has to face up to this question of responsibility
I mentioned before. Here is a person with something bad about

- them. “What should I do about it?” he says. “IL don’t want to get

caught by having ignored this thing.”
- He needs a law to help him ignore something that he should ignore.
Laws stiffen our backbone. If you want the Government. employees
“to hire the man they ought to ignore information which should be
ignored, you need a law to make them know that the Government will
support them if someone challenges it later. . So if the boss comes in

later and says, “Why did you take this man on? He has three park-

Ing tickets on his record and now he turns out to be no good. See?
’W% should have predicted that.” : :

* The answer should be, “I am not permitted to take that informa-
tion into account. There is a law here which says 80.” That will
keep the subordinate from getting into trouble. As I say, I believe
in laws. R R G H . g
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Mr. Gavraguer. Of course, we are running into some trouble right
now where we have laws governing certain instruments which ‘people

are violating in pursuit of enforcing the law.

" The committee is on a parallel course. We are not attempting to
turn back progress. Indeed, even if one could, which one ean’t, that
would be & most undesirable attempt. But we are attempting to air
the need for updating our laws, and public interest in some of the
things that are happening so that these laws can be passed here in the
Congress and wherever else it might be useful, in the hope that the
Federal Government can set some kind of guidelines. S r
‘As Mr. Packard cited earlier, there is a feeling of frustration about
all this—that people feel technology is outpacing them, that they are
unable to keep up with it, and therefore there 1s not much that can
be done except resign yourself to the fact that you must answer the
questionnaire, you must take a lie detector test, you must expose your
entire life and stand psychologically naked before anybody who wants
to .tgt)ke a view of what your posture is at the moment you apply for
a job. e
Tn this way and by this means you really have stimulated our own
thinking on this committee here this morning. (Ee §
Tomorrow we are going to have the Government witnesses who are:
advocating the central data bank. '
Do you view this as a necessity and, if 'so, would you like to com-
ment specifically on the concept of a Federal data bank for the col-
lection of information to be used for broad-gage planning ¢ :
" Professor Rerca. Well, the simple answer.to your question is, T -
do not view it as a necessity. Asa matter of fact, I think it-would be

‘largely useless. Not only is it not necessary, but I think one of the

things about our present-day society is that we are flooded with in-
formation that is useless to us. We have so many thousands and mil-
lions more facts than anybody can do anything with that any proposal
to have more facts, or have them more readily available is suspect
from the beginning. I don’t want to know all the things. T can’t keep

~ track of all the things that happen in my own narrow field. Nobody-

else can either, and so I think we suffer from heaps of-useless informa-
tion. I think that often the only thing the information does is harm.
T think this is a wonderful illustration of it.. . T

T think as to the data center itself that it would very. frequently do
harm, that it is difficult for me to imagine when it would actually help
somebody to select a good employee. I would say in one case in &
thousand it might help, but T am not even sure this is true. It would
not help me to pick an assistant to know what he had done wrong
in high school or anything of that sort. As for how it fits into our
society—one of the things you have to think about is that the Federal
Government sets an example. If the Federal Government does this,
it is natural for private employers to think this is the right and neces-
sary thing to do. The Federal Government is something that most
of our people look up to and if it says we have to do this, it seems to me
that every businessman is likely to say the same thing, so I think it is
a mistake to set a pattern like this unless you think it is the kind of
country we want to have. i

As T have already said, I think very emphatically it is not the kind
of country we want to have. It’seems to me it would create a cate~
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gory of marked individuals. I will use one of my colleague’s phrases
when we talked about this in a faculty meeting one day. He said we
would be tying a tin can around this man. ill the rest of his life,
wherever he went, he would have a tin can jangling along behind him.
I think this is a proposal to tie tin cans around all kinds of different
People, some of whom are guilty, some of whom are not, indiscrimi-
nately. It is like marking people by cutting their ears or something.
Mr. Garragaer. The “Scarlet Letier.”
~ Professor Rerca. That is right. That is a more American example
and it is a very good example. I think it is a very good example of a
proposal where it isnot necessary.
r. GarLacHER. The present proposition that we are considering
is not necessarily a data center to select individuals for employment
‘although there seem to be many areas where this presently exists. The
present proposition is one in which the 20 collecting agencies would
centralize the information they have collected, distribute it—ostensibly
for such purposes as broad planning of cities and urban renewal—and

much of the data could be used in the long-range planning of the Fed-

eral Government.

This is the foot in the door as we see it to the further use of central
- data planning. Would you accept it on the narrow base that is pres-
ently offered ¢

Professor Rercu. I would not, unless somebody showed me how
this would help the planners to plan. I work in the field of planning
and I teach a course in it. I am never sure about why they need to
. knowXorYorZfora plan. For instance, if you want to decide we
- neeéd new housing, do we need this kind of information I was talking
about today to know that we need new housing? I don’t think we
~ do. I don’t think it would help us a bit. It is again an example

~where most of the things that we know don’t help us to make deci-
~sions and they get in the way.
. That is to say, I would like the planners to go out and work on get-
ting better housing and not, sp‘ené) their time reading all this useless
‘information. I would like them to get to work and I think the more
- they leaf through heaps of paper, the less time they will have for
planning, :

Unless somebody says, “We want to know how many people live five
in a room in New York City,” now that would be useful. That isn’t
information about individuals with names. If I were trying to figure
- out'where we needed housing, I might like to know that, but I wouldn’t
- necessarily like to know about the emotional stability of the five peo-
ple in the room. I think they would have to he pretty stable to be
able to stand each other, but that is all T would need to know.

I should say, sure, some information is needed, but probably not
this. T would say the burden of proot is on those who propose it to
show that it is valuable.

r. GALLAGHER. Some of our economists and our planners feel that
one of the great sources, untapped, for information, is in the Burean
of the Census. That is, that it is this kind of information they would
like to have access to—even though T understand last week they came
up with a planning concept which showed there were 1 million Tndian
‘maidens under the age of 19 who now live in Westfield, N.J. I am
- Dot quite sure what the spinoff is, and how accurate this particular

it
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thing is, but nevertheless, this is the kind of information that is
acquired. ¥ : ' i

The economists advocating a central data bank believe that to ac-
quire all this information and not use it is in itself a great waste.
This is one of the chief justifications for the establishment of a central
data bank. » '

What would your comment be to that proposition? :

Professor Rerca. Many of the statistics are already published in
general. I mean, there is a great big, thick volume so the economists
can find out how many people live in a particular place and they can
find out general information of that sort.

I am not sure they are making very good use of what they have now
in planning. That1s the first thing. , ‘

econdly, I think we seldom recognize how much planning in-
volves decisions which can’t be based upon statistics and informa-
tion. A good example is deciding where to build a highway. You
probably read in the paper they are always having a fight about
whether a highway should be in one location or another. Those
questions don’t get decided by information. They are questions of
whether you are going to put it through the park or whether you
are going to destroy these people’s homes, or whether you are going
to make it accessible to a factory. They are really political choices,
or value choices, and I think a great deal of planning is far removed
from the science that it is claimed to be and it belongs in the area of
government, judgment, politics, statesmanship. So again I mistrust
the people who say we have to know all of these facts in order to plan.
My experience is to the contrary. ;
- Again I would say if there is something they find out, like how many
three-member families, how many four-member families, how many
five-member families do we have, we might know how big to make
apartments. That would be useful ; but more than that, I question.

Mr. Garragmer. You are stating then that the price we may have to
pay for this information is way out of proportion to the use to which
the information can be put? i ; ;

Professor Rercm. I am saying that and I am also saying it may be
useless information that will just waste people’s time, in a sense.

In New Jersey I recall a great case in which they limited—they said
that you had to have a certain number of square feet in your house.
It was a zoning order and a planning order. No one may build a
house without a thousand square feet. That was made on a lot of re-
search showing the average three-member family needs 1,000 square
feet to live in. :

1 say, of what earthly use was that study? People have lived for
thousands of years in less space than that. ~ Others live in larger
space. It is a completely relative question or idea. It depends on
who the people are, how big the family is.

Tt seems to me if they want to have houses of a certain size in that
particulary township in New Jersey, that is a political judgmient and
T can make it, but I think to make it on studies and research and sta-
tistics is a fallacy. :

I think the Center would produce more fallacious than good
thinking.

Mr. ITorron. T don’t want to completely disagree with you on this,
but I want to illustrate how this type of information can be valuable
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in the very field in ‘which you are involved. A lawyer’s role, of course,
~is to represent his client and to handle his case, whatever it might
happen to be and, of course, law is based on precedent. One of the
difgculties that a lawyer has is to spend the time to look up all the
cases that have applied to the particular given situation. You are
familiar with that type of research. : :
Now, it is comparable, it seems to me, in the field of law as it is in
this other. The planner has to have certain facts and information at
his fingertips and if he had to go back and analyze all these things and

spend a lot of time digging it out, the same as a legal researcher has.

to dig it out, that takes time away from his specialty, which is plan-
ning. And studying to find out where these lawsuits, or these pre-
cedents or these cases are is also a matter of taking up -a lawyer’s
time. As a matter of fact, sometimes the competency of a lawyer is
based upon his ability to put his finger on a case. There has been a
tendency in our courts, anyway, not to regard the absence of a lawyer
having that information to the prejudice of his client. There is a

possibility that you can push a button on a given subject and get, in
the field of law, all the cases that pertain to that particular subject so

that you just haveit at your fingertips. '
- Now, this is certainly a good use of computers, and certainly demon-
strates the need for having this type of thing. “Perhaps if you think
of it in the context of that type of a situation for the planner—and
I don’t want to argue with you or try to—we could spend all after-
noon here debating whether or not it is good or bad, but I think it can
illustrate how a computer can be of benefit toa lawyer, or to a doctor—

because there are many doctors who don’t diagnose a case properly.

Xerox has its home plant in my district, and I know they have been
givin(g1 very serious thought to, and are working now in, the field of
providing computers and information for medical and for educa-
tional purposes.

A doctor can perhaps, by pushing a button, get backup informa-
tion for diagnosis or treatment or how he should handle a particular
given medical situation. So it does have a lot of benefits.

Mr. Macy, who has to make these decisions—and T don’t want to
defend him here, but Mr. Macy, who has to make the decisions on
hiring personnel, is not in the trained position you are, where you are
hiring one typist or one secretary. He is hiring and the Federal
Government 1s losing on a daily basis probably tens of thousands of
people. So they have to have some means of getting information in
a hurry and not having to spend man-hours in digging up this
information. »

So I think this is one of the points that should be made with regard
to_the use of the computer.

I have these points that I have tried to emphasize along with the
chairman and that is the role of this committee, to try to find out how
that benefit can be harnessed and still preserve that individual right
that should be protected.

Professor Reicu. I agree with what vou say completely. I don’
mean to sound like planners should go off to a desert island and know
nothing, and I don’t think what we are interested in is an irrational
society. I mean we try to do things sensibly so, of course, there is
information that will be valuable.

B
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T think the job of the committee is to set up categories of informa-
tion that are valuable on the one hand and does not invade anybody’s
rights in one category and have another set of information that does
invade people’s rights.. SRR oG
Precedents in law, Juckily, are not people, so if you were to have
all the cases ever decided on paper or computers or anything else, we
would never have a person’s privacy invaded if we just used the
reports. That is a good example of where it seems to me no harm
could come from a lawyer being able to have the cases at his fingertips.
There must be many other kinds of data exactly like that. . Igwould
be very happy to have a computer do my legal research for me. I
would ‘welcome it and I hope 1t comes very soon. ’ .
Mr. Horron. They are working on it. S
Professor Rurcm. I know they are, but they are not working fast

‘enough. :

" The thing we want to do is to focus 611 the areas where the individual

¢ is in danger, where he is going to be scared, where he is going to be
; scared with reason and not just put our heads in the sand in general.
~ Thope that was clear from what T said. ' £ e :

Mr. Horrox. I think your testimony before this committee has been
very helpful because you have set out some basic areas in which we
should be very concerned. I think you have sort of steered us through
some aspects of this problem, especially on the constitutional law ques-
tion. I think it has been very helpful to the committee. ‘

~ Mr. Garracaer. If you did have an opportunity to submit a short
brief to the committee outlining your proposals, we would be very
thankful, especially as to the basis for regulating interstate corpora-

tions and for the regulation of problems relating to State governments.

" and the county and city governments, the overall proposal—how you

would arrive at, for instance, a proposal to limit intrusive questioning
and enforce this at the local level. '

It you had an opportunity to give that some thdught and submit &

brief to the committee, we would be very pleased. i ,
" Professor Rerca. Ithink I will be able to do that. I will at least try.
I will try to say some of these things T have said here in a shorter
fashion and more precisely. T

‘Mr. GALLAGHER.  You can say them in‘ writing just the way you have
said them here. We are very appreciative. : o -

“Mr. Corxnisa. In regard to your second suggestion for a law, I am

concerned about the individual citizen who submits information to the
Government for a specific purpose. By way of example, let’s take:the
person who submits information on his income for one purpose—and -
that is to have his taxes computed for him. L : :

Do you feel there is any element of contract in this thing? In other
words, the Government asks you to provide your income data to com-
pute your taxes and therefore they should not use-it for any other
purpose, or is there in a sense some informal or perhaps even legal
contract that exists in a situation like that? o « .

Professor Reromr. I would call it a moral contract. I would be gl“ad
to use that notion because I think that it is a sort of an understanding
by the citizen of what is fairly expected of him. .~ ‘ :

Mr. Corntse. You did not use the word “contract” in your discussion
of that. I wanted to know whether you did feel there was an element,

of contract in such an arrangement.
67-T15—66——4
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- Professor Rrrom. T would not use it in its legal sense because the
Federal Government, which is sovereign—I am just being a technical
lawyer for a minute—does not make contracts with its citizens. It
may ask them for what it needs and whether they like it or not they

give it. That is the nature of the sovereign, to make laws and people

have to obey. I would prefer to call it a mors contract of what citizens
understand they are being asked for. This information is being asked
for a purpose and they agree with the purpose and they agree it is
necessary or they would not agree to its use for other things. In that
- sense I think it Is a very good phrase because I think it implies what
- most of us feel. L S o

- It implies the same thing and again this is not a technical use of

~ the word “contract” but if you call me up in 3 days and say, “So-

and-so has come in here and is looking for a job. Ishe a good man ¢

You don’t say so but there is implied in the call, a notion that T am

helping you to find & man. T don’t expect you to repeat what I say

to everybody down the street. That is not a. contract either because
we did not exchange money and so forth, but it is an understanding.
I would be kind of upset if T then saw that you told the press or some-
body else what you have heard from me. e '

I think while we do not want to use the technical word “contract,”
I think that people sense their Government is dealing fairly with
them is a very important thing. People ought to believe their Gov-
ernment is treating them fairly and the tax case you gave is a very
good illustration of that. ‘T will stick with the word. Glad to use

Mr. Cornism. Thatisall. :

Mr. Garracmer, Mr. Romney ¢
- Mr.Romn~ey. No questions. :

Mr. GarLaGgHER. Mr. Forsyth, ‘ e L

Mr. Forsyra. Can I make just one observation? T think you said
the economists are not, making good use of the material the Census
has now. This very argument has been advanced by the economists

“as a full reason behind this data bank: Somewhere we have to get
our definitions a little sharper to find how these go together or con-

flict. - ,
Professor Reren. I would like to know what information they did
not have that they now need and why they need it. S
Mr. Forsyra. Do you have Mr. Dunn’s r port, by the way?
Professor Rercw. No, I do not. L w7 o E
Mr. Forsyta. You probably ought to get that before you write your
brief. Tt might be valuable. ' Lo S
Professor Rerom. I think it is a question you can answer only in the
‘concrete, and planning covers everything in the whole country.
Mr. Forsyrm. It istoo broad to discuss. o SRR
- Professor Rercu. Should we have a, train that can go from Wash-
ington to Boston in 2 hours? That is a, planning question. I do not
know what we need to know to answer it.. I would say “yes,” offhand,
but maybe the answer is “no.” " ‘ : :
I think we would agree in most instances that it is important to get
down to specifics about that.” SeEnn k 3 :
Mr. Forsyra. That is all. : ; o . o
Mr. GarracHER. Professor, while it is not necessarily germane to

this hearing, there seems to be a climate of concern now existing in the -

I
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country as to various matters relating to privacy. We appear to
be on a drift course to some extent on questions of wiretapping, bug-
ging, invasions of privacy through all sorts of means, credit evalu-
Stions,  We find overzealous law enforcers breaking the law to en-
force the law they are sworn to uphold. = :
~ I think that there is quite a fear now existing that the Government
may not be treating its citizens fairly or that the citizen is overpowered
and must resign himself to the fact that the rules are now different.

While the Magna Carta was not written just for the king’s men
it appears that the king’s men may well be rewriting the Magna Carta,
to make it easier to collect taxes, or whatever the problem may be.

‘Would you care to comment on that? SERTE

Professor Rerc. T agree with the thought. Tt seems to me that we
should realize these things usually happen because people are trying
to do their job, trying to do it too well.” I don’t hold to the theory
that bad people do these things. I think good people do. The police-
man tries to do his job and a civil service man tries to do his job. All
of us require laws to remind us of all the other things in society. that
matter besides our own jobs. That is what a law is. It is a statement

of something more general than your own personal concern.

In other words, I might see a diamond ring on the table and I
would like to have it, but a law reminds me that other people have
interests in the diamond ring. Someone else owns it and someone else
cares about it.

A law is to give you a sense of something beyond your own task.
I think that in a society like ours privacy disappears just because
there are so many people. We are all so crowded together that what
was:taken for granted in the.old days-now is threatened by the simple
fact of modern life. What we did not need laws for before, we do need
laws for now.

When a man could have a quarter section of land and a house on it,
he probably did not need a law to protect his privacy. He was prob-
ably lonely most of the time ancf would like to have his privacy
invaded. As the times change, you begin to need laws where you did
not before. I think that the country is going to keep on growing. It
is going to get more crowded and what was once taken for granted is
now a precious thing to try to save, try to preserve. I do not think that
life would be worth living without someispace left for the individual
and so I think it is the job of a Congress that wants to plan. for the
future to look ahead to preserve the values that are threatened by
changing times.

T see this as a job to keep our laws up to date with the conditions
of modern life. I think that is what this subcommittee is doing.

Mr. Garnagirr. On behalf of the subcommittee, Professor, we want
to thank you very much for the splendid contribution and for stimulat-
ing our own thinking, and also for the valuable thoughts that you have
contributed to this problem and to reassuring us that by updating our
laws, in your opinion, that the world will still be a very desirable place
to occupy and this country can, once it brings a sense of balance to
fast-moving technologies, be a very desirable place to continue life.

I think that one of the main problems—and I certainly agree with
you—is that we must update our laws in view of the rapidly changing
complexion of our environment. For your contribution to our enlight-
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enment to what we hope will form the foundation for the updating of

our laws, on behalf of my colleagues I want to thank you very much..

}»1 Professor Rercm. I thank you very much for the chance to appear
ere;.: - i X :

Mr. Garraerer. The committee will stand adjourned until tomor-
row morning at 10 a.m. when we will hear the Government witnesses,
Edgar Dunn and others, who are the originators of this concept. - At
%mtkpointvwe will question them on the proposal of the Central Data

ank, - ; -

- The committee stands adjourned until 10 a.m.

(Whereupon, at 1:37 p.m., the committee adjourned, to reconvene at
10 a.m., Wednesday, July 27, 1966.) ; :
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“WEDNESDAY, JULY 27, 1966

HousE oF REPRESENTATIVES,
SPECIAL SUBCOMMITTEE ON INVASION OF PRIVACY
or THE COMMITTEE ON GOVERNMENT OPERATIONS,
, Washington, D.C.

The subcommittee met, pursuant to recess, at 10 a.m., in room 2247
Rayburn Office Building, II)-Ion. Cornelius E. Gallagher (chairman of
the subcommittee) presiding. o 5

Present: Representatives Cornelius E. Gallagher, Benjamin S.
‘Rosenthal, and Frank Horton. '

Also present : Norman G. Cornish, chief of special inquiry ; Miles Q.
Romney, associate general counsel, Committee on Government Opera-
tions; and John Forsyth, special minority consultant. : .

Mr. GavragaER. The sugéommittee will come to order. i

The first witness we will have this morning will be Raymond T.
Bowman, Assistant Director for Statistical Standards of the Bureau
of the Budget, and the officer with the direct responsibility to make
recommendations for the establishment of a Central Data Bank. Mr.
~Bowman? e o S

Mr. Bowman. Might I ask Mr. Paul Krueger, who is also from my
office, to come forward with me. , e : :
Mr, Garragaer. Yes. Will you please proceed, Mr. Bowman?

STATEMENT OF RAYMOND T. BOWMAN, ASSISTANT DIRECTOR FOR
STATISTICAL STANDARDS, BUREAU OF THE BUDGET; ACCOM-

" PANIED BY PAUL KRUEGER, ASSISTANT CHIEF, OFFICE OF
STATISTICAL STANDARDS, BUREAU OF THE BUDGET

Mr. Bowman. Thank you, Mr. Chairman. "

Mr. Chairman and members of the committee, I welcome the oppor-
tunity to appear before this committee to discuss problems of possible
invasion of privacy which might be involved in the establishment of a
Federal Statistical Data Center For some time the Bureau has been
investigating the general problem of statistical data ‘storage ‘and
accessibility. o L L

‘Electronic data processing has revolutionized the methods of record-
ing statistical information so that such data can be tabulated and used
as may be required for statistical analysis. We want to be sure that we
are making effective use of new technological developments because:
(1) we want to bring all available statistical information to bear on
problems which confront the Nation, and (2) we want to hold down
the burden of statistical questionnaires on respondents. While making

_ S % : g
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the greatest possible use of our statistical resources we must preserve

the confidentiality of individual responses to statistical inquiries which

we have always recognized as the foundation of our Federal data col-
lecting activities. ' ‘

A committee of the Social Science Research Council discussed the
problems and prospects for improvements in statistical data storage
and access with me and with members of my staff on several occasions
in 1963, 1964, and 1965. It prepared a report to the Social Science

Research Council which highlighted certain of the problems of ac-

cessibility of statistical data and made proposals for setting up a

National Data Center as a way of dealing with these problems. - The

Bureau of the Budget’s Office of Statistical Standards assisted the

committee of the Social Science Research Council in assembling certain -
materials for their report. A copy of their report has been provided

to this committee and has had some circulation among interested per-
sons in Government and the academic community. : ‘

In order to examine some of the problems of a Statistical Data Cen-
ter more closely, the Bureau of the Budget employed Dr. Edgar S.
Dunn, Jr., as a consultant, to study the feasibility and advantages of
a statistical data center and to prepare a report setting forth his con-

P e

clusions. Dr. Dunn became conversant with many of the problems °

of data storage and access in the Federal Government when he served

as Deputy Assistant Secretary of Commerce for Economic Affairs,

He has also had a longtime interest in these problems as an economist
and statistician. He has studied many of the aspects of data storage
and accessibility as a member of a committee of the American Statisti-
cal Association set up for this purpose. Recently, he has been chair-
man of that committee. When he was a Budeet Bureau consultant

arrangements were also made for him to consult with technical staff =

of the Bureau of Standards. His report has been furnished to this

committee and has been available to interested persons both in and out-

side of Government. ' S
At the present time a task force appointed by the Director of the

Bureau of the Budget is considering “measures which should be taken

to improve the storage of and access to U.S. Government statistics.”
The task force members are Carl Kaysen, chairman, Harvard Uni-
versity, Cambridge, Mass.; Charles Holt, University of Wisconsin,
Madison, Wis.; Richard Holton, University of California, Berkeley,
Calif.; George Kozmetsky, Teledyne Corp., Los Angeles, Calif.; Rus-

sell Morrison, Standard Statistics and Standard & Poors; New York,

N.Y.; and Richard Ruggles, Yale University, New Haven, Conn. The
task force has not as yet submitted a report. :

I have stated that the Bureau of the Budget wishes to utilize the
technological advances in data processing and handling associated
with the computer to make more effective use of available statistics in
meeting demands for information required to deal with today’s prob-
lems. More and more we are coming to realize that the problems with
which we must deal are combinations of many factors and can only be
diagnosed and solved by information which relates the various factors
involved. . Such interrelations of information by the development of a

statistical data center need not pose a threat to.individual privacy if

‘such a center is governed by restrictions which prevent the release,
either within Government or to persons outside Government, of in-
- formation about individuals or business units.
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1t does not appear that interrelated use of information can be pro-
vided for by more detailed publication of data by the individual col-
lecting agency or in other ways when the information identified with
individual reporting units is not disclosed. The only other possibility
is to collect tge«associated information de novo for each inquiry with
increasing costs and burden on respondents. . ‘ :

The Director of the Bureau of the Budget is specifically responsible
for holding this burden to a minimum, Both the President and the
Congress repeatedly remind him that they expect him to perform well -
in this area. Thus, we continually try to find ways of using existing
records for statistical purposes. We have made some progress in this
effort but believe more can be done. For example, by using the Federal
income tax records as a source of statistical information, it has been
Eossible to relieve about 1 million small businessmen of the burden of

lling out census forms every 5 years. ~And this was done without
compromising the confidentiality of a single return. So successful has
this been that the Census Bureau plans to substitute tax return infor-
mation for census questionnaires for yet another 1 million small
businesses. . : R »

While we want to do all that we can to bring all available statistical
information to bear on any problem under study and while we are
continually concerned with the need to reduce duplication by making
the fullest possible use of existing statistical materials, we are also
vitally concerned with preserving the confidentiality of information
reported to the Government.. ‘ ,

Our Federal statistical gathering activities are expedited by the
prompt cooperation of respondents. While most statistical informa-
‘tion 1s based upon nonmandatory replies to Government: irquiries,
"' even mandatory replies are more prompt and accurate because of the
Government’s proven practice of not revealing information supplied
by individual persons or business units. This is a most precious asset.
We could not effectively operate our statistical system without it. A
statistical data center, therefore, if organized, must maintain con-
fidentiality as to individual suppliers of data while at the same' time
im%roving access to statistical information for statistical purposes.

nder law and regulation, information reported to the Federal Gov-
ernment, for statistical purposes is not released in any form whereby
data furnished by any particular individual or business establishment
can be identified. There is general recognition that this practice of
confidentiality is sound public policy. Thus, when the Supreme Court
in St. Regis Paper Co.v. U.S. so construed the confidentiality provi- . -
sions of the census law as to make it possible to subpena a copy of a
census return held in the files of a respondent, the administration
supported and Congress quickly passed remedial legislation to give
to the copy the same confidentiality and immunity from legal process
possessed by the original. '

Maintenance of this principle would be a major tenet of any statis-
tical data center and is clearly required under present law. The Fed-
eral Reports Act of 1942, section 4(a), provides that in the event in-
formation obtained in confidence by a Federal agency is released to
another agency, all the provisions of law, including penalties, relating
to protection of the information from unlawful disclosure by the col-
lecting agency are also applicable to the agency to which the infor-
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mation is released. Title 18, United States ‘Code, section 1905 pro-
- vides for penalties (fine or imprisonment, or both, and removal from
office) for Federal employees who disclose confidential statistical

data. These legal requirements can be reinforced by roviding that

all information in the statistical data center—under whatever condi-

tions collected—will not be released by the center in such a way as

~ to disclose information furnished by individual persons or businesses.

A statistical data center, as we conceive of it, is a way to improve
storage of and access to information for statistical uses. It would not
have an interest in building up dossiers on individuals because statis-
tical interests do not center on individual cases. Use of data in the files
of the center for other than statistical purposes would be prohibited.

I think, Mr. Chairman, even a reading of the report we have made
available to the committee would indicate that some comments about
them have been out of context. :

In conclusion, let me note that nothing I have said should be inter-
preéted to mean that the privacy of individuals does not require continu-
mng and careful attention not only with respect to information now in
the possession of Government, but also with respect to the collection of
new or additional information.: : |

I have made my prepared remarks brief. I hope they covered the
main points. If there are questions, I shall try to answer them to the
best of my ability.

Mr. Garracuer, Thank you very much, Mr. Bowman.

I agree that perhaps some of the remarks have been 1 bit out of con-
text, but I would hope that you would agree that it would not be beyond
the concern of all of those of us who have some share of responsibility
to ascertain whether or not there could be a breach of confidentiality of
the names of millions of Americans whose dossiers would be in a data
center. The issue is not whether or not you could legally release them.

The issue, to my mind, is whether or not this data, will be stored with -

names so people would have access to this information in a central
data bank.

I am sure no one would breach a law to release such information, but
the fact that it is in a centralized institution where human beings will
have access to it is the chief concern.

If you would assure this body today that the identification of no
individual would be in your statistical bank, I think we would be very
happy to say “Go about your business, and you have met your require-
ments or you have met at least the elements of our concern.”

Mr. Bowmaw. May I comment on your statement, Mr. Chairman ¢

Mr. GarracHER. Yes. : ‘

Mr. Bowman. I would not want to say that within the data center,
within the statistical data center that T am talking about, there would
be no idenification of information with an individual, just as the Cen-
sus Bureau can now identify information about a particular business
firm and about a particular individual. You would not be able to use
this information meaningfully unless this kind of identification were
maintained, particularly by the agency which collects the information
or the agency which wants to assemble it for analytical purposes.

But I can definitely assure you, Mr. Chairman, that in a data center
the availability of information to the staff of the center would prob-

ably be much less than the availability of the information to the staff
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of the Census Bureau or the Bureau of Labor Statistics or the Social
Security Administration at the present time, because the data center
would have this information in machine-irea(ia,ble form and not on in-
dividual schedules which any one of the members of the staff could
examine. s T ‘ e
~ Secondly, I would emphasize that so far as the statistical data center
is concerned, there is no intention to organize the data in the center
with regard to individuals; that data in different files, data on different
tapes, might certainly identify individuals enough so this information
can be associated together for statistical purposes, but there would be
no intention and no need for the data center to organize specific records
about specific firms or specific individuals so you accumulated a lot of
information about individuals. There would be the need for collating
this information for special, particular statistical analysis, and there
would definitely be a restriction on the giving to anybody, in Govern-
ment or outside Government, just as the Census now does. The De-
partment of Justice cannot get information from the Bureau of the

Census. ' If they want a return filed by a particular business firm, they

cannot get it. It isnot a matter of theory. :

Mr. Garracuer. We are trying to protect your interest and the
reputation of Census and the Department by not allowing information
to get mixed up with data collected by other agencies where the law .
is supposed to protect the individual confidentiality and confidentiality
has never been a major factor. .

Mr. Bowman. The other agencies do not have the same law as the
Census Bureau, but they all undertake the same practices and I would
say, Why can’t the data center be governed by law in the same way
as the Census Bureau is? Sty : :

I would like to make one distinction, Mr. Chairman. I do not want
to make my comments now with respect to all kinds of data_centers,
nor that this is a grand data center for all kinds of purposes. In other
words, there is no use in the Federal Bureau of Investigation maintain-
ing a fingerprint file if they are not to be allowed to use it to identify
individuals, but there is no need in a statistical data center when it 1s
being used for statistical purposes, to reveal any information about
an individual. I think we have protected it in the past among statis-
tical agencies, not only in the Census Bureau, and we can protect it
in a statistical data center. Notice that in my remarks I was very
careful to center attention on a statistical data center. The reports
we have had have not done this as well as they should have, for they
have been more technical. I am talking only about a statistical data
center. ' : e
- Mr. Garracuer. You have narrowed it down somewhat from Mr.
Dunn’s report, and you are zeroing in on the statistical data center
aspect of this. ) ‘ ;

Mr. Bownman. The Dunn report and the Ruggles report, while they
are not as specific as I now am, were addressed to the same idea. They
were just not careful enough in their wording. What they were think-
ing about and at least what we were interested in, in reviewing their
proposals, was not a data center for all purposes, but a Federal Statis-
tical Data Center. We recognize that there are needs for other kinds
of data centers for other kinds of purposes, but so far as the data center
I am talking about and so far as the data center that the Bureau of the
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Budget has been interested in in connection with my work, it has been
a Federal Statistical Data Center, not a center for other purposes.

Mr. GarnaeuER. Are you sufficiently confident to say categorically
~ that this will never be used for any ot er purpose when you have the
capacity of a computer to do all sorts of things in this day and age?

Mr. Bowaan. We have the capacity to do all these sorfs of things
right now in the Census Bureau.” We can do 75 or 60 percent of it.

Mr. Garracuer. Let’s not talk about the Census Bureau. Let’s talk
about the IRS. Do you think the same pattern of confidentiality
exists there ? ~

Mr. Bowman. No,but let me—— \

Mr. GaLragHER. You are going to mix this data. :

Mr. Bowman. Let me make this clear. The TRS data release is ov-
erned by law. These laws can be changed. I would conceive of the
Federal Data Center as having information from the IRS files in it,
but the Data Center would not release that information about indi.
viduals. If it were released at all, it would be released under the con-
ditions that now prevail with regard to the IRS and only with respect
to its data and by IRS. The Data Center would not itself release
that information, nor would it associate that information with any-
thing else and release it in associated form. The kind of data center
~that I am talking about is a Federal Statistical Data Center which
would do a great deal to relieve American business of duplicate report-
ing, would not reveal information about any individual or any indi-
vidual business, but would make it possible to bring this information
together for statistical purposes when released in statistical form.
The identity of the individual would not be disclosed. '

Mr. Garragrer. Then why can you not give us assurance the identity:
of the individual or the individual corporation will be eliminated
before those statistics will be put into the Data Center ?

Mr. Bowman. Mr. Chairman, for this reason: Suppose we have
certain information in the data that are in the Center from the Census
Bureau about individual persons. Suppose we have certain infor-
mation in the Internal Revenue returns. We do not want to ask the
business firms to give us information they have already given us, but
we must be able to take the information that we have given to us which
are not on the Internal Revenue returns and put it together with the
information that is on the individual returns and save them the job of
giving us additional information, and make statistical analyses which
will indicate various characteristics of the economic scene.

But if anybody comes to us and says, “Give us the information about
X company that were on census returns plus the information from
IRS,” the answer is clear. It can be made a matter of law. Penalties
can be placed on the people who supervise the Data Center and operate
it. Information about an individual cannot be released from the
Center. It is just as clear as that. On this I can give all the assurance
inthe world.

Mr. GaLLAGHER. Areyou recommending it ?

Mr. BowmaN. Remember, we are onl considering a data center
now. If a data center is organized, I WOH%,d definitely recommend that
very clear and specific regulation—legislation if this seems to be the
desirable method—be inaugurated with regard to a data center, yes.
I am just as much interested as this committee is in protecting the
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confidentiality of replies to statistical inquiries, just as much
interestéd:: -~ - s TR e

.My life work is in the field of statistics: I am absolutely convinced
that the success of the American statistical program is the confidential-
ity it provides respondents. I am convinced this is true whether the
reply is mandatory or whether it is voluntary, because it gets us rid of
going through all the weeks of sending it to the legal department in
the business firm to see whether they are going to answer it or not
answer 1t.

We have an excellent relation with the business community, and we
want to protect that.

Mr. Garragaer. Where it is on a voluntary basis and where they
know it is adequately protected and not going to be exchanged with
other information, the American business community has been very
willing to give you information on a voluntary basis. Will not this
well of voluntary flow now dry up if they know you are going to put
it in a central data bank where the IRS and Census keys might get
mixed up some afternoon ?

Mr. Bowmax. Mr. Chairman, all I can say is that we have to assure
them in the same way we hiave in the past. ;

Mr. Garracuer. They have not been very greatly assured in some
aspects of some of the agencies that may feed information into the
central data bank. : '

Mr. Bowman. I put in my testimony the fact that at the present
time in order to save business firms the need for unnecessary report-
ing, the Census Bureau has been given access under regulations of law
to IRS returns. Here you have made in a sense the data center within
the Census Bureau. You have added to their own information this
other body of information. In this case we are going to substitute
one for the other, but in some other instances we will merely be using
it to supplement some census information. Kveryone is assured that
when it gets to the Census Bureau it will not have any less confi-
dentiality than it had in IRS. In fact, maybe they are assured it will
have more.

T would hope if we organize a date.center, people will be convinced
that any data that are put in the Data Center that have less con-
ﬁdentia{ity in the place where it came from, may still have that less
confidentiality there but it will have the greater confidentiality of the
Data Center. The success of a data center for the purpose that I am
interested in, for statistical purposes, is in being able to develop a data
center in which that confidentiality will really be recognized.

Mr. GartacaER. Of course, if confidentiality does exist, you are per-
forming a very useful purpose; but I cannot help but remember a let-
ter I got not too long ago wondering whether or not one of the droE--
outs from the IRS lock-picking school might now be in charge of the
Data Center.

Mr. Bowman. Here we are beginning to introduce a lot of things.
Here we are saying——

Mr. Garracaer, We are talking about things that are protected by
law, and you are trying to demonstrate to me that, despite the great
temptation that will now exist for people who have access to informa-
tion gather by agencies other than their own, no one is going to do it.

Mr, BowmaN. No,Iamnot. Iam indicating how difficult this situ-
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ation gets. In other words, someone has information that a certain
individual committed an indiscretion in the past. We have all agreed,
the testimony here has indicated, that one of the difficulties with an
electronic data machine is that it never forgets it and that man may
never be able to get a responsible job any place again if that informa-
tion is known about him. c ' ; ’

Now we are taking an example and saying, “but suppose the Census
Bureau or suppose the data center has a person like that.” In other
‘words, this person could be employed by the Census Bureau now and
he might have access to this information. He could be employed by
the data center. I cannot deny that. AIl I can say is that penalties
of law for unlawful disclosure of information have been provided,
and I can say that so far as the Census Bureau is concerned, I know
of no significant or other than significant instances where information
has been disclosed. ‘

Mr. GavracazER. Let the Chair take judicial notice that the Census
Bureau has been inviolate, and now let us talk about some other things.
This has not always been the case with other agencies.  Now you are
making a mix of other agencies that might have access to that infor-
mation which we are now discussing, if it is in one central location.

Mr. Bownmaw. Have you in mind any statistical agency, information
gathered under restrictions of statistical confidentiality, in which there
have been breaches ?

Mr. GarracuEr. No.  'We are talking now beyond statistical infor-
mation, even though you concentrate in this area. You fail to give
me the assurance that the individual’s name will be deleted from your
statistics, and it would appear to me we have now placed himin a
position of jeopardy unless there are adequate safeguards set up in
your data bank. - '

- Mr. Bowman. I agree. There would be adequate safeguards.

Mr. GarracHER. Is this the telecommunications type of computer
that we are talking about, where you would have someone at Census
communicate by wire, or whatever the mechanism might be, from the
Census Bureau to the central bank for information ?

Mr. Bowman. Mr. Chairman, I think this is an area, also, which
needs very careful discussion. Our consideration of the statistical
- data center to date has really just begun to examine the various condi-
tions. T cannot say anything more now than what are my own per-
sonal views. The data center that we are talking about, the statistical
data center, would basically be for data that already have been
collected. :

Mr.? Gavracuer. The 9,000 reels. Is that what you are talking
about? ' . T

Mr. Bowman. This is information, I presume, which indicated some
of the things that might be put in the data center. We have not even
discussed in detail the things that would be put into the data center.
There are somethings that would not be.

The point I would like to make is the data center would not take
the place of each of the collecting agencies that now exist, maintaining
all of the information with regard to current information. Basically,
the data center would be a place where one Federal agency could go
and say, “We are dealing with a problem which requires us to have
information on other bodies of information than those we now have.”
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Historic, not day-to-day information. This could be put together for
them in a single center. S ' e

This is now done, but it is done by one agency or it is going to two or
three other agencies to get the job done, or it could be that outside the
(Government, there could be a request for a particular kind of analysis
which requires data from more than one agency, but basically of a
historic character. - 2y _

I want at this stage to say we have no idea in mind at this moment
of all information collected by all agencies moving to the data center

~ by any kind of wire system.

Mr. GarracmER. Is this not one of the basic fundamental -prbblems
of it all as far as confidentiality and safeguards are concerned?
Should you not have a concept now prepared as to whether or not this

* can be done before you move into doing it? One of the problems with -

the system that IRS has installed where they want quick results isa
quick and dirty system where it has been quickly done, where you do
h?ﬁs ({esul-’os immediately, but there are no adequate safeguards in-
St. ed. : PRI . i

‘Mr. Bowmaxn. I know that. I believe that we have not finished our
investigation yet. We believe that major economies, major reductions
in work done by individual respondents can be realized without doing
all of those things at this particular time so far as the Federal Statisti-
cal Data Center are concerned. : C :

We believe that this can be done without sacrificing any elements of
confidentiality which now prevail with regard to statistical data, which
is illustrated by—not comprehensive but illustrated by—the Census
Bureau activities. Thatis what webelieve. e

Mr. Garracaer. How can you make that assertion when you do not
know what kind of a system you are about to install ¢ Lt

Mr. Bownman. I know what kind of a system. I do not know what
its ultimates will be. : S : IR

Mr. GarracaEr. I ask you if you are going to have a telecommuni-
cations type system from a central data bank to the respondent
agencies? S R ; b o G

Mr. Bowman. The answer is at the present time “No.” F

Mr. GarracaEr. How or what use will you make now of your com-
puters in the various agencies relating to the central data bank?

Mr. Bowmax. Suppose, for example, the Census Bureau now has
information on the population census for 1960. It has it on machine
readable type. S : . ' B

Mr. GarraGuER. Right. : ‘ g AR

Mr. Bownmax. The census records themselves now have to be kept,
sometimes they are kept in Archives. The Archives is in a sense a
data center but a data center in 'which much of the information cannot
be used. If we had the kind of a statistical data center that I am
talking about, the tapes for the population census would be in the
center T machine readable form. =~ ‘ : i

Mr. Garracuaer. How wouldthey get there? ~ : G

Mr. Bowman. Transferred from the Bureau of the Census to the
center. . b : Gt : i :

Mr. Garracaer. How? Hand carried, teletype?

Mx;1 ]b30WMAN. Runner. Just a roll of tape. How many rolls there
would be—— Ly - s BT
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Mr. Gavraeazr. When you roll off on your own machine is it going
to simultaneously roll it off in the data bank, or is somebody going to
roll it over in the data center-and carry it over? ,

Mr. Bowman. It could be done that way.. What we are talking
about—— ey e

Mr. Garracuer. This is a fundamental problem involved here.

Mr. Bowaaw. For example, the tapes which the Census Bureau now
has from IRS are tapes that were made in IRS that are turned over
to the Census Bureau. : T

Mr. Garracaer. How?

Mr. Bowman. Physically.

Mr. Garracuer. Hand carried? -

Mr. Bowman. Yes, sir. Sk

- Mr. Garraeuer. That is a very inefficient system. Why would you

_ hot have them remain there and use the computers that you now have
- without centrally locating them, if you have to hand-carry them?
Mr. Bowman. If we were set up to do this it might be a better way
of doing this. All the technological advances will not be achieved
in a moment. All I am trying to make clear is that access to the data
by the center, different bodies of data, does not require any relaxation
of confidentiality. That is my opinion. : : ‘
Mr. GarvaeuEr. You are assuring me of that but that is not what
you are telling me in response to questions I am asking you, Mr.
Bowman. We cannot tell, when you get down to it, whether or not
we are going to have a data index on every American ¢itizen. (We
cannot speak in generalities. I think we ought to get to specifics. You
have a proposal here that you are about to embark on.
Mr. Bowman. No. : Vo o
Mr. Garragrer, You have not really thought the problem out.
Mr. Bowman. Mr. Chairman, I do not have a proposal here. We
~are considering an issue and we may have a proposal which we will
want to bring before the Congress. I am not presenting a proposal
now. I am explaining to you why we have been investigating the
advantages and disadvantages of setting up a Federal Statistical Data
Center. I am telling you what I consider to be the major advantages.
Mr. Garvacuzr. I would like to hear the ~disadvantages. This is
what you have not responded to in the question. o B e

Mr, Bowman. No. The disadvantage, the one you have men- .

tioned- S

Mr. Garraguer. I am asking you how will you convey the informa-
tion that you gather on a conf%dentia,l basis? How will that be con-
veyed to the central data bank if and when you ever get around to
- setting up a central databank? =

‘Mr. Bowmax. At the moment much of the information might be

deposited in the Data Center in the form of reels of magnetic tape.
~ Mr. Gavracuzr. Isthat compatible tape? :
Mr. Bowman. If it were not compatible it would be one of the jobs
of the Data Center to make it compatible. e 2
‘Mr. GarricaER.  What weiild Be the cost of that ? : BN ,
Mr. Bowman. Until we estimate it in more detail we cannot say.

Mr. Gatracuer. You gave us a $2 million estimate. That seems

to be an impossible figure. :
~ Mr. Bowman. Impossible with respect to what ?

.
e
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Mr. GarracaER. In making the tapes now that you have ycompatib'lye. e

- Mr. Bowman. Idid notgive you a $2 million figure.

Mr. Garracaer. It is in the proposal. There is a $2 millionrﬁgure-.j;

~ Mr. Bowman. Which proposal ¢ ‘
- Mr. Garragaer. Mr. Dunn’s, I believe it is. o
Mr. Bowman. We have an estimate by the consultant as to what it
- would be possible to start a data center for along these lines. We have
not accepted any of these figures nor have we actually considered all
of the problems that would have to be considered.- We have not even
considered in detail what would be the best bodies of information to
have in the Data Center in its early stages. None of these things have
been determined as yet. * 5
Mr. Gacvagaer. Why do you not forget about the whole thing until
you have thoroughly thought it out and in several years come back
and see where we stand ? i

Mr. BownaN. At the present time, I did not think the Data Center :

as a data center was in review. I thought what wasin review before
this committee was the ideas associated with the Data Center and the
confidentiality of information or the invasion of privacy.

Mr. Garnagaer. Are not all of these involved in a central data
system ¢ ; AL

Mr. Bowman. I would like to very honestly answer the question
which you think I have not honestly answered, or that I have not
specifically answered. That is, it is not possible as I see it to have a
data center that is meaningful, even a Federal Statistical Data Center,
in which the identity of the individuals for which there is information
iserased. : : ’

It is possible that the fact that the Data Center has access to this
* information does not mean that it will be revealed internally within
the Government with regard to a single individual. That is the point
I want to emphasize in my testimony. ;

Mr. Gacoacmer. That is a very good point. That is one of the
things that I have been trying to direct my questions to. What kind
of a system are you going to set up in order to do this?

.. Mr. Bowmax. I would hope that we will have a system designed,

and we will have a proposal of this character that can be discussed as
a definite proposal. We donot haveitnow. .

Mr. GarracHER. You think such a system is designable?

Mr. Bowman. Yes.

Mr. Garracaer. With adequate safeguards?

Mr. Bowman. Yes, sir. : :

Mr. GarpacuER. Secure with hardware security ~and software
security ¢ :

- Mr. Bowman. Yes, sir. : ‘

Mr. Garracuer. I hope you tell the Defense Department. They do
not think so. ‘ ¥ , e .

Mr. Bowmax. I think it is so far as Federal statistical data is
concerned. : ~ o

Mr. Gatracuer. I am talking now about adequate safeguards to
protect confidentiality on transmission to protect against bugging, to -
protect against interception, to protect against the software problems
of who is going to program it, who will have the key, who will mind
the tapes, all the human factors involved. ; Fol
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I think the Defense Department has a very vital interest in this
~sort of a system. If you have a system, I would sleep a lot better at
night if your people would go over and tell them how to do it.
Mr. Bownman. The Defense Department is talking about a problem
somewhat different from the one I am talking about. ,
Mr. Garraguer, No problem is more important that the protection
of an individual citizen. This is exactly what I am talking about.
Mr. Bownman. That is what I am talking about. The system that
I am talking about for maintaining that protection, for improving it,
I hope does not involve all of the things that are involved in the
Defense Department’s operation with regard to the communication of
information. : '
I am very sympathetic to what this committee is trying to do. But
I am trying to make my point that a Federal Statistical Data Center
can be developed, in my opinion, that will protect the confidentiality
of individuals. ‘
Mr. GarracaER. Mr. Bowman, do you know of any system now that
is set up that is fully secure with regard to radiation transmission?
Mr. Bowman. Radiation? I do not know a thing about radiation
transmission ; no. : ' : :
Mr. Garraemer. T am now sitting in this office typing up a report
that is confidential and this report, if we are going to use the computer,
ends up being transmitted over to my office. I would assume if you
would translate this to someone down in Census typing up statistics
about a copy of some sort, this would now be transmitted down to
your data bank. That would be a radiation-type transmission.
Mr. Bowmax. This is assuming we are going to use that method.

Mr. GaLraguer. I want to know what method you are f‘oing to use. .

Are you going to hand-carry? If you are going to han -carry, it is
not a very efficient use of the computer.
Mr. Bowman. Here in a situation—— :
Mr. Garraemer. That is what I am talking about. ‘
- Mr. Bowmax. If you are using the most advanced method you may
be subject to a threat of release of information that you do not want
to release. Then I would say that in the light of the public interest
you may have to deny yourself the using of the most efficient method
in order that you may protect the individual against the invasion of
his privacy and use a less technologically advanced method.
Mr. Gavracaer. Like what? -
Mr. Bowman. You just said hand-deliver the tapes.:
Mr. Garracuer. Now, if that is so, why can you not do that now ?
Mr. Bowman, We are doing it now. - :
Mr. GarraeHER. Is it working well?
Mr. Bowmaw. It is working reasonably well.
- Mr. Garracuer. How many users do you have? :
Mr. Bowuan. I would have to get information on that now. We
are making tapes available in:different ways among different agencies.
~ We think that the idea that we are setting forth here will improve
that considerably. LR T i AR P ML L
Mr. Garracaer. Let me ask you this: Flow many users have you
had? How many customers do you have? - How many potential cus-
tomers do you have? How many requests have been granted ¢ How
gxanybhalx;e been denied? This would create a demand for the central
ata bank.
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Mr. Bowman. Some of the individual agencies could give me in-
formation and I will be glad to get it for you as to the demands that
they have had for certain of their information. In other words, the
Census Bureau has developed a sample of its population census in
which in this case the identity of the individuals is lost so far as the
user of the sample is concerned. ‘

- Mr. GaLrLacuER. I am not asking about confidentiality. How many
customers do you have for this? How many users?

Mr. Bowwman. I could find out how many tapes were sold. At the
present time it is like asking a new business how many customers it
1s going to have. One of the things we will want to consider is whether
it is worthwhile setting up such a center in terms of the service that
can be performed.

Mr. Garracuer. Should you not have that information already
if you are talking about the need for this as a matter of efficiency ¢

Mr. Bowman. Mr. Chairman, at the present time various statis-
tical agencies are now beginning to develop tapes with information
from other agencies. We are in the process now of each agency trying
to constitute itself a data center. We are trying to find out if there

is not a better way of serving the needs of all Federal statistical

agencies just as one group by having the information that it ‘seems
appropriate to put centrally located or to have access to it from a
central place so that the agencies can use it but without sacrificing the
confidentiality of individuals. We think it can be done.

Mr. Garracaer. Somebody decided you can do that. Just as a
matter of economics, I am sure the Budget Bureau would have an in-
terest in it.

- Mr. Bowman. We certainly do.

Mr. Garnacaer. How many potential customers do you have now?
How many users do you have? Who will use it ?

Mr. Bownman. I will get you information on people that are doing
this now, if you wish me to. I do not have this information

Mr. Garracaer. Would this not be something that in the beginning
should have stimulated the desire for the Central Data Bank or is this
just Mr. Ruggles’ idea that we ought to have it?  Is there a need for it?

Mr. Bowman. Let us say it is not Mr. Ruggles’ idea alone. A com-

“mittee was appointed because there is a clear-felt need on the part of
‘a variety of people. They do not have now adequate access to: in-

formation that is available.
Mr. Garracaer. Who?
Mr. Bowman. Various members in the academic community, var-

ious students of the economy, people who use information in order
to———

Mr. GarracuEer. Do they use it now ¢

Mr. Bowman. They now gather under various hindrances. They
think this would improve their access to data without——

Mr. GarracHER. Do the agencies who now have the information
in these tapes have a list of the users? How many requests have been
made? How many requests have been denied ? :

Mr. Bowman. Yes. For some of the things in which this has been
done we do have that kind of information.

Mr. GarracaER. Does Mr. Ruggles or Mr. Dunn or yourself have
this information ¢

67-715—66———b5
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_ Mr. Bowsax. I would have access to it. I have not really asked for
it.  How many—— ~ '

Mr. GavLvacuer. Is there 10?2 1007 We are going to spend a lot
of money. ‘ E

Mr. Bownmax. There are thousands. : o

Mr. Garvacaer. How many requests have been denied? Have they

ever sought information that properly was turned down?  How many

times?

Mr. Bownmax. T presume they have. I cannot testify here and now
in detail. ' ' L : :
Mr. Garracuer. If the Budget does not know, who will know ¢
Certainly not Mr. Ruggles or Mr. Dunn. ‘

Mr. Bowman. The Budget may not. I do not know personally
because I did not prepare myself for that kind of information.

Mr. Garracrer. The question is: We are about to depart from a
long-established practice. ' _

Mr. Bowman. Wearenot going to depart.

"~ Mr. GarraguER. I would like to know whether or not there is a justi-
fication for this departure.

Mr. Bowman. Mr. Chairman, we are not departing from a long-
established practice. We are adhering to a long-established practice.
In a very clear sense any one of the large statistical agencies is a data
center now. ) ‘

- Mr. Garraeaer. Why do we not allow it to continue in the efficient
fashion it has in the past ? :

Mr. Bownmax. Because we think after we have investigated it a little
more carefully that there are more efficient ways of doing so. As it
is now the Federal statistical system is a decentralized one. There are

many people who feel decentralization is a general advantage for the

general collection and development of statistics. There are others
who feel differently.

Mr. Garracrer. Everybody who is a statistic would agree with this?

Mr. Bowman. You would make it so decentralized no ody collected
individual information on an individual except one agency. Then
you would have an agency for every individual.

Mr. Garracugr. No; I do not think we should do that. I think
what we are doing now is just fine. I am trying to see some justifica-
tion as to why we should do it another way. Sgince you have not de-
signed a system you do not know how many users there are, what the
purposes will be, how much it will cost, or why we should do it, I think
we ought to abandon it for a while and go back and study it. ;
' Mr. Rosentran. Mr. Chairman, if I may interject a note at this
moment. You do not understand it because you have not read that
well-received book, “Ruggles of Statistical Gap.” :

. Mr. Garracuer. There seems to be a gap nvolved right here as to
why we should-do this, Mr. Bowman. L

I 1817 i Bowman. We have not yet proposed to do it. We are consider-
ing the possibility of making such a proposal so far as this hearing is
concerned. We were invited here because there is a great concern
about, ‘as there should be, various other developments that are takin
place in the economy which seem to involve invasions of privacy. %
am here to indicate the way in which I think this will affect a proposal
on a Federal Statistical Data Center. T have tried just as clearly as
I could to state my position. ;
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I do not believe that I can improve that statement. I think the
Federal Statistical Data Center would achieve, could be achieved, and
not invade privacy. \ , .

Mr. GaLiacaeR. You have given a great deal of study to the statis-

*tical means for this. Should there not be a corrésponding study as
: far as the desirability of it and as far as the safeguarding of these
statistics are concerned, before we start? : :
Mr. Bowman. I am glad you asked that question. It seems to me
you asked that question because it seems to me I have not made one
- point clear.. TEETTE , v .
f All my comments are about a statistical data center. This center
. would not serve a lot of other needs for which other people would say
* there are needs for centers. I am not commenting on those. I cannot
comment on those because they are outside my professional compe-
" tence and outside of the area for which I have responsibilities. Theére
" may be many other kinds. of centers proposed. There are. '
»  Mr. GarLaguEer. Mr. Bowman, I have tried to confine our questions
| to your area of responsibility and to your area of competence, for
- which I have great respect. 1 have asked you several questions which
é I do not feel that you really have responded to. Who are the users?
' Why? What use has been made of the information that you now
 have? What compels the necessity of centralization? If you are
. about to centralize, what kind of a system are you suggesting?
~ This is one of the things that disturbs this committee. s

Mr. Bowman. Mr. Chairman, let me answer the first one. Who-are
the users? At the present time the Census Bureau is a user of IRS.
information. Other agencies are users of IRS information. Each of
" them has to make their separate arrangements with IRS. ,
Mr. GarLagHER. What is wrong with that ? ,
Mr. Bowman. There might be considerable economy if the IRS in-
. formation were available in one place, better organized for the users,
) to which the different Federal agencies can put it so that this could
. be done through one agency instead of having to make arrangements
. in several different ways. In other words, if the Census Bureau gets
i information from IRS on data tapes and pays for the cost of doing
| so, then the question is, if another agency wants exactly the same in-
- formation and goes to IRS do they do it all over again? :
| Mr. GaruacHER. Isay “Yes.” Let usdoit all over again because you
. want to hand-carry an incompatible tape over to another agency. .
. Mr. Bowman. No,once it was done it would be available to all Fed-
- eral agencies so long as the agency did not ask for information about
- individual respondents, . e e '
. Mr. GarracHER. That is'done. :

‘Mr. Bowman. Did I answer that question ? i
- Mr. GaLnagHER. Actually, you have raised the question that I really
must get back to. What kind of a system is going to make this fully
- protective to the individual? ~Is there one now in existence? Isthere
one that has been designed to build in adequate safeguards? =
~ Mr. Bowman. Yes, the same system would apply to information in
the Data Center as now applies to information in the Census Bureau.
They haye all this information that you are talking about. ..~
- Mr. GALLAGHER. Yes, you are telling me that this can be done. Any-
body in the computer business that we have spoken to advises me that
it cannot be done. ~
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Mr. Bownman. You are talking about techniques of communicating

information. : :
Mr. Garvacuer. We are either talking of hand-carrying tapes or

i _ telecommunications. What are you talking about?

 thatnow.

it and we will want, to look very closely at whether or not this provides |

- Mr. Bowman. I am not willing to talk exclusively about either one

of those but I am willing to say ; ,

Mr. GarracaER. There are not many other areas involved here.
Mr. Bowman. If the objection is to telecommunications, I think it
‘could be established that there are considerable advantages to a data
center even if you had to hand-carry the tapes. I would not want to _
rule out—— \
Mr. GarraguER. Is that what you are recommending? Hand-carry .
tapestoagencies and use computers? . 3
Mr. BowmanN. Hand-carrying? e
-~ Mr. GairacHER. Yes. If you are ruling out telecommunications
" you are now: ' - '
Mr. Bowman. Ihave not ruled it out. I have said that it is not ex-
clusively necessary in all areas. ‘

- Mr. Garvacaer. Mr. Bowman, with all due respect, if you are
~ruling out telecommunications, why can you not now use the hand
- system we have and hand-carry tape for those people who wish access

toit if they are legally entitled to access to it ? \q
~ Mr. Bowman. Mr. Chairman, much data collected by present agen-
cies, and which use computers, are collected in regional offices. We do

~not have a situation now for communicating the information in the \
~ regional offices, telecommunicationswise, in many instances to the
~agency which is responsible for tabulating the data. We do not have

3.

<z

"~ Mr. GarragHER. Are you recommending telecommunication now ?\4
- Mr. Bowman. Am I recommending it extensively in every.area Y
where it is possible? - \
Mr. Garraguzr. No, for the general purposes of your central data |
bank and regional offices and departments that will be participants.
- Mr. Bowman. To the extent to which I would be willing to recom-
mend it, we have not studied it yet. You see, this hearing is in a sense |
preliminary to any proposal that we are bringing before the Congress.
We have not finished our job yet. We have not completed our review.

Mr. Cornise. Mr. Bowman, in one of the reports it is suggested that |
telecommunications might be used to provide the information from the .
Data Center to the users; is that true?

Mr. Bowman. That is right. : ’ ,
Mr. Corntsm. I think that possibly is one of the points that the
chairman is trying to make in this regard. That is an idea which is
before the Budget Bureau? ' ’

Mr. Bowman. That is right. I think we will want to investigate
the opportunity for disclosing, for invading anybody’s privacy. This
is one of the things that will have to be examined.

Mr. GarracHER. It should be an essential thing that it be examined
by somebody before it is set up and the same machine call off the kind
of information they should not have access to. .

.. Mr. Bowman. Suppose you do not reveal the identity of any in-
dividual? : £
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 Mr. GarraguEr. Can you assure me that it would not? You are not
assuring me that you will not eliminate individual identification. If
you do, we can say itis a finething. = o

" Mr. Bowmax. I am not assuring you that there will be no informa-
tion in the Data Center that does not reveal the identity of an indi-
vidual. I have not said that 1 would recommend any system of tele- -
communications which is itself subject to revealing the identity of
individuals. o e e

“Mr. Horrox. Mr. Chairman,onthat point. ' e e

As a matter of fact, affirmatively, you have to have the identity

of the person or the corporation in order for the statistical informa-

| tion to be of any benefit ¢

Mr. Bowman. Inmostinstances;notinall. ;
~ Mr. Horrow. Let us not quibble over words. You have to, in order

- for this proposed Center to be effective, have the identity of the in- '

dividual or the corporation furnishing this information? -

Mr. Bowsmax. Thatis what I saidinmy— =

Mr. Horron. No,youdidnotsaythat. :
- Mr. Bowmax. Just a minute. . VL e e
Mr. Hortown. I did not understand that.. Let us put it that way.

T did say—t

. Mr. Bowman. 1 am very willing to say, : d I tho %ht'l did say—
' and I think the transeript will show that ]

at I could not

. commit myself to Mr. Gallagher’s questions. 1 could not answer. it

by saying that there will be nothing in the Data Center that does not
reveal—there will be nothing—the Data Center will have no informa-

tion that reveals the identity of an individual,

uibble over words. I am séying?

Mr. Horron. I do not want to

" to you that you have to state it aﬁ%rmati‘fely;iﬁ order for the statis-

tical information to be of any benefit. You have to have the identity

of the individual or the corporation or the organization in that data

s bank.

Mr. Bowman. I do so state. < g o :

Mr. Krureer. May I comment on the question that you are raising
here with regard to systems of communication. I think we can say
most emphatically that unless the technological advances in the gen-
eral area of telecommunications or between computers js-advanced to .
the point where this kind of system can be used with sufficient safe- -

- guards protecting confidentiality, we would not Eroposeits use.

Mr. Horron. That gets back to the question of
protect that confidentiality? -~~~ . e
Mr. Krueeer. What we had thought of was the same kind of pro-
tection we now have which requires agencies which collect informa-
tion under pledges of confidentiality to maintain that confidentiality
and which have provisions in law imposing penalties for anyone who
violates that. o : i o :
 Mr. Horron. You are talking about a present system that is quite
different from the system that you are now proposing or that you are
at least considering. At the present time in many of these agencies
they have computer banks already. Isthisnotafact?
" Mr. Bownman. I think we are not proposing a system that is
nificantly different from the system we now have. We are propos-
ing LT paidatghas W o
Mr. Horrox. You may not feel it is that way but it seems to me that

ow are you going to

S it s,

<
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- Answer this question: Are there not now in existence in various
agencies throughout the Federal Government these computer banks?
- Mr. Bowman. Yes, sir. s , .

Mr. Horron. What you are proposing is an octopus. You are go-
ing to put the head on all these figures because each one of these agen- .
cies has these data banks already. So what you are going to do is '
provide the body for these arms and You are going to put all this in-
formation in one central place and then any other department will be
able to get that information, will be able to get it on a moment’s notice,

and conceivably the thing we are concerned about is that this type of ~

information can become public knowledge. LN

Mr. Bowman. That is a very good way of stating it. I think to a

considerable extent it represents the background of our thinking about <
this matter. Suppose 1t is true that al% of these agencies that now
collect statistical data, they do not all have banks of data of other

agencies now but a great many of them do. Suppose they all had it. \
What is protecting the confidentiality of that information now ? \

Mr. Horron. Thatis what I am concerned about. . \

Mr. Bowman. T think it would be much better. I believe it is still
protected but I think it would be much better to have that information )
assembled in one 1pl‘ace»u‘n,der“strc'ici: rules of confidentiality that can be {

much more clearly watched than having it spread over several dif- \
- ferent agencies all'of which are trying to practice rules of confidential- )
: 1i)ty but they may not all be ‘everylt;{\‘ing that we would hope they would \
~ be. : g - ,

~ Mr. Horron. T understand there is a proposal—I don’t know what Y
the status of it is, but that the National Crime Center, which is on a
computer basis, is being considered. They will be able to get quite ;
a bit of information. %‘his information, whether you hand carry it,"|
or send it by telecommunications, will end up in this central data bank. \

I notice Mr. Macy—and you are probably familiar with his article
in the Saturday Review—said “for proper. decisions in these areas,”
meaning decisions on personnel planning, jobs, and so forth—

In forecasting mazipoWei' needs and important decisions of career planning, for :1
broper decisions in these areas, we must have integrated information systems.
This will require the use of information across departmental boundaries. It
is here that current efforts to standardize symbols and codes will pay dividends.
Direct tape-to-tape feeding of data from one department to another may become ;

Now, that is Mr. Macy talking. e is going to be one of the users
of this information. If the President or any other agency has a

~demand for a certain type of ersonnel, they are going fo make
a request on your central data »ban!g ' L

Mr. Bowman. Not our data bank, no. : Mo :

It says information systems. I think this is where I agree with all
the things T have heard here today. The thing we are talking about
is not making or not even discussing a proposal for a single, all-

urpose data bank. What I am discussing is a single-purpose data
Eank of not all information that is available but of information that .
is particularly relevant for statistical purposes which is basically
quantitative information. It is measurements of one sort or another.
But, irrespective of the fact that it might have some information in

the statistical data center that is in another data center for other pur-

P
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“poses, o far as the statistical data center is concerned it would not
‘release any information about the individual. : S

Mr. Hogrox. It might not,but the other agency might.

Are you telling us now you would not make the information in
your centralized data bank available to the Civil Service Commission ¢

Mr. Bowmax. I am certainly doing so on an individual—I am——

: Mr2 Horroxn. Are you saying you wouldn’t ‘make it available to the

FBI? ‘ : -
Mr. Bownman. I certainly am. i Ry
Mr. Horrox. Under no cireumstances would you make it available?
Mr. Bownman. Just as the Census Bureau would not make it avail-

~ able to Mr. Macy, or would not make it available to the FBIL. .

Mr. Horron. But you have indicated that this information will be

‘made available to you from the various agencies. You indicated
that the Census Bureau information would be fed into this computer
" that you are proposing. ‘ : ;

Mr. Bowsax. But I am proposing that the Federal statistical
data center have the same rules of confidentiality as now ap lies to
the Census Bureau and any information in the data center will not be
released by the data center in terms that allow the information to be
associated with any individual. L G

Now, if the data center had some information in it from an agency
that didn’t have those restrictions, it would still be my understanding
that the data center would not release that information. The agency
might release it, but not the data center. e ‘ -

Mr. Horron. I hate to hedge on words, but now I think we have

to, and I don’t like to do that, but you said the center would not re-

. lease information that would furnish identification. ’Now,a that would

mean to me that you would release information. .~ | o
Mr. Bowman. If the center had ;infqrmation:about;a,n‘ind1v1dua,1,

no matter how it got it, it was in the center, and Mr. Macy wanted
‘that information about an individual, the center would not release

it. ~ : :

Mr. GALLAGHER. Who is going to control the center? , Ll

Mr. Bowman. Who controls the Census Bureau now? Law. The

center would be controlled in the same way. :
Mr. GarnagaER. By which agency, the Census Bureau?

Mr. Bowaan. We haven’t decided where the center might be located.

Mr. GarnacaER., Some people might pay more attention to the law

. .

than others in the Government. For instance, you give great weight

to a subpena. There are other agencies who hand out subpenas like

Kleenex, without much authority—we have had a devaluation of the
subpena process. , , i
Now, you give great weight to it, but other agencies donot. I would

‘be interested to know who is going to run the center.

t made up our minds. It might b’e‘«the
‘in the Department of Commerce

Mr. Bowman. We haven
Census Bureau itself. It might be

closely associated with the Census Bureau. It might be in another

agency. ’ o S
These are the things that are now under review. -

One of the considerations in deciding where it would be ,wouldﬁ be
this problem of the history of maintaining confidentiality.
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We, definitely, Mr. Chairman, are just as strongly in support of
the idea as you are, that for the statistical program which I am mainly
concerned about, we do not want in any way to violate the confiden-

tiality of information with regard to the individual.

Mr. GarracuEr. Assuming we are going to strictly adhere to the

law, the problem of computers at this stage of the game is something
that bothers us. Electronic radiation transmission problems are still

in research and they are only in a research stage at this point. This

is one of the reasons why at this particular moment of our time we
- object and would like to be convinced that confidentiality can be pro-
tected. Unless we are all going to start living in lead-lined rooms in
this country, and all of the offices involved in the data bank will be
lined with lead, there is the problem of anyone getting on the same
transmission channel and requesting that information and acquiring
thatinformation. ' ' ‘ 7
Now, this just has not been solved. I don’t know what your feelings
‘are. Perhaps you think it has been solved. e ,
Mr. Bowman. No, I don’t think it has been solved, but T must admit
I don’t see its specific relevance to the main idea that we are talking
abouthere. BT R P ’ SRR
Mr. Garvaguer. Its specific relevance is very simple. If I were
- fortunate enough to have the computer give me a little patronage and
“give my uncle a job over at the data center, he might see a key lying
‘around and therefore he ‘could turn on the proper channel and recall
information on somebody he might not, particularly like, or he might

‘have a cousin on whom' he ‘would like to do a little double-think kind
~of operation, and he might flash through one of the erasure-type de-

N

- vices and for all history that person would no longer exist. :
Mr. Bowman. This can be done now at many of the operations, -
Mr. Gavacaer. Yes, it can. He might exist in census and might

‘ot exist in TRS, but he is going to totally not exist in a central data -

‘bank. , ,

Mr. Bowman. Idon’ really think so, Mr. Chairman. it

- Mr. Gatracuur. Well, nof this week, but you know that in the in-
terests of efficiency and economy we will have people in here 3 years
from now saying ‘we ought to put a little more information in there.
. Mr. Bowman. You certainly realize how carefully I have tired to

Mr. Garragaer. Yes. You haven’t gotten around to answering the
questions I asked about an hourago. . = Lo

Mr. Bowmax. I think that is unfair, Mr. Chairman. I think that
isquiteunfair. - ‘ o

Mr. Garvacuer. No. No. Mr. Bowman, you have not answered
my questions as to whether or not there is a system that can protect
confidentiality and build in the very things upon which you have told -
me, and upon which I believe . you, and on which we share a con- -

- currence of opinion.

Mr. Bowman. If you are talking about an electronic data com.-
munications system, I don’t know nearly enough to answer that ques-
tion. There may not be any ways of protecting communication by that
method that is completely foolproof against other people tapping in
on the system. T would agree with you that the Defense Department
knows a lot more about that than I do. But I would say that applies
to everything that we are doing now without any changes.
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T would say that so far as there being in a statistical data center the
information which we now have, in the same general forms as we
now have it in separate centers, I see no reason why that information
in that center cannot be protected in the same way as it is being pro-
tected in the 20 or 25 centers in which we now have it. ;

Mr. Garracuer. You don’t see a shade of difference in having that
information protected by the law, but subject to a tampering with the
law in 25 sections and putting all of this into one area where the same
weaknesses could exist ¢ ;

- Mr. Bowman. IfIseea difference, I see an answer in the centraliza-
tion.
 Mr. Garracurr. You don’t see the disadvantages to the individual’s
roblem, or the confidentiality aspects? You see no difference in hav-
ing a centrally located center of information and having it presently

 exist in 20 or 25 different areas?

The risk has been reduced to acquire information.
Mr. Bownax. I don’t believe putting it in various pools has sig-

Mr. Garracmer. If there is a breakdown in the security of one

. agency, there is not necessarily a breakdown in the other agencies, but

| if there is a breakdown in the central data bank, it seems to me we now
. have a problem. :

Mr. Bownax. There is, of course, the problem of whether you have

. all your eggs in one basket or in different baskets, but I would say

a well regulated dat: :
" Mr. Garracuer. Right there, the egg in the basket. Supposing

. someone picks up the one basket with all the eggs ¢

Mr. Bowman. You get them all broken. On the other hand, sup-

eggs In it and very careless about handling the
Mr. GarLacaER. You have not assured me that we have an egg

carrier or an egg transmission system fully capable of doing this.

Mr. Bowmax. Not a transmission system, but I hope T have assured
you, Mr. Chairman, that if you can develop a practice of confidentiality
‘as we have in the statistical program, if you can develop that practice
and the whole business community and everybody else has confidence
in it, that we could develop an agency—maybe part of one of these

~ agencies—that would have all of the data of the various statistical

‘agencies for general use, for which this same reputation would be
present. ‘ :
* I hope I have assured you of that. Maybe I haven’t. ,
 Mr. GarnagaER. You have assured me, Mr. Bowman, of your very
good intentions. I am not assured that those good intentions can
be carried out. That is what worries us. That is what worried us at
the very beginning.
May I ask you just one question? Do you now have an inventory of
statistical information that is centrally available?
~ Mr. Bowman. An inventory of all Statistical information ?
~ Mr. GaLracaer. That all of the agencies now have.
Mr. Bowmax. No. :
Mr. GarnacuEr. Wouldn't it be cheaper or more efficient if you had
an inventory of what data is available in the various agencies now
and after a period of a year or two, add up how many requests have
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been made for the telephone, how many requests have been denied, and
what the problems are, before we get down into a whole new area?
It would seem to me that would be more efficient, far more cheaper and
protective of the individual. If wehaven’t done this now, why should
we now move into a central data bank when the need has not yet been
created or determined ¢

~ Mr. Bownman. At the back of the Ruggles report there is a practical
inventory we made intimating some of the things which seem to be in
a form now which would be readily available without us making a

decision that we would want to put all of them in the data center, but:

which seem to be readily available for this purpose. This gives you
some idea of some of the things that could be put into a data center.
We)-—f'— .

Mr. GarracuEr. I have read that, Mr. Bowman. What I am ask-
ing is, has there ever been an inventory published of the kind of data
that is now available—even though it 1s not centralized.

er. Bowwman. That is the closest thing that I know of to that sort
of thing.

Mr. Garracaer. Would it not be more advisable to have a full in-
ventory and then distribute it to the potential users to see how many
people or what kind of users might want it and how reasonable their
requests are before we got into what appears to be the start of a whole
new area in government, and not a very efficient operation ?

Mr. BowmaN. We communicate with ‘our public now to a great ex-
tent, through publications. The inadequacies of publications for many
purposes are the things that Mr. Ruggles and the other people of that
sort have been talking about. ,

It would be our hope if we had a statistical data center that operated

so that confidentiality could be maintained in the way you say my in- ™

tentions are, that some of the detailed publications that we now make
could be avoided. We might make some economies along those lines.
‘We can never serve the real needs by these detailed publications.

You see, we are all caught in a new system of technology here. We
are trying to think our way through it.

Mr. Garracaer. We are trying to make sure the people are not
caught in the new system. That is why we are here today.

Mr. Bowmax. Certainly on that basis T am 100 percent in favor
of the work of this committee.

Mr. Gavrraeaer. Would you consider gathering information and
publishing an inventory, before we got info the central data, bank, to
see what the demands are for this kind of information ?

Mr. Krureer. It would be the interest in this kind of thing which
led the so-called Ruggles Committee to study the whole problem and
led them to make a report to the Social Science Research Council in
the first instance. These were essentially groups of people—there were
people also in the Government concerned with the fact that there is
available now a great deal of information ; it is stored around in dif-
ferent places; in order to make the kind of uses for statistical analysis,
they would like to—they find it difficult to get access to it under
present administrative arrangements.

Mr. Garrageer., That isnotall bad.

Mr. Krurcer. Not all bad, no, but part of it is and it is the bad
part with which we are concerned, which we conceived of, as the
formation of this kind of capability as providing a. service for.
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- Mr. GarracuEr. May I rephrase thequestion? SN

Is there now a complete inventory as to the kind of statistics that
are now available?  For instance, in the 9,000 tapes that you men-
tioned in your report. : e P

Mr. Krureer. No, not a,coxnpleteinventor% BNE R

Mr. Garracuer. Has there been a request of Mr. Ruggles and his
organization and others who might be interested in this type of in-
formation, to make such an inventory and make such a publication to
see how many people might want access to this information?

Mr. Krurcer. We made enough of an inventory to come to the
conclusion’ there is a sufficient-amount of very useful information in
which a sufficient number of people both inside and outside the gov-
ernment would have interest in; to think that we were warranted in
pursuing the idea further and that is essentially where we are now. -

Mr. Garracaer. How many users make a call on this information ?

Mr. Kroreer. I don’t know. That in itself would be a very diffi-

* cult statistic to get.

Mr. Garnacaer. This is something we ought to computerize. Have
there been 100 people who would want this kind of information? A
thousand ?  How many people have been turned down for making an
unreasonable request? . . e o

* Before we start spending millions of dollars, it would seem to me
we ought to determine how many potential users there are, - It may
well be there are just one or two organizations who are interested in
this and perhaps the taxpayer shouldn’t be asked to assume this

- particular burden.

Mr. Bowman. Our evaluation will try to ta,‘ke\ thls mm acoount

“before we come toa regular proposal.

Mr. Ganvacuer. Thank you.
- Mr.Rosenthal. - i
Mr. RosentHAL. Thank you, Mr. Chairman. .~ ° :
How much money have you spent to date in all studies and surveys
leading to the point where we arenow ¢ ; : ¢
Mr. Bowman. The Ruggles Committee didn’t cost us anything.

~ Mr.Krureer. The Dunn report cost a little over $12,000.

Mr. RosENTHAL. At the moment that is the full amount that has
been expended in this endeavor? e s , :
- Mr. Krureer. Yes. et e Gl o Ly

Mr. RosentHAL. At the moment you really don’t have any idea how
many users you would have or how many agencies would want it?
Y01f1 fﬁ'e‘ going along on the general assumption that such a thing is
useful ¢ . e : : :

Mr. Krureer. Yes. _

- Mr. RosextrAL. Mr. Bowman, is that your position ¢ W

Mr. Bowman. We are going along on the assumption there has been
demonstrated a significant demand for this sort of thing both within
the Federal agencies and among the general public but we don’t have
an actual count of the number ofusers. . .~~~ - -

Mr. RosextHAL. Has ang'one directed a specific inquiry to you asking
that such a center be setup? . SR e :

Mr. Bowman. Hasany particular agency asked for it? Part of the
work Mr. Dunn did was to talk with the agencies. I don’t know that
there was any particular request for setting up a center.
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Mr. RosenTHAL. Isthe movement for this from the inside out or the
outsidein? Tsthisa part of a small group who thought this would be a
good idea and went out and solicited potential customers, or did the
agencies themselves find a need for this and suggest it to the centralized
headquarters? e L

Mr. Bowman. Let me answer the question.. I have been with the
Bureau of the Budget now for 10 years. - This has been discussed and
suggested in innumerable conversations with me by almost every -

-agency in the Federal Government, yes, and by all sorts of persons out-

side the Federal Government, State and local governments, individual
scholars and a great many people, that there is need for better access
and better ability to use the data which is now distributed 'among dif- -
- ferent agencies. o el LR :
Mr. RosentaaL. Have you found that private industry has been in
the forefront of making use of computers in modern technology?
Mr. Bowsman. Large industry has, yes. Fg b
Mr. RosextrAL. Is it part of your idea to have the Government keep .
up with private industry? o8 e o
Mr. Bowman. I would hope the Government would always be as
efficient as possible with modern technology, yes. o g
- Mr. RosentrAL. In the case of computerized equipment has private
industry taken the lead as compared to the Government? :
~ Mr. Bowman. Idon’tbelieveso. = , ; ik
Mr. RoseNTHAL. You would agree with the proposition that the 3
Government has special responsibilities in terms of constitutional
rights and invasion of privacy that private industry might not have? -
Mr. Bowman. Icertainlydo. =~ . ke
- Mr. RosexTHAL. And that in your use of technological equipment,
there is this unusual and much harsher but appropriate burden of ™
responding to constitutional obligations ? e : :
Mr. Bowman. And I would agree that in some instances modern
technology might have to be not pressed as far as it could go in order
to protect the constitutional rights of individuals. ,
Mr. RosentaAL. Subsequent to this meeting and perhaps before
that, you had that as a principle, that you might have to give up some
~of the advantages of modern technology in terms of the constitutional -
responsibility ¢ : : : :
Mr. Bowman. Thatisright. e ' , : :
Mr. RosenTHAL. I note nowhere in the Dunn report any comment
at all that we have to be aware of invasion of privacy, or individual
privacy, or constitutional responsibilties. The closest I come to it
- 1s on page 10, the disclosure problem. In very few words nothing is
mentioned at all in the whole report about this area of special Federal
responsibility. i ; B
Mr. Bowman. The only way I can explain this, Mr. Rosenthal, is
that all of us who were working in this area sort of assumed that
it didn’t really have to be discussed. In other words, the statistical
system has been so imbued with the notion that you do not reveal
information about the individual—it didn’t get mentioned. I am very
;ery, and I think Mr. Dunn is probably very sorry, but you can ask
Mr. RosenTHAL. But those in the statistical field in the Federal Gov-
ernment have a special role as compared to those in private industry,
in this area of constitutional rights and constitutional obligations.
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Mr. Bowaran. Yes. I think we have a special role. It is not, how-
ever, unknown in business. In other words, banks have a recognition
of the privileged character of your deposits and other information
they may have about you. Doctorshaveit. Lawyershaveit.
Mr. Rosextrar. On the contrary, in terms of credit information,
I think banks and commercial institutions exchange information quite .
freely and I think they consider that is one of their commercial assets. -
 In your statement, Mr. Bowman, you list the members of the task
force. They are all very distinguished men. However, I do not note -
that any of them have made their special mark historically in areas of
constitutional responsibilities or awareness of invasions of privacy.
In other words, they are all the statistical type, would you say that?
Mr. Bowman. Yes. S e
Mr. RosentHAL. In other words, what bothers me is that—TI think
the same thing applies to all the members of the committee—there 1s
a group within Government who are statistically oriented and are
desirous of following the lead of private industry and taking advan-
tage of computerized facilities who are pushing ahead rather vigor-
~ ously and yet have taken no overt step either to acknowledge to them-
 selves, to the Congress or to the public, that they have a special respon-
sibility in the field of invasion of privacy. . e
Mr. Bownman. But I haven’t done that, have I'? S el
~ Mr. RosentHAL. Until today, what have you done overtly to indi-
cate that you considered this a special responsiblity ¢ - .

~ Mr. Bowmaxn. I did illustrate in my testimony thebfﬁeé“dnﬂ ;tft,‘;he‘ fo

Bureau of the Budget were very active. The St. Regis case; we were

. active through the lower courts and up ‘to the Supreme Court.  'We

" were active in the position that the Solicitor General took before the
Supreme Court, which was to argue against the right of the Federal
Trade Commission to get the copy of the return from the St. Regis
Co. TheSupreme Court decided elsewhere. .~ e

‘We were active also in helping to sponsor the legislation that even-
tually corrected this.. ‘ '

All T can say is that the activities~gf the Bureau of the Budget, my -

office in particular, have been continuously in the direction of maintain-
ing the confidentiality of statistical information, against its being
transferred to agencies that would use it largely for purposes of prose-
cution or actions against individuals. So the Federal ’Iigade Commis-

sion knows that if they came to us with the idea of getting censusin-

formation that we would strongly support the Census Bureau. If
they came to us with the idea of getting information from another sta-
tistical agency, we strongly support the nontransfer of that informa-
tion which identified any individual. ' i ;
* Now, if you say in the writing of these various reports in this area,
were we lax in not paying more attention to the writeup of this par-
ticular problem, if you want me to plead guilty to that I will plead
~ guilty. Yes, we probably should have made some more mention.
" Mr. RosentaaL. I am not worried about the writeup. That is a
trivial thing as far as I am concerned. T am worried about a. commit-
ment—as to the nature of your commitment. T have a sneaking sus-
picion your commitment lies in the area of getting real sophisticated
automated technology into the Federal Government so that you can
keep abreast of what the large corporations are doing. - S
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I would like to see that commitment matched with the special kind
of commitment that we in Congress feel we have to the people of pre-
serving constitutional rights. =~~~ - S
The difference of opinion between you and the committee, as I see it,
is that we are both in favor of advancing the use of technological equip-
You think this can be done and still preserve the inherent rights
that people have under the Constitution. Frankly, from the testi-
mony here this morning and from yesterday’s testimony and other
things, I have grave doubts and deep reservations that the national
data. center can be developed without infringing on individuals con-

stitutional rights—unless Cornljg{ress} enacts laws to prevent you from

doing the things that we think should be done.” ~~  °

- We can’t rely on your good judgment or the good judgment of your
associates to prevent. these things from happening: ~ Before this cen-
ter is developed, before any money is authorized or appropriated, I
think we are going to have to enact laws to make sure that there are
no invasions and that the privileges you are permitted to have to make

use of this machine are not abused. This 1s where our difference of

opinion is. : : ( / : :

pYo'u think we can rely on your %'ood judgment, My own feeling is
that we are going to havetorely onlegislation, = -

. Mr. Bowman. I don’t really disagree with what you have said and
it may well be that the statistical data center, if it is Set up, will require
and need, and we will propose that it specify, the passage of laws to
protect the confidentiality of information that is stored within it. I
'gon’t, disagree with-you on that. " * s e ’

_ If I disagree at all, it is merely a matter of saying I don’t really .

TN

want to talk about data centers broadly. A statistical data center

~ where the information is to be used for statistical purposes, I think law

ccan be devised which will protect the confidentiality of information so
far as the individual is concerned. © S

- T 'would also like to answer this question. I think I am equally, as
strongly conyinged as anyone, that the constitutional protection of in-

dividuals is just as uppermost, in my mind as is the economy of opera-

‘tions of the Government. . : e
- On that point, I am a strong supporter of this point. "
__ Now, with regard to other types of data centers, it may well be that
the law will have to make up its mind whether it is desirable or unde-
sirable to have information centralized of a certain kind. . :

- For example, we now have a.center for the registration of auto-
mobile operation registration. The States and the Federal Govern-
‘ment operate this center so that one State can find out whether or not
a revocation has taken place in one State that the other State doesn’t
. Now, this is definitely an infringement, if you will, of some kind 'on
the individual. - \ ‘ Wt .

Mr. RosexTrAL. ‘That is not quiﬁe the same as sending an employ-

ment letter to a professor in school and saying, “What do you think

about this fellow? What is his temperament and personality 17
If a man’s license is revoked, I see no reason not to tell every State

about it. S : R e e o ;
Mr. Bownman. That is the.way I feel about it, but every now and

again I have a feeling that people are including this as well.
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For instance, the writing of a letter to a professor and asking him
what he thinks about a person, I can’t possibly conceive how that
would even get in our Federal statistical data center. s
_ Mr. RosentrAL. It would get into an employment or personne] file
in an agency and I can conceive that that file in some way could be
transmitted or the information therein sent to a Federal data center.

Mr. Bownman. A Federal center, but I hope not 'our Federal statis-
tical data center. , , i i

Mr. RosentAL. I don’t know a thing about the statistical center
and I can visualize this kind of information being gathered and kept
in such a center. RTINS

© Mr. Bowman. If it did get there, it shouldn’t get out as far as the
individual is concerned. i ETE

Mr. RosenTHAL. Right. ‘ e g

Mr. Bowman. There will have to be legislation which I hope you will
submit and if you fail to act in that regard I suppose the members of
this committee will have to prepare such legislation prior to and as a
condition, in my judgment, a condition to the establishment of such a
concern. ~ )

Mr. CornisH. Mr. Bowman, we understand your testimony is based
on the rather current proposals that are now before the Bureau of
the Budget, but T hope you will understand that our concern extends
into the future a number of years where there may be many pressures
and demands to make this computer center something more than what
it is presently proposed as. , AL .

. In that context, I hope you will- understand the concern of the
committee. ; ; A

Mr. RosentrAL. Thank you, Mr. Chairman. = DR

Mr. Garnacaer. This might well be incidental, yet it points out
the problem : This scientific data business that is going on 1s all well
intentioned, where boys and girls write into a data center and give a
lot of information as to the size of their moles and all sorts of other
things. That was a lot of fun at the beginning, but now people are
running off and selling tapes, catering to the kings of feelings that they

- might have. : . i)

There is a basic weakness in this also. T think one of the advertise-
ments advertised a $2.50 a year membership, or a $400 life membership,
which is for the real losers. It shows that the computer really does
not solve all the problems. Tt is one of the things that we worry
about, that it might create more problems than it started out 'solving,
and create new problems. Now it is suggested that millions of people
will be programed and the lists might be sold for other purposes. ~So
‘what starts out well intentioned actually could end up: very seriously
‘an invasion of people’s privacy. All of the bugs have not been
eliminated. ’ 3 : ; ;

Let me ask you this: Is this presently funded, now? . Could you
go ahead now ? o S v

Mr. Bowman. Thers would have to be an appropriation.

Mr. GarraciEr. But you have a contingency fund. P

Mr. Bowman. The contingency fund is merely an allowance in: the
budget but the funds that would come out of the contingency fund
would still have to be appropriated. Isthat right? 4
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*  Mr. Krureer. It is a contingency allowance in the budget. There
is no fund in the sense that here is a pot of money somebody can reach
into and get anything out of.

" Mr. Garracuer. Is it funded now? Can you start it now without
any further legislation ¢

Mr. CornisH. Using the suggested 9,000 tapes.

Mr. GarracuER. The 9,000 tapes that Dr. Dunn mentioned—could

_you now start centralizing them with the existing contingency fund
that you have? : : :

Mr. Krureer. I would guess probably that any agency which had
funds not required for other uses would have a little difficulty explain-
ing how they might use the funds to go off on this kind of an enterprise
without some kind of authorization. :

Mr. GavvacuER. I notice there is a contingency fund in the U.S.

‘budget. , : ; ;

Mr. Krureer. If you are talking about the contingency allowance
in the budget, that is $500 million. . ,

Mr. GarracaER. Would $400,000 of that $500 million have some
relationship to the Data Center?

Mr. Krurcer. Notthat I know of.

Mr. RoseNTHAL. You are not going to go ahead and do this without
congressional approval, are you?

Mr. GarracuER. This is what we want to know here today.

Mr. Bowman. No.

Mr. RoseNnTHAL. The answer is “No”?

Mr. Bowman. Yes.

Mr. RosentrAL, Thank you.

Mr. GAaunaGgHER. You will come up with an answer and a request
‘before this thing gets underway ? v

~Mr. Bowman. At the present time we are merely considering this.

It probably would be possible for an agency to take on some of the

functions of the Data Center, but we have no intention of doing this
without a proposal that would be officially presented to the Congress.

Mr. GaLracHER. And we have now your assurance as part of a
legislative record which we are trying to establish here, that when
and if your studies are concluded, before you will go ahead, you will
come to the Congress and request permission, is that correct?

Mr. Bowman. That is right. We would propose it probably as a
regular budgeted item and if it requires any special legislation the
legislation would have to be drawn and it might well require special

legislation with regard to confidentiality.

Mr. GarracHER. You might want to propose that when the Kaysen
committee report is finished, that it be submitted to a distinguished
panel of experts on constitutional law, and invasion of privacy, for
their comment and suggestion.

This review would %felp spotlight the problems that perhaps the
statistical people might not consider in their proposals.

Would you feel that that might be a helpful way of bringing about
this proposal or helpful in your final decision ?

Mr. Bownman. Certainly I will discuss this with the Director who
asked for this report and indicate this is one of the things that you
su%fesbed.

r. GarraceER. We have two candidates named Reich and Packard
whom we would like to recommend for sitting in on such a panel.

/
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As I say, this would be helpful. I think what we have to do is to
make certain that we are not going to adopt this without having a
real hard look at it from every aspect, from the law, from the invasion
~ of privacy, from the interests of the citizen, as opposed to just the
statistical needs. :

Now, I would hope that you could consider that suggestion.

- Mr. BowmAN. ‘We shall do so. ;
~ Mr. GALLAGHER. Mr. Horton.

" My, Horrox. Mr. Chairman, thank you. ‘ ‘

I start off with the premise that 1 am not mad at computers and
that computers can do good things for us and in my opening statement
~ yesterday I tried to indicate a computer can be very helpful if it is
‘utilized in a proper way. ' ,

My approach to this is to try to make it possible for the Federal
Government to use computers, but at the same time try to recognize
the problem of protecting the individual. ,

Now, I am a bit confused because I understood that your proposal,
or at least the thing that was being thought about, was not so limited
as your testimony would indicate here today. .

You have tended to indicate that the information that you are going
to gather is statistical information and that this would just be a
furnishing of statistics to other Government agencies and other users.

Is that accurate? Have you limited the proposal here today ¢ It
is not going to be a central data bank for the entire Government; is
~that right? Fa
~ Mr. Bowman. That is right. Covering all functions. v
Moy, Horrox. But you are going to have to get a lot of information.
Where are you going to get this mformation
" Mr. Bowman. The idea here was quite broad, that all information
useful for statistical purposes and to be used only for statistical pur-
poses would go into the data center. ‘ 2

Mr. Horton. I don’t expect you to have now a definition of “in-
formation for statistical purposes,” but I wish you would submit to-
this committee a definition of what you understand “information
for statistical purposes” to be. I would like to know that in very much
detail. ‘

Mr. Bowsman. Let me say what T have stated the other way around.
It definitely does not involve giving any information that can be
identified with any individual. It excludes that. I will try to write
out a definition of what it includes.

Mr. Horron. The present concept excludes giving out information
~ that would be identifiable insofar as an individual corporation is con-
cerned ?

Mr. BowMaN. Yes. '

Mr. Horron. But you have indicated earlier that the information
you' obtain would identify an individual and would identify a cor-
poration or an organization—would identify the source of informa-
tion, in other words, and would be very specific.

Mr. Bowuan. Thatis right. S
v M]’.Kre TorTox. So it would be retrievable, would it not, on the data
ank ¢

Mr. Bowman. Yes.

| 67-T15—66——F6
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Mr. Horton. What you are proposing also is a bank, a computer
bank that will gather all information from all the Federal agencies
for statistical purposes only. Ts that right? :

Mr. Bowman. It would gather information from Federal agencies
that would be used for statistical purposes, yes. It might include data
collected by an agency that didn’t collect it for statistical purposes
originally.” The Internal Revenue ‘

Mr. Horron. Would you ask Mr. Macy’s department, the Civil
Service Commission, for information that they might have on their
data bank ? :

~Mr. Bowman. I wouldn’t think that we would, but I am not sure
that there might not be some information that he had that could be
useful in a statistical data bank. S co

Mr. Horrox. Knowing how many people applied for a job at some
point, wouldn’t that be a helpful statistic? , '

Mr. Bowsmax. That might be. ;

Mr. Horron. Or whether they were male or female?

* Mr. Bowman, Yes.
~ Mr. HortoN. Whether they were black or white ?

Mr. Bowwman. Yes. o

Mr. HorTox. Whether they were divorced or not divorced ?

Mr. Bownmax. The latter I'don’t know. I think we might have all
‘the information that he has that is in a form that— -

 Mr. Horron, We are talking about statistics now, and not individ-
uals. This would be an interesting statistic or a helpful statistic to
somebody, wouldn’t it 2 N -

- Mr. Bowmax. The thing that I would not see as going into a data
“center is a written descriptive record about——
 Mr. Horron. I am not talking about any written descriptive record
‘of anybody, but I am asking you if you might not have a call on the
“data %ank of the Civil Service Commission with regard to all the

information they had about individuals in a certain category ?
 Mr. Bowman.” And the answer is that we might. We might want
to tap that into the data center and we mj ht also want to have actual
‘tapes of this information that they have physically in the data center.
- Mr. Horron. Now, if you got that tape and put it in your data
center, then it would be retrievable, would it not, ? : ‘
' Mr. Bowman. It would be, but no one would get it from the data
center. : . :
~ Mr. Horron. Iamnot talking about now.

Mr. Bowman. Tt would be retrievable. ‘

Mr. Horton. I understand your real concern about invasion of the
‘right of privacy at this point, but I am now just asking about the
information that could be accumulated and you could accumulate this
information. :
~ Mr. Bowman. That is right, 2 C

Mr. Horron. In all probability you would accumulate that type of
“information ? _ , :

Mr. Bowman. In all probability we would accumulate that type of
information. We robably would not assemble it by individuals.

Mr. Horrox. All right. Now, if the FBI has a computerized sys-
tem in which they have all the crime information in the country,
might you not want to get that information also?
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 Mr. Bowman. If it werethe same kind that you ascribed to the Civil
- Service Commission, yes, but again we would not want the records with
regard to individual criminals, which are written records. A
Mr. HorroN. Wouldn’t you want to know how many burglers were
convicted in a given year, how many people committed murder and
all this sort of information? : = ‘
Mr. BowMaN. Yes. B, o P
Mr. Horrox. You would have to get the specific information from
the FBI computer, would you not? ' W
Mr. Bownman. That is right. : e
- Mpr. Horron. Have you made a survey as to what agencies have
these computers at the present time? (e e,
Mr. Bownman. The Bureau of the Budget does have a sfurveifl of all
‘of the different, agencies and this information is available. - We haven’t
a complete inventory of all of the materials of a statistical character
that are available in all of the different, agencies. Sl e
Mr. Horrox. But you have the information with regard to which
agencies have these computerized systems? S
Mr. Bowman. Yes. Skt
M. Horron. Do youknow which ones haveitnow?
Mr. Bownax. Icannotname them. bl o
‘Mr. HorToN. You can furnish that for the record. . T e
_ Mr. Bowmax. There is a publication of the Bureau of the Budget
that furnishes that. ; - AN
Mr. Horrow. I think it would be helpful to have this in the record,
Mr. Chairman, and I ask that we have this information. Gen
Mr. GarracHER. Yes. Without objection, it is so ordered.
(The information appears in app. 1, p- 195.) : S
Mr. Hogrron. Have you any concept of the amount of money the
Federal Government has invested in these computer banks at the pres-
ent time? : : C
Mr. Kroseer. It isin the samereport. -
Mr. Horrox. Do youknow what 1t is?
 Mr.Kruseer. Offhand,Idonot. - . - A
Mr. Bowman. It involves the statistical agencies. ; >
Mr. Horton. I could go through different other agencies that might -
_have these particular banks and you would have this information.
You eot into some discussion with the chairman as to whether they
would be hand-carried or sent over by teletype, and all this type of
information. You would have to get some o this information from
these various agencies. Would you not have to have the law changed
in order to get this information from these agencies ‘which would be
;so‘importanttoyou‘?,«,» T ST e o :
~Mr. Bowyan. We might have to have it changed for some agencies. -

Tt might, however, be just the same as now—3a, encies can transfer in-
formation to Archives where it is stored. . We have not really investi-
gated exactly what Jimitations there would be with regard to the
transfer of information from agencies that now have it into the data
center. _ 3 g R,
. .Mr:HORTON. Is there not a law which says you ‘cannot transmit
information from one agency to another except in the form of statis-
tical totals or summaries? el v ‘
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- Mr. Bowmax. Tt does not say that you cannot transmit it. It says
when you do take it, you cannot release it without, : . :
_ Mr. Horron. Reading from section 139(b) of title V of the United
States Code : : : o '

Information obtained by a Federal agency from anykperson or persons may,
‘pursuant to section 139-139¢f of this title, be released to any other Federal

totals or summaries; or (2) the information as supplied by persons to a Fed-
eral agency shall not, at the time of collection, have been declared by that agency
or by any superior authority to be confidential; or (3) the bersons’ supplying

vision for criminal penalties against persons failing to supply s;ieh,infpr.mation,
So, you would have to have some type of authority to get this.

‘Mr. Bowmax. In many instances, that is right. : Rl
- Mr. Horron. Have you talked with any of these various collecting
agencies with regard to this Proposal so you could find out-what the
~problems are with regard to setting up a central data bank? -+
Mr. Bowman. We have talked with them about some of the prob-
lems that are associated with it, but we have not in detail goneé into
what the limitations would be on each agency. It would be more severe
on some agencies than it is on others, because of the pledges of con-
fidentiality that they have. , , IR e
Mr. Krureer. I can illustrate how that might work by an example
- of what goes on. The Census Bireau operates under very strict stat-
utory limitations which provide that information reports submitted
to the Census Bureau can be examined only by sworn employees of the
Department of Commerce. i i
Mr. RoseNTaAL. What kind of employees ? : ' : :
Mr. Krureer. Sworn employees of the Department of Commerce.
The Internal Revenue collects, as you know, income tax returns. They
are collected under certain other kinds of restrictions as to the use,
availability, et cetera. The Census Bureau and the Internal Revenue
Service have been cooperating in an undertaking which involves the
collation of information obtained from the economic censuses of 1963
with information from tax returns., o T
Mr. Horron. So you are saying there already is an exchange of in-
formation between t{]ese two agencies. : V : :
Mr. Kruecer, Yes. :
Mr. Bowman. One-wa; exchange. '
Mr. Krueeer. Interna Revenue, because of the particular restric-
tions, is able to make the tax return information available to the Census
Bureau, but the Census Bureau cannot make the information from
the census of manufactures, say, available to Internal Revenue. :
- Mr. Horron. This is a loophole we will have to study, because one
- of the things I am concerned about is that this thing has been growing
up ﬁle‘lter-skelter, and nobody has been looking at it specifically as
we have, : : e
~One of the witnesses yesterday pointed out with regard to the use
of the social security number how it began as a confidential piece of
information and now it is available to everybody, practical{)y. So,
there hasbeen a movement away from the original intention. :
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I want to underscore something I think we ought to remember all
 the way through these hearings because I think 1t sums it up better

than any of us can; that is what Mr. Packard said yesterday. Hesaid:

My own hunch is that Big Brother, if;he ever comes to these United States,
may turn out to be not a greedy power seeker but rather a relentless bureaucrat
obsessed with efficiency. And he, more than the simple power seeker, could
lead us to that ultimate of horrors: a humanity in chains of plastic tape.

Tt seems to me what you are doing here for the sake of efficiency
is to propose a source of information which can very well get out of
hand because you will have to have, for your purposes, identification
on that machine.

1 give you the benefit of good intentions at this point, but you may
not be here 5 years from now and you may not be here 10 years from
now. All this information is going to be in that central bank. ~Some-
body, for the sake of efficiency, will say, “We ought to have it for some
other purpose.” I cannot even envision what those purposes may be.
We have to be concerned—and I hope you will be concerned particu-
larly now—about how we are to protect that individual from havin
that information disseminated on an individual basis. I do not thin
we have sufficient safeguards at the present time.

Mr. Bowman. Itis certainly one of my concerns.

Mr. Horron. Do the people in your Bureau take a close look at
what is already being done in these computer centers in the other
agencies? :

Mr. Bowaax. Within the statistical agencies, we are quite familiar.
We are not familiar with the uses of data in the nonstatistical agencies.
For instance, we are not familiar with the uses of data in the Defense
Department. We are not familiar with the uses of data in the FBI,
the fingerprint files. So far as the use of data in the Census Bureau,
the Bureau of Labor Statistics, the National Center for Health Statis-
tics, and all of the areas of our particular concern, we are familiar
with the practices which they follow in the use of the computers and
the effect it has upon confidentiality. :

Mr. Horrton. Do you know of any of these agencies that have come
to Congress and gotten the specific authority of Congress to proceed
with these so-called data banks?

Mr. Bownman. There are some recent. acts that were passed. They
were data banks broader than statistical data banks. I do not believe
any statistical agencies have had any particular authorization in this
area. There have been appropriations for their setting up computer
facilities. ~

Mr. Horron. These computer facilities are more than just statistical,
because they have personal information in them. I do not. understand
what Mr. Macy is talking about, and I wish you would explain it to me,
because Mr. Macy indicated there are already integrated information
systems, and that they use this information across departmental boun-
daries. He says it is going to be common to use direct tape-to-tape
feeding of data from one department to another. He indicates in this
article that they have already used this system to give the President
some recommendations with regard to filling high-level jobs.

You would have all that information on that tape. e has only
limited information. I assume he does not have what the FBI has on
theirs. :
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Mr. Macy is a very close personal friend, and T have the highest
regard for him and I know he is concerned about this problem, but will
it not be a lot more efficient 5 years from now for whoever is the Chair-
man of the Civil Service Commission to say, “We are going to need

the information from the central data bank and you have it now in the

Bureau of the Budget,” and make a request of you and somebody is
going to have to decide whether they release it, and they will find some
way to release it because it will save the taxpayers a lot of money ?

That is a hypothetical question, but it could happen, could it not?

Mr. Bowman. It could happen. The thing is, I would think much
of the information would not be in the type of data center I am talking
about. I did answer all your questions by saying the Civil Service
Commission has information of a quantitative character about the num-
ber of people, their length of service in the Federal Government, their
color, their race, their marital status, and it might well be in the data
center. :

I also said they could not get it back again if they wanted it so far
as an individual 1s concerned, or no one else could, other than the Civil
Service Commission.

Now with regard to files that various agencies may have, with regard
to the whole history of a person’s employment in the Federal Govern-
ment, I can see how the Federal Government in order to operate has
to know about Mr. X when he worked in this agency or that agency
or another agency, and that this information can conveniently be col-
lected and made more accessible. I am not saying that this is mappro-
priate. I am saying, however, it has risks associated with it that the
data center which I am discussing does not seem to have, in my opinion.

Mr. Horrow. I am pointing out the possibilities and I am also think.
ing in terms of the fact that there are applications by law students, as
was demonstrated yesterday, for employment in the Federal Govern-
ment, and the Federal Government sends out questionnaires to these
law professors and they put personal opinions on those reports. That
information can very easily be fed into a computer.

I am concerned about tﬁe transmittal and the error in transmittal,
too, because this can happen. I had a lawsuit one time where a fellow
was charged with a hit-and-run accident in New York City, and he
had a pretty bad situation facing him because they had his license. The
sergeant had made an error and put the wrong license number down.
So, this client of mine was having a really serious problem.

That information will be fed in and it would be put on a tape in Mr,
Macy’s agency or the FBI or the State Department or wherever it
might happen to be. Conceivably, in 5 years from now we will not
have a Secretary of State, so somebody will come along and want to
get the information on all the people who have studied constitutional
law and all the other things that he thinks go into making a good Secre-
tary of State. Then he will go to the most efficient way of getting it, the
central data bank. You will be furnishing personal information on
somebody which can be reviewed and seen, and it will have a marked
eftect upon that person’s life.

Mr. Bowman. We could not release it. I think you have made
another point which I think is very important. Tt may be that we will
have to consider not only regulations with regard to what comes out of
the data center that I have been talking about, but also regulations
about what goes into it.

et R e b i
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Mr. Horron. That is the point. ‘ ST

Mr. Bownmax. Iam perfectly amenable tothis type of suggestion.

Mr. Horron. What goes into that data bank will be very important.
I do not think your study or your committee or your task force has

been doing much in that connection. You will have a hard time limit-

ing it, because you will be seeking this information from agencies that
have it. It will be a lot more efficient for you to get this information
from the Census Bureau, and there are some personal questions that
are asked by the Census Bureau. There will be a request sometime s001
to get that information. :
The point I am making is that you have to guard against that.
One other point I want to maie is this: Recently the Congress
enacted a Freedom of Information Act. Have you looked at that in
connection with the implications which might be involved ¢ s
Mr. Bowman. Yes, I have. In fact, I looked at it very carefully in
connection with my business associates, and have been reasonably well
convinced that it does not interfere with the confidentiality practices
so far asthe statistical program is concerned. It does have an exemp-
tion in it which indicates that where informatiton has been collected:

when confidentiality is pledged, it is protected against making the

information available. ;

Mr. Horron. There is another point I want to make. In your state-
ment you made reference to the fact that there is an exchange of infor-
mation on Federal tax data to the Census Bureau which is relieving
about 1 million small businessmen. I serve on the Small Business
Committee of the House, and I am very much concerned about the prob-
lems of the small businessman. '

One of the complaints that they have is 'the complaint about so
much paperwork. I can assure you from my experience and my per-
sonal contact with a lot of these small businessmen, they do not know
that this information is being shared. I think this is a problem of
communication to the individual that this information is being used
for one ﬁurp'ose or another purpose. :

In other words, when he submits income tax information, he ought
to know that this information is going to be made available to the
Census Bureau or this information is going to be made available to the.
central data bank, and that fact ought to be on the form that he fills
out. It is not on the form now, so far as I know. He does not know
this. So, when he furnishes this«informa'bion, one of the problems.
that I think we are concerned about is how does he get a chance to
know what is in that bank so he can contest it if he wishes, or so his
rights, whatever they might happen to be, can be represented.

I do not think this point has been considered. Perhaps you might
give some consideration to this before you come back with a proposal
to form an octopus that is going to gather all this information so all
you have to do is push a key and find out all you want about a partic-
ular individual, even if you have all these safeguards that you have
proposed. ’

Mr. Bowman. I think it is true a great many people do not know,
and the only thing I can say is that the transfer of information from
the Internal Revenue to the Census Bureau is under provisions of law
as it exists. \

Mr. Horron. The law says we are all presumed to know what the
law is, but the people do not know what the law is. I have one right
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now under the Civil Rights Act. The New York State law is a very

wide law permitting people to purchase housing. I have just hada
very personal experience. I would say 99 out of 100 people do not

know what that New York law is.
That is true of the Federal law, too.

I think when you are getting into this field of ‘person-a,l rights, in-

dividual rights and liberty, if you will, they should be put on direct
notice that this information will be used in ‘a computer and that type
of information will be compiled on them. They ought to have that
information in the first instance. I hope your committee will take a
look at that. : ‘

You see, your task force mission, according to your own statement,
was to consider measures which should be taken to improve the “stor-
age of” and then you say “and access to U.S. Government statistics.”
You put “statistics” in there, but you are talking about the “storage
of.” You want to improve the storage of and you want to improve
the access to this information. ;
~ You are building quite a monster here, and I think you will have to
watch it pretty carefully before you start centralizing all this type of
information that you have. S

Incidentally, I am concerned about what has already happened in
this field—the storage of information in the FBI, in Mr. Macy’s
agency, in the Census Bureau, and in the Internal Revenue Service.

1T think it is a good thing this committee is taking a look at this so
- we can awaken some people to the problems of what they are facing
- with regard to giving this type of information.

Thank you, Mr. Chairman.

Mr. Gavvaeaer. Thank you, Mr. Horton. ‘

I share Mr. Horton’s concern. If this information is available,
there will be great temptation to acquire it. You can give us all the
assurances in the world that not very many people are going to haye
access to it, but I just wonder, if no one is going to be interested in it,
whether we might be building a great and expensive. electronic
“garbage pail.” ' , ;

Mr. CornisH. Mr. Bowman, as it now stands, each individual
agency which has this material on tape is responsible for the con-
fidentiality of that material. Isthatnot true? :

Mr. Bowman. Yes.

Mr. CornisH. So, if we set up a national data center, we would
impose upon them the same confidentiality restraints, that now exist
on the separate agencies. Isthat correct?

Mr. Bowman. I think more severe than exists on some separate
agencies whose data would be in the Center. : :

Mr. CorNise. My point is, for example, IRS now has the responsi-
bility of guarding the confidentiality of the tax returns. This pro-

posal actually would introduce a second agency into that same respon-
sibility. So, not only would TRS have the responsibility of guarding
the original data that are collected, but also the Data Center would
have the same responsibility for any of the material which it got
from IRS. So there would be two agencies that would have respon-

sibility for guarding connfidentiality, whereas now there is only one

in each case. i ;
Do you see any problem at all in the fact that we are spreading
the control out a little farther ? ~

—e e w W v
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~_ Mr. Bowmax. 1 think that is a very excellent question. The way
T tried to write my testimony and the way I have seen it to date is that
the restriction in the Center would be the severest restriction. In
other words, continuing the illustration you used, IRS can now make
information available to States about individuals. - The Data Center
could not, under the way T haye set it up.

That does not mean that the data could not now be made available
to States. Tt could, because TRS would still have the right to make
the data available. They would still have the data.

Mr. Garracuer. Are there not 18 or 19 different bodies or people
who have access to IRS statistics now ? 5

Mr. Bowmax. Quites few. Inever counted them.

Mr. Garraguer. 1 think it is 18 or 19.

Mr., Bownman. The way I have tried to express it is that the statis-
tical Data Center would have the universal rule, if what I have in-
tended were to come about, that it would not release to anybody infor-
mation that could be identified with an individual, but many agencies
would have data in the Data Center which were not subject to that
‘same restriction. 'They might release the information, but the Data
Center would not. S

For example, now and again the Census Bureau may have a request
from an agency for information about an individual. The individual
" may write to the agency and say, “Tt is all right. Release the infor-

- mation.”

The practice there is still not to do it but to write back to the indi-
vidual and, if he has lost a copy of his form, give him a copy of the
“form and let that information then be sent by the individual business-
man himself. ;

" Mr. Cornist. This is handled by one set of Federal employees.
Under the Center, actually we would have two sets of Federal em-
ployees involved.

Mr. Bownan. There would be two sets of Tederal emplovees in the
‘sense that the Center would have its own employees. Where the
Center would be located, we do not know.” It is also true that the other
statistical agencies have people that are subject to the same require-
ments. ‘ : : ' owiad
~ Mr. Cornisu. My only point was that you do get an increased prob-
lem in the control area. : : :

‘Mr. Kruscer. I think one of the points Mr. Bowman made earlier
is that it is entirely conceivable that with the operation of a Center
of this kind, the present practice whereby agencies now secure infor-
‘mation from other agencies would be cut down, because they would not
feel the necessity for doing that if there were a central capability of
performing that kind of service. )

Mr. GArrAGHER. Are we not really, getting right down to it, placing
an unbearable burden of temptation on the keeper of the keys or the

keeper of the safe—when we get down to putting all of this informa-
tion into a Central Data Bank—that no one is ever going to want or
have access to it ? . ’

Mr. Bownax. I think we have to impose close surveillance on what
goes into the Center.

Mr. GarracuEr. Assuming you do that, really are we not placing an

unbearable burden of temptation on whoever is in control of 'tha,t?
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Mr. Bowmax. I think not. I think if you expand it so it includes

everything known; yes. If you do not expand it that way, I have the
feeling, Mr. Gallagher, we might even be Improving confidentiality.
. Mr. Garragazer. Except for an elite who will be in possession of the
information. It is that elite that the average citizen has a right to
fear if you are going to put military statistics, crime statistics, census
statistics, IRS statistics in there, and all that is retrievable if you
just press the right button.

Mr. Bowman. That is why I said we probably have more carefully
to scrutinize and specify what we are going to put in. I am not sure
all of the things that people can think of as being there need be there
for the Center to perform its most important function.

Mr. GarraeHER. You have had a great deal of experience and I have
great regard for your experience and for what you have done in the
Government, but you know that once you start this thing as a “foot
in the door,” next year there will be someone else who will want to
make use of your data bank. If it is that good, it will be expanded,
and it will be expanded beyond a reasonable point.

Mr. Bowman. 1 think I agree, except on this point: You cannot stop
moving forward in order to be sure that nothing bad will ever happen.
. Mr. Garracaer. We do not want to impede progress. The computer
is here to stay, and it can be a great source for good. We would hope
that you are not underestimating the computer. I think you are. "I

- think in centralizing this information in one giant computer, you have
- not realized the potentialities of the computer, because if you feel that
you can control this kind of information and that the computer itself
~can make this decision, you are. not. being realistic. You are placing
tremendous power in the hands of an elite. .

I have a higher regard for the computer’s capabilities than I think
you have. I (%o not think we ought to abandon computers. We ought
to utilize them as a source for good. But they also can be a source

or mechanism for totalitarianism. I do not want to overstate the case, .

‘but if all this information is there and someone has total access to it,
‘You can see there are a few dangers in it.
Mr. Horron. Mr. Chairman, on that point I am not only concerned
about the wrongdoer who may seek this information, but I am con-
~cerned about the attitude that will be created by this great source of
information. The Internal Revenue Service information was ve
confidential at the start, but now it is available to States and, I think
it was mentioned, 17 or 18 other agencies. You can justify every one
of these uses of the information.. There probably will be hundreds of
uses of this central information that you can have that will be very
ood uses. Every one of us would agree right now that this would
e a very fine thing. We want to stop criminals. We want to do this

-and that. This is a good reason for having this information.

- But in the middle of that is a little guy who has now become a
statistic. This can cause, I think, the loss of the privacy that he has,
‘and thisis what we are concerned about here. :

Mr. Bowman. Mr. Horton, would you not agree on this point,
however: If we make it clear that the center that I am talking about
does not release information that can be identified with an individual,
then it should be obvious, also, that information should not go into
the center if the only reason for putting it there would be because
people are interested in getting information about individuals.
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. Mr. Horron. I wish we had the time to go into that. I think you
~ have some very impractical impossibilities for curtailing the informa-

tion that goes in, because you are not going to be able to ]gft informa- -
tion that will be helpful if it is curtailed information at the inception.
I agree with the idea. I think it is a good one. I also agree with
your premise that we are not going to release anything except statisti-
cal information, but, as you have it, you can find out what happened
to Frank Horton from the time he was born until right today just by
pushing that button—everything.

Mr. Garracuer. It might never be released.

Mr. Bowman. I hope, however, what you say is not true for the
data center that I am talking about. I did try to make this point.
There are a lot of ways in which statistical data can be organized
for collation purposes. If the data center is organized as T am think-
ing about it and does not release information about individuals, it
would not organize the data that way. It would not be possible to
press a button and get all the information about Mr. “X”.

‘Mr. GarracaEr. Mr. Bowman, we are going to try to adjourn here
until 2 o’clock. We would like to finish up, if you do not mind. The
kind of information that is anticipated to go into this disturbs me;
credit survey, credit information, farm population data.

Mr. Kruseer. If you are looking at. this list as being ‘the kind of
~information which would certainly go in, that is not. true. etk

Mr. GarragHer. I have been looking at a list that has been pointed
out as the possibility of going into this. - Special census, metropolitan,
Louisville, one-time survey ; the census population of housing, 25-per-
cent sample, population tallies. ; o

There is all sorts of information that will be going in here of a very
personal nature. Do you disagree with this? ,

Mr. Bowsan. No. ~ All those things have not been decided to go in.
T}ﬁy would be available. g i

" Mr. GarLnacHER. These are suggested items.

Mr. Bowman. No. ‘ i

Mr. Kruraer, This is an inventory of what is available in machine
readable form. ‘ :

Mr. GarracrEr. This is on your 9,000 tapes now ?

Mr. Krureer. It is more than 9,000. : ,

Mr. GarracaER. Maybe it is more than 9,000. I am talking about
the 9,000 tapes you are talking about putting into this as the possible -
material in the central data bank. :

Mr. Kruraer, No decision has been made of what goes into the
center. ' ‘

“Mr. Garnacuer. T would like to have you put that in the record.
That would be helpful. . This kind of information would seem to place
people in peril and people would—I think, the average citizen who
gives this kind of information knowing that it is instantaneously re-
trievable in a central data bank would walk with a certain amount of
justified fear.

Mr. Bowman. It isavailable now. , ‘

Mr. Garnacuer. It is decentralized. Once you centralize it you
have a complete profile. :
~ Mr. Bowsan. Much of this is centralized.
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Mr. Gavracuer. If it is, then let us abandon What you are a,bout to

doifit is all that handy.
- Mr. Bowman. Much of it is not. s i
The next point is even if it is centralized more than it is now, it is
. not, available now and it would not be available when it is centralized
so far as theindividual is concerned. ' :

Mr. Garracmer. You have told me you are not going to program

out the individual’s name before it goes in there.

Mr. Bowman. I have indicated that legislation to permit the dis--

closure of the information about, the individual is certainly acceptable
so far as the data center is concerned.

- Mr. Garracuer. Right. The legislation is acceptable but the infor-

mation is obtainable by those persons who have access to the central
data bank keys. : j

Mr. Bowman. It is obtainable in the same way it is obtainable now.

Mr. Garragaer. Now he has to go to 25 areas and he has to say,
“May T have this information ?” and he can be turned down at every
one of them and I am sure he probably is turned down. Again, I say
that you are placing an unbearable temptation before whoever is in
control of this central data bank not to use it for nonbenevolent,
purposes. : , i e

I would hope, Mr. Bowman, that You could give great consideration
to this before you move forward on it, ) A

Mr. Bownman. Certainly. v

Mr. Gavvacuer. T appreciate your assurance that this will be sub-
mitted to the Congress for full consideration before even a pilot pro-
gram is set.up as a central data bank. ,

Do youhave a question before we adjourn?

We are going to recess until 2 o’clock, Mr. Bowman.

Mr. Bownman. Would you like me to be back? T had planned to :

go off thisafternoon but if you want me here I will remain.

Mr. Garraguer. Not as’long as Mr. Ruggles and Mr. Dunn will be
here. We want to thank you very much for being here this morning.
I leave assured that you are full of good intentions but I leave with an
uneasy feeling that they are incapable of accomplishment.

Mr. Bowman. More than good intentions, Mr. Chairman.

Mr. Gavvacaer. Thank you very much. &

The committee standsadjourned until 2 o’clock.

(Whereupon, at 12:35 p.m., the committee adjourned, to reconvene
at 2 p.m. of the same day.)

AFTERNOON SESSION

Mr. Garragaer. The committee will come to order.

The Chair would like to call Mr. Richard Ruggles and Mr. Edgar S.
Dunn, Jr., to the stand. :

Mr. Krueger, would you like to join in ? ‘

Mr. Ruggles, of the Yale University Department of Economics was
chairman of the Committee on the Preservation and Use of Economic
Data. of the Social Science Research Council, which last year submitted
a report urging the establishment, of a data bank. :

Mr. Dunn is a research analyst with Resources for the Future, Inc.,
of Washington, D.C. As a consultant to the Office of Statistical
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Standards, Bureau of the Budget, he has written a review of the pro-
posal for a national data center. AT LR R P e T

I might say that there appears to be a data wall, Mr. Ruggles, on the
campus of Yale University. Professor Reich was here yesterday and
took a dim view of your proposal. That is what we are here for—so
that we can get all the views, to see that we ourselves can learn as
much about the problem as possible. v R S

I hope that this dialog in someway will create a climate of concern
neeessary before we take such a step. i : o

Mr. Ruggles, would you proceed with your statement ?

. STATEMENT OF RICHARD RUGGLES, DEPARTMENT OF ECONOMICS,
 YALE UNIVERSITY fnit e

‘Mr. Ruceres. The Congress is indeed wise to give serious consider- -
ation to the question of the individual’s right to privacy, and the pos-
sible infringement thereof by the Federal Government, and even Con-
gress itself. The danger lies not only in the massive files which are
~ built up in the different Goovernment agencies, but even in fragmen-

tary information which may fall into the hands of someone who may

use it to inflict damage or embarrassment to the individual concerned.

The individual citizen is quite right to be wary of a government which

can use information at its disposal to coerce, badger, or expose him jn
_ways which are not based upon due process of the law. One of the

most encoum%ing developments of recent years has been the increasing
recognition that information obtained 1llegally does not constitute
proper evidence, and that certain agencies o the Federal Government
itself may have acted illegally in their attempts to procure such in-
formation. Thus wiretapping, improper seizure of records, et cetera,
are now considered illegal in situations other than those directly con-
cerned with national security. The use of confessions and the prose-
cution of offenders without adequate legal representation have also
been called into serious question. By the same token, it is becoming
increasingly evident that we must take steps to protect the information
*which the Government, obtains from individuals and businesses in its
.no&'ma,l operation. This, T gather, is the concern of this committee
today. ‘ ' e
' “Tge problem of disclosure of confidential information about indi-
viduals and businesses is not new. It has long been recognized that
the information which individuals and businesses provide under law
to the Bureau of the Census, for example, is confidential. = This means
that no other Federal agency is permitted to see or use the individual
records, and even Congress 1tself cannot obtain census information on
any individual or company. In fact, this confidentiality has been
guarded so zealously that Congress and the other agencies of the
Federal Government have been enjoined from obtaining from com-
panies duplicate copies of those records which were submitted to the
Census Bureau. The disclosure rules are meant to safeguard indi-
viduals so that they can feel sure that information which they give
to the Census Bureau will never be used against them for such pur-
: }%olf’es as tax enforcement, antitrust, or congressional investigations.
o disclosure rule has not been interpreted, of course, as preventing
the use of census information for analyzing policy or providing in- -
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formation about specific groups, regions 'of the country, performance
of industries, et cetera. In making tabulations of data, however, the
Census Bureau carefully omits those classifications which might en-
able anybody to figure out information about individual firms or

ersons. - : ‘
? There are, of course, other Federal agencies which must by their
very nature use information about individuals and firms for their op-
erations. 'Thus for example the Internal RevenueaSerViCe,noton‘ly
must collect information about people’s income and the' taxes they pay,
but this information can and'should be used to prosecute tax fraud or

tax evasion. Similarly, the Social Security Administration must proc-

ess information about each individual over a period of years, recording
 his job status, family status, et cetera. This information is necessary -
for the determination of social securit; ayments. Such ‘use of in-
dividual information is of course justi _‘65), necessary, and legal. On
the other hand, it is a real question whether tax returns or social se-
curity records should be turned over to other groups who may wish
to use them for other purposes if the persons or firms to whom the
records refer may individually be affected thereby. The question of -
the proper or improper use of information by different agencies is
indeed a ticklish one, and procedures should be developed by both the
executive branch and the legislative branch which will protect con-
fidentiality and insure the privacy of the individual. In a great many
instances, agencies may wish to obtain information not. for operating -
purposes, but in order to make policy decisions and to guide future
operations. Thus the Office of Education has a real interest in know-
ing how college enrollments may be expected to develop in the future.
Those concerned with questions of poverty wish to know the dimen-
sions and structure of this problem. In a great many of these in-
stances, the agencies in question have contracted with the Census Bu-
reau to provide them with such general information based upon sample
surveys. In these instances, a disclosure and confidentiality rule must
be developed which will protect the individual and yet yield the general
information which is required. e .
In addition to the primary question of preserving the privacy of the
individual, there are additional related questions which deserve care-
ful consideration. L R . ;
It is unfortunately true that because the United States possesses
a highly decentralized statistical system individuals and, in particular,
businesses may be required to fill out a large number of forms from
different agencies asking for essentially the same kind of information.
Business firms often complain that they spend a great deal of time
and effort in making out reports to a variety of different government
agencies, and that their life would be considerably simplified if the
different groups could get together and make a single request for
information which they would share. With respect to sample sur-
veys, it is also true that a number of different Government agencies con-
struct special samples to obtain information which they need for policy
guidance, and because these samples are done independently little con-
sideration is given to whether related work going on elsewhere in the
Government might not be adapted to serve a number of different pur-
poses at the same time. Careful consideration given to problems such
as this might well cut down the bother, expense, and exasperation of
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those from whom the information is obtained, on the one hand, and
simultaneously reduce the cost and increase the efficiency on the part of
the agencies collecting the information on the other.. v
Recently it has become increasingly evident that detailed individual
information is much more useful for research purposes and thus for
policy guidance than is aggregated and tabulated information. This
is well illustrated by the tax model for estimating the impact of dif-
ferent tax changes, which was developed by Joseph Pechman at
Brookings. Under arrangement with the Internal Revenue Service,
a set of 100,000 tax returns was developed which represented a sample
of all the individual tax returns in the country. The IRS took spe-
cial precautions to eliminate identifying characteristics, so that the
specific individuals could not be recognized. In evaluating the effect
~ of a proposed tax change on various kinds of taxpayers and on total
tax revenue, it was merely necessary to program the computer so that
each of the 100,000 cases involved would be recomputed according to
the proposed change in the tax law. By this device it became possible
. to evaluate the differences among various pro osals, and to see how
individuals in different situations might be affected. This research
method has proved to be so successful that it is now part of the tax
research program carried on by the IRS itself. g
The same kind of research technique has recently been used at
 Yale by a student writing a Ph.D. thesis on the future economic

status of the aged population. The primary material used for this -

research was the 1 in 1,000 sample of households prepared by the
Census Bureau from the 1960 Demographic Census. Like the sample
of tax returns, identifying characteristics which ‘would permit the
recognition of individual cases were removed, but data for each of
the households in question was presented in considerable detail.
Additional samples of data on houshold finances obtained from the
Michigan Survey Research Center were used to construct a hypo-
thetical income statement and balance sheet for each household, and
data on such things as private pension coverage, labor turnover rates
for various professions, et cetera, were obtained from the Bureau of
Labor Statistics. On the basis of such information, a life process

model was constructed, whereby each individual household in the 1960
sample was aged a year at a time for 20 years, taking into account
mortality rates, possible job changes, projection of wage changes, and
so forth. At the end of the 20-year simulation, the results were
summarized to find out what the economic status of the aged popula-
tion might be, in terms of the income distribution and the nature of
those individuals who were at the proverty level. It is true that any
single projection requires assumptions about the future social security

. payments, wage changes, pension coverage, et cetera. However, one

- of the major purposes of the simulation was to see the extent to which

different kinds of assumptions mattered in the estimate of what might

take place in the future. Tt is studies such as this that can help pro-
vide a basis for future legislation concerning many of our central
problems. ~Although disclosure of individual information is not neces-
sary, the use of detailed individual information is required. -
" What kind of satisfactory solution can there be to these problems ?
First, and foremost, it is essential to protect the individuaR' from an
invasion of his privacy and the misuse of information which may
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damage or embarrass him. Second, it would be useful if we could re-

duce the tremendous flood of reports which are required from busi-

nesses and individuals at the Federal, State and local levels, Some

simplification and rationalization here would considerably reduce the

burden on the respondents, as well as the cost to the overnment.

Finally, however, in developing adequate disclosure rules we must be
careful not to throw the baby out with the bath. Many kinds of ana-

lytical research require access to individual information, but this
- should not constitute disclosure in any meaningful sense. Tech-

‘niques must be developed to preserve the usefulness of detailed infor-

mation but at the same time 1nsure the privacy of the individual,
Mr. Gavraeugr. Thank you, Mr. Ruggles. :
M. Dunn, would you like to proceed with your statement ?

- Mr. Duxn. Yes, sir. B : i
- Mr. Garracmzr. Please proceed.

- STATEMENT OF EDGAR . DUNN, JR., RESEARCH ANALYST,
. RESOURCES FOR THE FUTURE, INC. |

. Mr. Dunx. Mr. Chairman, T want to thank the committee for giv-
- ing me the opportunity to discuss this issue with you today. :
1 think that the concern of this committee is a very legitimate and
proper one and one that concerns me as well. I think it is very whole-

- some that we can discuss this issue together. I do think that there

still remains some residual confusions that I should like to try to point

up. . :
Much of what I have to say here is a recapitulation of my previous

testimony and points made by my colleagues. However, I think there

- might be some merit in recasting them in a. somewhat different way.

I think that it is important to recognize clearly that there are two

basically different types of information systems: (1) there are sta-

tistical information systems, and (2) there are information systems

that have as their purpose the generation of intelligence. v ;
.1 might say that I use the term “intelligence” here with some mis-

givings and for want of a better term. My concern is that the term
- sometimes carries a certain amount of emotional freight, but I use it

here only to make a technical distinction.

The distinction is basic. Intelligence systems generate data about
individuals as individuals. They have as their purpose “finding out”
about the individual. They are widespread and common and essen-
tial in our private and public business. They include such things as

- the medical records a doctor keeps to trace the changes in the well-
being of his patient and the educational records the teacher keeps to
trace the progress of the student. They include requirements essen-

tial to public administration, such as the licensing authorities’ need to = -
know whether a driver has legal vision, or the tax authorities’ need

for information to administer taxes. -

- Most of the intelligence information systems with which I have had

any direct contact are restricted systems which have a specific ad-
ministrative purpose and have not as their purpose the organization of
intelligence about, individuals into an integrated dossier of any kind.

It is conceivable that an intelligence system of this kind could be |

developed.

S
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A statistical information system produces information that does not
 relate to the mdividual. It only identifies characteristics that relate
tp’,g’rougsndf‘ individuals or p%ulaxtijons.! Tt has as its purpose answer-
 ing.such questions as these: What, proportion of the resic ents of Ap-
palachia possess income less than $3,0007 In what way does the mix’
of economic activities in New York City,diﬁérkfromChi’cago.@ .~ What
. activities seem to figure prominently in recent rapid growth of the
Southeast, Florida, the gulf coast, and the Boston- as%iring,t;ongcmi,,-
dor? What proportion of the registered voters turned out, in. & recent.
primary and how were they divided between Republican and Demo-
crat, urban and rural, white and nonwhite? g !

These are just illustrations but emphasize the range of the questions,

which is infinite. ; L
 This is sufficient to emphasize that a statistical system is busy gen-
erating aggregates, averages, percentages and so forth that describe
relationships. No information about the individual is generated.

No.information about the individual needs to be available to anyone
under any circumstances for the statistical information system to
perform its function. :

This distinction, it seems to me, divides the issue of personal privacy
into two parts. The first part of the issue is reflected in this question:
Clan 2 statistical information system be developed and administered in
a way that assures that it cannot be used as an intelligence system !
think the answer is an unqualified “Yes.” That this can be done and
done successfully there is no doubt. It has been done and done suc-
cessfully for many years for those files that constitute the records
of the Bureau of the Census. We don’t have to speculate about possi-.
bility. 'We have demonstrated the possibility.

Let’s see wherein this protection does exist and the ways in which
it can be extended.” o : i
The protections are of two broad types: (@) those that stem from
‘the design and technical characteristics of the system, and (b) those
established by statutory and other legal restrictions prohibiting the
release of individual data. , i ; e
"I think that it should be emphasized that such statutory restrictions
do exist, as has been emphasized - here previously. The statutory
regulations governing the census files are a case in point. - They have
existed for a long time. They have worked well to prohibit illegal
disclosure of individual data to anyone, and this includes the President
of the United States. The details of the le.%la,l provisions in this area
and their history: are sufficiently complex t at T am not qualified to
review them, but Dr. Bowman here and the men on his staff and men
on the staff of the Census Bureau can elaborate on this subject. -

These legal prohibtions are supplemented by a formidable array
of procedures embodied in the design of a statistical system and in-
herent in modern technology. i

These legal provisions constitute the following : ,

The lay or public image of such a system is one of an automated
monster with everybody’s records that can be instantaneously retrieved
by pressing buttoms. There seems to be no awareness that the same
technology that projects this frightening image has characteristics
that can be and are utilized effectively to protect the sanctity of the
individual record. Let me indicate some of the ways.

67-715—66——T




94 THE COMPUTER AND INVASION OF PRIVACY

hand a piecé of computer tape. This is the form of the record. You

and I can’t read it, Although there may be several advanced com-
puter technicians in this room, they can’t read it. To get any infor-

mation out of this tape requires (1) a machine, (2) a codebook, (3) an
appropriate set of instructions, (4) a technician. You see, when we

put information into such a system we start with an inherent technical
advantage over traditional records when it comes to protecting per-

sonal privacy. Iﬁformatlon on._paper in agency files can be. very
easily prostituted by any human eing who can read and write and

can be bought. The number of people who could get a specific piece

of information out of a file of this type are very limited and very easy

to identify. . This facilitates the establishment of security procedures.

Second, I just said an appropriate set of instructions was necessary
to get any information off the stape. This prompts me to make two
points. S i

A statistical system will have the data formated and stored and will
have developed a set of instructions—known in the lingo nowadays as
computer software—that facilitate the generation of statistical serv-
ices. It may, in consequence, not be a very efficient system for in-
telligence purposes because neither the format of the record nor the
standard instructions are developed for intelligence use. ;

However, there is a more important point. In addition to designing
instructions that tell the machine what to do, you can give it instruc-
tions that can tell it what not to do. You can teach the machine to
distinguish appropriate inquiries—statistical questions—from inap-
propriate inquiries—intelligence questions or individual data. Fur-
thermore, you can go further than that. You can teach the machine

to identify “trick” inquiries—either acoidental or purposeful. That.

is, you can teach the machine to say, “This is a statistical inquiry but
it is framed in such a way that the population or group you have
defined contains only one individual or less than some specified number
of individuals.”

Thus you can design a system in ways that prohibit any output
other than a legitimate stafistical analysis. The machine itself and
the design system that operates it can be used to monitor the use
procedures in ways that greatly increase the efficiency and assurance
of security. \

In addition, through system design and the kinds of instructions
you give the machine you can teach it ways to disguise records. For
example, you can replace all individual identification codes with a

special security code that only the machine can use and which it uses

only for the purpose of associating records. Under such circum-
stances, no one engaged in any part of the productive operation of the
system would be able to identify any individual record without access
to the set of translation codes that could be protected by special pro-
visions of law and intensive security devices. The machine can also
generate data useful for statistical purposes that are randomized or
modified into “prototype” records that retain certain useful statistical
properties while losing all identity as individuals. :

We have had experience with all of these devices, legal and tech-
nical; they can be further perfected and extended as we attempt to
improve the efficiency of the system for legitimate statistical use.

First, consider thé technical form of the record. You see in my

4
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Indeed, one of the strongest ‘arguments for an improved statistical
servicing capability such as T have proposed, is the fact that somie
integration of procedure and regulation is important in making' the
best use of the technical safeguards that have and can be developed
to assure personal privacy. | e R S

So much for statistieal information systems. The second part of
the issue of personal privacy is related to information systems directed
to the uses of intelligence. ~The issue here is basically different. You
can’t ask, “How can an intelligence system be designed to protect the
output of information about the individual?” That is" what it is
designed to do and it has many legitimate purposes recognized by law
and society. We have already identified examples of these. ~ '~

Whether or not as a matter of practice the rights of individuals to
personal privacy have been adequately protected in these systems as
they currently exist, I cannot say. My area of professional experi-
ence has never involved me with this type of information system. I
would just like to make two observations. P ;

(1) As a layman concerned with personal privacy, my impression
is that actual and potential violations of personal privacy are more
important and more serious in intelligence systems of this type. It
is my impression that this is the area where investigation and reform .
are more drastically needed. ‘ ik ' s

(2) It should be the concern of Congress that a general-purpose,
public-servicing statistical information system should be protected
from any use as an intelligence system. T think I have demonstrated
that this has and can be done. : e
T have gathered the impression that there might be equal concern
" that intelligence systems likewise never be used as statistical systems.
‘This is not the danger. There is not a symmetrical relationship.
If you have a properly established and safeguarded statistical system,
yoii can often gain by associated—either permanently or temporarily—

records generated or administrative purposes with the statistical
system. : o { :

‘?For‘exam le, the Internal Revenue records or the Social Securit;

records produce as byproducts—that is, things that have to do wit.

their public face, age, sex, race, and so forth—certain demographic
characteristics of the population that can be used statistically for
making good, economical statistical population estimates for the mnter-
censal years when used in conjunction with benchmark data from the
census.  Again, it may be useful and desirable to make a statistical
analysis of the characteristics of the population of public assistance
recipients for evaluation of public policy, in order to evalute some
aspect, of public policy. ' DU B SR ‘

Quch uses of traditional administrative records can be accomplished
without any violation of personal privacy. “The essential point here is
that in the association such administrative records would gain all of the
protections of a properly organized statistical information system.

Thank you, gentlemen. S -

Mr. Galracamr, Thank you very much, Mr. Dunn. o :

You have both pointed out the need, though not very well, of the
benevolent uses for which the central data bank is to be used. I was
interested, Mr. Ruggles, in the programs that you pointed out as being
successful and rendering a valuable service. : i S
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.. However, you, in your statement, said that the,pérsonal identification’

was removed. - If it worked suceessfully there, why could not the:per-
~sonal identification be removed when you assemble data in the central
gda,t«a,@.bank? o st B0 3 IO .
Mr. Ruecres. For practical purposes, it is removed, but you must
remember there are many ways of identifying people other than by

their names. - You take the ‘wealthiest person in. a small town. You

don’t need his name if you know he is‘the wealthiest person. i
Various government agencies have been very wise in preventing the
disclosure of individual information which might be used: to identify
the person even though the name is not given. As a matter of fact, in
- almost all the machine-readable records that are kept, the name of an
individual never appears. An identification number is often assigned
as has been suggested. The purpose of this is merely to keep the record
straight so if you have an error, or ﬁou find something queer about a
given case, you can locate it again in the record. S o
Also, suppose you are trying to match records. For example, you
may find certain information is available in Social Security records,
and certain information is available in Internal Revenue records and
you wish to match it and add it to general demographic information
in the census records. You need some way of linking these records.
You are not interested in the person, but you are interested in bringing
‘the information together. S, Ca el ' ‘
- Mr. Garracazr. In this we share no disagreement, on the necessity
of bringing the information together. We are in some difficulty as
to the necessity of bringing the individual’s identification along with it.
If you say on the one hand it is not necessary, why does it become
necessary to have it and centralize it? : ‘

. Mr. Rucerss. In many cases there is'no other link to bring t;he i
information together except a person’s name, or a company’s name.

1 think the best case in point might be Internal Revenue records,
matching the companies in the IRS data with the establishment data
of the Census Bureau, it is necessary to know whether this is the same
company. - Tf there is no other linkage than the name, the name is a
useful piece of identification.. In fact, that is what we use names
for generally, so I know who you are and you know who I am.. It is
a reference device, but it is only used as a reference device, .

Mr. GanvacuEr. I am glad to know what we use names for, but I am

trying to keep your name and my name out of a pool where if you
wanted a promotion there wouldn’t be a long trail as to why you
shouldn’t get that promotion if someone made a bad evaluation of you
when you were going te school. S Al R '
Mr. Rucerrs. Oh, I agree with you completely on that. ,
Mr. GarnacHER. Then why do you feel names are necessary? Why

should the individual then ‘be identified in the central data bank?

Mr. Ruceres. I guess it is the same reason why in a demographic
census _they collect people’s names. If you took a census without
“anybody’s names, you would be rather lost if you were studying mi-
gration and were trying find where a person moved to or something

of that sort in the basic records. Were you to assign everybody a

number, you wouldn’t need a name. o
~ Mr. Gatracaer. We have done that already. I am talking about
interchanging a person’s name and a person’s number.

e
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" What T am speaking of is, is it possible to establish such a céntral
data bank without personal identification? et
~ Mr. Rusarus. I would think that for the vast majority of records
this would be true, yes. ’ : L L

‘Mr. GarracaEr. Would you recommend that be done? B

Mr., Rucarss. If each individual were assigned a number instead.

'Mr(.i GarracHER. You are still leaving his fingerprints on your
record. : ~ ~

Mr. Ruceres. That is right. You must link records. In order to
link records, you need some form of identification. ' ‘

Mr. GaracuEr. Then it is impossible to set up a central data bank
without eliminating the identification of an individual? :

Mr. Ruceres. Or company or any other unit with which you are
dealing. ' ‘ ‘ '

Mr. GarnacaER. Therefore, personal identification would have to
be a significant factor In establishing your central data bank ¢

Mr. Rueeres. I would say in order to process information, this is
correct. There has to be some identification of a unit; otherwise you
would have no idea whether you had duplicates in your system; you
would have no idea as to whether you had coverage of the same group
of people or the same establishments from different sources. Tt would
be what was referred to here as an “electronic garbage disposal.” =

Mr. RosextHAL. There is no way to refine the input in this sophisti
¢ated machinery to eliminate that inadvance? ARGl

Mr. Rueerus. It would be very simple, as suggested Tere, to have
a key that would assign a new identification number to each unit that

you were using so that there would be no visible Qopriejctioh between
any record you had and any ‘meaningful identification. H 0 R
Mr. GarracaEr. But if you had a key, you could match it up?
Mr. Ruceres. Thatis right. : Sl g
Mr. RosextaAL. The key could control a group of individuals'sowe
would have no way to break it down as to who the individual invelved
was. $hidies 5 ‘ e
Tt doesn’t make sense to me at all.  In other words, you say there is
no way of eliminating the possibility of error being fed twice into the
machine without individual information ? a 8
Mr. Rucarrs. You see, one of the problems in bringing records to-
gether that you are trying to match, is to make sure, that the records do
in fact refer to the same unit. Supposing you have one set of records
that tells about the employment of the husband. Another set of rec-
ords tells about the employment of the wife. You have to bring the
records of that household together so that you can see what effect cer-
tain factors may have upon the participation of the wife in the labor
force. This means there has to be some method of identifying a house-
hold. This may be an address. In many cases it wouldn’t be a name.
The address is used in the case of establishments very often because
many times a name is ambiguous. ' A name is only one piece of infor-
~ mation about a unit. : ol '
Mr. Garragrarr. The name is not ambiguous to the bearer of the
name.

Mr._RUGGLEs. Often it is spelled differently. Sometimes the first
name is used instead of the last name or the middle name. :
Mr. Garacaer. To me it is not an ambiguous gituation for you to

haveall of my records. Iknow youhave my records.
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Mr. Ruearms. That is right, but you would not know that your name
was on them. : :

Mr. Gavrraerzer. I would know there was a central data bank and 25
or 30 people would have a complete profile and they would have togo to
a lot of trouble to assemble it, but they would not have to go to a lot of
trouble for you to gather information you should not have.

Mr. Ruegrzs. I believe though the things you would object to would
not be that someone would know your name and address and things of
this sort.  What you would object to would be as You pointed out so
aptly before, what someone said about. you or what somebody reported,
or a previous job or a previous offense, and I would presume that that

» sort of information would not be germane to these studies, and cer-
tainly not germane to a centralization of them. ril

Mr. Garvaguer. Let’s just stay on what Mr. Dunn has divided it
into. We are not talking of the Intelligence gathering center, but we
are talking about a central data, bank. A statistics gathering bank, -

It is impossible to set this up efficiently or meaningfully without
some personal identification of the people involved; is that correct?
Whether by name or number or fingerprints? il

Mr. Rueeres. This would be true not only for this data center, but
for Internal Revenue, for Social Security, for Archives, for Census,
for all holders of records. Records have to be about specific reporting
units; that is correct. , i

Mr. GALLAGHER. ‘Therefore, these records that would be included in
tthe cen'tegral data bank would have g, trail back to an individual ; is that
correct ?

Mr. Rueeres. Yes. I personally have never had the ides, of a cen-
tmlll (ilz’ca, bank. That sounds too much like 1 data morgue and it may
well be. R

Mr. Garvraerer. Tt sounds like s, morgue to a lot of people.

Mr. Ruaeres. The Social Science Research Council report referred
to-a national data center which was a, clearinghouse or cooperative en-
terprise with very strict disclosure rules, intended to be a service orga-
nization to produce statistical studies, :

Mr. Garracaer. That definition could fit a bank, except for the last
part of the sentence. While we call it a bank, some people might call
1t a data center.

Mr. Ruceres. Yes, it is a data center. This is what was recom-
mended by the Social Science Research Couneil.

Mr. GarracaER. Will you please tell me about the Social Science
Research Council ?

Mr. Rueerrs. Itisa nonprofit research foundation that gives grants
of money to scholars working in universities on various subjects. It
has received money from the %ocke’feller Foundation, the Ford Foun-
dation, and it is essentially a grant-making organization—many of
fellowships, scholarships, and so on; the grants are in universities. Tt
is concerned with the orderly development of the social science disci-
Pplines themselves. ,

The group that was worried about this problem of information for
the social scientist was worried about it in the same way that the
scientists are worried about the development, of their laboratories and
laboratory equipment, and the people in the humanities are worried
about the development of libraries.
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- The social scientists are, to an increasing extent since the computer
‘has come in, concerned with obtaining the kind of information that

" will allow them to do economic analysis and other social research that

~will throw light on roblems such as legislation, the development of
‘our society in general. : g -

‘Mr. GALLAGHER. Then you would be 2 user of the data center?

Mr. Ruceres. Well, shall we say the profession would be a user.

Mr. GarracHER. Well, your organization.

. Mr. RueeLEs. Ttisnot my organization. = ~ :

Mr. GarracHER. The organization to which you belong.

Mr, Rucarss. The organization which requested that I chair a com-
mittee on this topic for them. :

Mr. RosentrAL How could they be a user of this?

Mr. Rucares. They would not be a user of it. They are essen-
tially a professional organization. : :

r. RosenTHAL. They are interested in fostering the interests of the
profession. : N e ERLE

" Mr. Ruccrzs. That is correct. Like any of the other learned
societies. ‘

Mr. RosextaaL. Did any Federal money go into this foundation
which isthen dispersed as grants? ;

Mr. Ruceres. Not that I know of. They may have gotten some
National Science money, though I do not know. 1'do not know about
their finances.

In consulting with the various Government a encies, we found none
of them were set up in a way to service either other Government agen-

~ cies or people on the outside with an analysis of the kinds of infor-
‘mation that they had within the agency. Thus, for example, Internal
Revenue Service is set up to collect taxes and to deal operationally
with the things related to the income tax. They are not organized so
as to use as a byproduct the information that comes from the tax
forms, for other purposes. s
' Mr. GALLAGHER. here are some who would disagree with you.

‘Mr. RucGeLES. ‘Well, this is not their rimary mission. They have
set up a statistical group to publish the Statistics of Income, but only
to a very limited extent do they do contract work from outside for
either other Government agencies or people outside of the Govern-
ment. : .

The Bureau of the Census has probably done the most work for
other agencies and. for people outside, but even here the number of
requests they must turn down because their primary mission in col-
lecting the demographic census and the other censuses is so large they
are incapable of handling every request.

Mr. GarnagiEgr. How many requests have been made by grantees of
the organization to which you—— ; ‘

Mr. Ruceres. I don’t know. The Social Science Research Council ?

Mr. GALLAGHER. Yes. v

Mr. Rucares. The Social Science Research Council does not under-
take studies of its own. ‘

Mr. Garnacaer. 1said the grantees.

Mr. Rucerns. I have noidea how many grantees there have been.

Mr. GaLracHER. You have no idea of how many requests have been
made for this information ?
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Mr. Rueeres. No. T have no idea how many grantees there are.

They give out a considerable number of fellowshlps a year. 1 just

don’t know. : ‘

Mr. Gatracrer. Wouldn't that be g significant factor in asking for
taxpayers’ money? To create this center for the use of people to do
studies? T would think it would be germane to determine how many
People might want to use this.

Mr. Ruceres. You can ‘take three approaches to this. You could
have a public opinion poll on it and ask people if they thought this was
a good 1dea. : *id

Mr. Garracazr. T would think that would be rejected.

Mr. Rucares. You could also go for some sort of referendum and
essentially get the people’s view on this, ;

Mr. Garracusr. T would like to run on that platform.

Mr. Ruaarss. I think I know how both these would come out. - But
this is not quite the point. If you are running a company and you
decide that you need certain kinds of information in order to make
intelligent decisions on costs and prices, you don’t ask yourself, “After
I get this information, how many people are going to use it?” You
ask instead, “What is the usefulness of this sort of information to carry
out the things that we want to carry out ?” &

r. GALLAGHER. You don’t see a difference between running a com-
pany and running the Government? A person with a company. can

uit. L
4 Mr. Rueores. Had the IRS in the case of Joe Pechman’s tax model
asked in advance, “How many people are going to buy this?” and he
said, “Well, only one. I am' the only person that I know of at the
moment who is interested in it,” then on the basis of demand it would
obviously be absurd to cater to this whim. But TRS didn’t use this
as the basis for their decision. Instead, they asked themselves, “What
is the merit of this proposal?” Tt is'true that there was only one
customer, but the research project was so successful and so useful for
public policy and tax research the data were well worth making avail-
able. The IRS didn’t do it merely because an outsider wanted it, and
Lam not suggesting that the data center be created to pander to outside
interests, academic enterprises, or others. If the Government wants
to run its own operation efficiently, it should at least study the merits
of the matter and not ask merely how great is the demand in terms of
the number of people wanting it. ,

Mr. Garracrer. I think the question is, How is it going to best serve
the people, the citizen, and the taxpayer ¢

Mr. Ruceres. Butnot individually.

r. GALLAGHER. Yes, individually, because I think you have to con-
sider the cost-benefit ratio of what good this will do against what harm
it will cause to the individual citizen.

Mr. Ruceres. That is correct, With that T agree, but by “indi-
vidually” T guess T wasn’t speaking of the same thing. You should not
ask how many people want this particular data, or how much will each
individual asking for the data, directly benefit from it, or even how
many times will individuals use the data.

Mr. Garvagmer. It could be potentially harmful to a great many
individuals. T think it would be essential to establish just what would
be the uses that this would serve, '

i
i
)
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‘Mr. Rucerzs. I'would agree completely. , -
DMK.?GALLAGHER.w Has anybody given this any consideration, Mr.
unn? = - : ~ : : g
“Mr. Duxy. Let me add a few comments on this matter of the uses.
Tirst, of all, I don’t think there is really any way, as a matter of
practical possibilities, to determine something that we might call the
request incidence or frequency of requests upon statistical files in
the Federal Government, and certainly no way of identifying specifi-
cally what they wo 1d be upon an improved service and ,'capagbilityiof

this kind. A : s E i

~ Now, one of the principal reasons why this is so is because most of
the distribution of the in ormation which is generated by this process
-is undertaken through published documents like the Census Mono-
graph, and so forth. These documents go out to all sorts of places,
including standard library, reference, and. referral services of various
kinds. People come to these records and documents for all sorts of

" reasons without any way of ever tracing who tried to get into the rec-

ord for what, you see, for what purpose. Here is the important thing.
Well, let me make another comment on the same point and that 1s
this: To try to anticipate what the frequency of requests would:-be upon
a system which would improve the service and capabilities of match-
ing records in various ways and so forth is likewise impossible at, the
present time because it would be roughly identical with the kind of
‘problems DuPont would face when trying to decide whether to pro-
uce nylon or not. s AN
 Mr. Garragaer. Not exactly. We already have data centers set, up.
I };ohink you should determine what use is made of this information at
this point. :
‘Mr. Duxw. No, there is a distinction here and it is a very difficult '
distinction to convey and T am not sure I can be successful in convey-
ing this point. May T take a few minutes to try to convey this and
~ do it in terms of a simple kind of example?
Mr. GALLAGHER. Please do. ‘ e R
Mr. Duxx. I would like to start, first of all, from the point of view
that is very fundamental here in the whole operation of using numbers

o ~ for analysis In statistics, and so forth, and that is that no number will

convey any information to anyone, without being associated with some
other number, except as it can be related to other numbers and except
as it can be identified with an attribute or characteristic of that
“number. : :
 Let me illustrate: Suppose T were to write on the wall over here the
~ symbol “2” and ask you what it means to you. You would probably say
nothing. You might try to give it significance by saying that it is a
‘number in an array of numbers that falls between 1 and 3, but if

.

you would say that, you are already trying to associate it with some

~ other number, you see. However, if you are really quick, you will

immediately say “two what ” , i ,
~Mr. Horrox. $2 million for this system. That is what I thought

the minute you said it. , ‘ ,
Mr. Duxy. It might be that, but if T said “two apples,” the infor-

~ ‘mation content jumps immediately. If I go on and associate the

apples with the behavior of people and say two apples are eaten by the

average person each week, the information takes another jump. If I
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associate it with something else and say this compares with the aﬁer
capita consumption of three oranges per week, the information takes
another big jump. If I go further and say in spite of this national
average, northerners eat more apples than oranges, then the infor-
mation content jumps again. '

Mr. GaLraerer. Lessacid. Sl et

Mr. Dunx. That is a ridiculous example in a way, but-what I am
trying to point out here is, a task of statistical analysis or any kind of
analysis—and there is the backbone for policy administration—is a
way of associating records. or numbers that have attributes to private
enterprise, governmental units and so forth. Unless you can start with
this kind of information, you don’t have any information. You don’t
have anything that tells you anything. Tt simply cannot be done with-
out the basic building blocks which ultimately are responding units of
some sort. The building blocks must exist because there is literally no
way that you can generate a statistic without them. :

If you think you can solve this problem by abolishing the building

s .

block and leaving some kind of residue of statistics, you are mistaken

because in the process you destroy the basis for all statistics, =
Now, let me qualify this— T

~ Mr. Horrow. I think you have just indicated why we are very con-

cerned about this. L R T
Mr. Dunn. Precisely, and I am concerned about, this too. I am just

as concerned as you are. The basic reason I am concerned you see is,

gpﬁraté '—aunless it will protect personal privacy and security success-

M.{'. RosexTHAL. Mr. Dunn, following that point up, you have made
much ado about the fact that we have operated successfully in the
Census, and the information contained therein by the Bureau is rather
inviolate and yet I have just checked the statute and it says: :

The ‘Secretary Anay, upon a written request, and in his discretion, furnish the
Governors of States and territories, courts of record and individuals data for
genealogical and other proper purposes from the population, agriculture, ‘and
housing schedules prepared under the authority of subchapter (2) of chapter V. )

Were you aware of the fact that that information can be given out
by the Secretary and that he has that discretion?

Mr. Dunw~. I am not an expert on the legal provisions here. With
your permission, Mr. Chairman, I would like to come back ‘to ‘the
earlier point in a moment. ‘

Mr. Garvacnur. Could You respond to that parenthetically and then
we can get back,

Mr. Dux~. I am sure there are hierarchies of legal provisions here
and some overrule others. w

Mr. RosentrAL, This is the only exception to the other limitations
that the Secretary has placed upon him.  These are exceptions,

Mr. Duxx. I know of no instance in which the census materials
have been used—no other instance where it has been used as basically
-an information-retrieval device about information on an individual,
except, in the case of genealogical records and there, bear in mind, this
is the individual requesting information about himself.

Mr. RosentrAL. That is not what the statute permits. It permits -
much more than that and the thing that distresses me is that it may
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well be that the men we have in charge of the Bureau now are con-

cerned about these things, but the fellow in the line after him may

not be at all concerned about it and may disseminate the material and

in a very unwise, abusive fashion. : :

" Mr. Dunx. There is no point of difference between us at all on this
oint. ~ :

b 1 made the point in my statement that T think we have had enough

experience with the various kinds of technical and legal devices for

protecting security, and they have worked sufficiently well that we

know it can be done. We have demonstrated that it can be done.

I am not taking the position that all of the legal and technical
provisions which have been in effect for all of the elements and frag-
ments of the Federal statistical system Tave been adequate in their
functioning, have been adequate for this purpose. I am saying that we
have a base of experience which assures us that we can go on to review
substantive process, technical process and legal constraint to assure
that a statistical system can operate with proper safeguards and I
would suggest nothing be done without that kind of assurance being
generated in the process. :

Mr. RosentHAL. That is the point T want to make. ’

You would agree with the testimony we had this morning that before
Congress authorized the executive branch or ap ropriated funds for '
the executive branch to institute such an insta,lﬁ)ation that Congress
make sure there is adequate legislation to protect, the constitutional
rights of the individual. ' G ' : 1
- Mr. Dunw. Precisely. ‘ : , ]

I am on record within the Bureau of the Budget, in the Director’s
office, with a statement to the effect, in writing, that before a formal
proposal can be developed in terms of the substance of a system that
would be proposed for implementation, that a very substantial amount
of technical and legal staff work heeds to be undertaken and to be
accomplished, and that the first step is essentially somethingf com-
parable to what the engineers in the Pentagon mi rht call a “phase
zero” study. We have to look at this first with the kind of resources
which allow us to say “Here’s what we want to do: Namely, provide
for more efficient statistical services—and at the same time assure
and strengthen—and I emphasize “gtrengthen”—‘the protections
against personal privacy, and here is what it is going to take to fulfill
these obligations.”

Mr. RosenTHAL. It seems to me that you fellows don’t come in with
clean hands if you hadn’t considered 'that before you went to the
trouble of printing all these documents and making this presenta-
tion. It would seem to me that that would be one of the first things
T would have thought of before I went so far along as you people have.
What you are doing now is reacting to the interest of a congressional
committee. Ihavesome doubts as to whether you would have done this
had this inquiry not been held. Tt would seem to me your reputation
would have been enhanced had you done this in the first instance on
your-own, of your own volition, and included it in all these documents,
and boolks that you have prepared.

Mr. Duxn. 1 agree. I can only say in my defense in this regard
two things: The first is—and this is really the only important point—

that T was asked to come in and to review a series of procedural and
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technical processes that are operating within the Federal Govern-
‘ment as statistical services. They had nothing to de whatsoever with
intelligence services of any kind, with dossiers, with any kind of system
that would generate any information about anindividual. - V

As a matter of fact, so far as I knew, this was a preliminary kind
of a report for purposes of opening up the question for discussion,
internal to the Bureau. I am not saying by that that it is inappropriate
for documents to be released. T think it is perfectly healthy for the
discussion to get out and in this kind of form. I welcome this and I
- applaud the work of the committee in this regard.

The only reason I didn’t make a great issue over the personal
privacy issue in the report was basically because I was operating
within a frame of orientation which said we are talking about
the way in which we Improve a set of established statistical services,
and we are essentially operating within a tradition where we just take
for granted that we have got to protect the personal s ‘

r. RosenTHAL. T didn’t mean to o into any narrow personal vein
discussing these things, but apparently no one in the executive branch
wanted to assume that responsibility and everyone wants to feel that
they themselves are statistical technicians an their assignmient was
to stay within that particular role. As I see it, you can’t have one
without the other. D

Mr. Krureer, If T may respond to this point, in examining this
whole question, if we are subject to any dereliction at all, T guess it has
stemmed from the basic tradition which we consider to be firmly
established in the functioning of the entire Federal statistical system
that the confidentiality of information reported to the Federal Gov-
ernment for statistical purposes must remain violate no matter what.

Mr. Duxw. Without 1t we have no system. ;

Mr. GAarLagrarr, With that T agree, and I am happy to hear you say
that, but one of the things we found in the confidentiality question busi-
ness is that everybody seemed to take for granted that someone else will
protect the confidentiality aspects and all of the people who draw a
tigst(:i of it feel that the judgment will be made at the Bureau of the

udget. £ ;

Now, I don’t know how the Bureau of the Budget really got into the
business of becoming the public conscience for truth and personality
questions, yet they are the final authority on what is a good question to
ask and what is a bad question, or whether or not a, person’s rights are
being violated. :

I don’t know how the Bureau of the Budget got into this business.

Here we are once again taking for granted that the Bureau of the
Budget will protect confidentiality. This is one of the problems that
concerns us and I am very happy to hear all of you respond to'what is a
really serious problem to all of us.

r. Dunw. Itisa problem to us,

Mr. GavLacuer. But everybody takes for granted somebody else on
the executive level will watch out as far as this problem is concerned.
This is one of the problems and it is why we are in an era of corrosion
of the individual’s privacy. Ours is 4 very large Government and
everybody else in the Government feels somebody else will watch out
for this problem and this committee found there is not too great a con-
cern for this, nor is there a center of interest where this specific problem
isreviewed as to the interests of the individual citizen.
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"1 don’t think the Bureau of the Budget is properly geared for it. I
understand they have 10,000 plus or minus questionnaires down there
somebodyisreviewing. , G R A A
" Mr. Krorcer. It is a matter of record, as a matter of fact, in the
hearings before the Supreme Court, in the case which Mr. Bowman
referred to this morning, and it is in the decision of the Supreme Court
where they took note of the concern of the Bureau of the %udgetv with

~ this very problem.

- Mr. GarracaEr. I know you are concerned. The problem is T don’t
know whether this is where the jurisdiction rightfully belongs—to have
everybody in the Government dump their groblem into your lap and
hope you will have the personnel to properly review it. it

~ (Brief recess.) : :

Mr. GarracuEr. The committee will come to order. S

Mr. Rosenthal, being farther down the alphabet, will be here in a
minute. If we could resume, it is your recommendations, in which we
agree, that the safeguards that you have outlined here this afternoon be
built1 %nto any program that will come forward as a result of the pro-
posa : a

Mr. Duny. Very definitely. T would amend your statement only to
say safeguards of this type, and to emphasize that we need in the
process of designing such a program or system before its recommenda-
tion for implementation, to undertake staff studies which will pin down
much more precisely the legal safeguards and modifications that might
be desirable and required, and so forth. :

Mr. GarracHER. What do you think of the proposal that T advanced
on behalf of the committee this morning, of submitting your proposal
to a further study with regard to the question of privacy and adequate
safeguards?

Mr. Duxx. T think this would be a very productive effort, partic-
ularly insofar as the design of the legal protections is concerned and
their appropriateness to achieve the objective in law that is desired. I
would say, however, there are also some issues of information orgar
nization and production of substance here on which people of this type
would not have a great deal to offer, and might easily misunderstand or
confuse in some way, and would result in legal recommendations that
were not effectively addressed to the control that was desired or legal
provisions that inadvertently destroyed some essential technical char-
acteristic of an operating statistical System. It seems to me both types
have to work together. S

Mr. GarLAGHER. We would get some Yale men. iy

Tt has been our suggestion that the refining process or the sifting

rocess should be gone through before it becomes a hard proposal ; that
it go through a further committee which would not necessarily be op-
posed to the idea, but which would see that adequate legal requirements
are built into the system, and that such a second committee of this sort
be allowed to look at it from that standpoint. ;

Mr. Duxx. Are you asking me to recommend—— ; et

Mr. Garvacuer. No. I said would you agree with such -a recom-
mendation and that it was necessary o

~Mr. Donx. I would not want in advance to state that one specific
way of accomplishing this result or another is preferable, whether an-

other review committee or through some kind of staff procedure or
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what. : Thave not given any thought to this particular matter. I think
it should be ‘accomplished in:some way, and this is something that
should be considered very seriously. LA BEL 3  r
~ In this connection, I want to make the point that while I functioned
as a consultant to the Bureau of the Bud et in generating this review,
I'am not currently a consultant to the gureau of the Budget, and 1
appear here as a private citizen. : :

Mr. GaLLacHER. Yes. We appreciate your appearance, :

Mr. Dunw. I present Iy Vviews as a private citizen. I am not in a
iposit;ion to say that the Bureau of the Budget is or will or should fol-

ow these procedures in any official capacity as a consultant,

I would hope, however, the committee would not assumethe fact I
am no longer a consultant to the Bureau of the Budget is a reflec-
tion—— ‘ ‘

Mr. GarnaguER. You have stirred up a lot of waves here already.

Mr. Cornisn. I think the chairman’s suggestion this morning was

picion maybe the latter might be more productive.

Mr. Cornism. In the course of the timing, certainly it should be
before the center actually would be adopted as a firm proposal. I do
not know exactly at what stage it might be, but certainly before that.

Mr. GarracaER., Mr. Dunn, we have now determined that it would
be necessary to have some individual identification to a statistic;
therefore, to a group of statistics, Each statistic must in some way be
related back to a person, symbol, number, or name, - '

I would like to ask you one other question : You say this system is not
an intelligence system. Would it be mechanically possible or impos-
sible for this system to take on the characteristics of an intelligence
System as the byproduct of a statistical system ¢

Mr. Dunw. I'would like to answer that in the following way : First
of all, I should like to give your concern in your question maximum
support. ‘As a matter of pure logic or philosophical premise, it is
obvious that there is no system that can be desioned by man that can-
not also at least logically or conceptually be broken by man. To make
any statement or take any position to the contrary is foolish. It can-

I am saying that I think we have accumulated in the area of sta-
tistical systems a very substantial experience with legal constraints
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tistical systems; that having had this experience, we know these kinds
of things can be made to work and we know these kinds of things can

be extended in a number of ways and, as a matter of fact, strengthened

through the application of the computer, that is, bringing the com-
uter into the control process iteelf, © onoi i oV g
~In the end, one simply has to say that we live in a.system. of law.

Unless we have confidence that we can make a system of law work, we

just do not have any recourse to anything. . - Aty o

Mr. GALLAGHER. Our system of law is conceived on a system of

" checks and balances. Are we not bringing about a vast imbalance here,
and will we not have to rely on benevolent people using this for
benevolent purposes? : ;

Mr. Dunx. 1 donotthink so. :

Mr. GALLAGHER, Are we not creating the capability or are we not
creating an instrument that can bring great imbalance? Suppose
you had a nonbenevolent group in charge of a data center and then
we threw Larry O’Brien’s book on how fo win elections into the com-
puter, and then started to assimilate files on the 100,000 most likely
delegates at the next convention. We would come out with some pretty
interesting profiles and statistics, would we not? :
~ Mr. Duxw. This is a complex question. There are several ques-
tions, as a matter of fact. ‘

Mr. GALLAGHER. 1t 18 2 complex issue. I am reducing it to a very
simple political question. «

r. DunN. Let me answer in this way: First of all, T would agree
with the statement Mr. Bowman made at the close of his testimony
this morning. I think it quite appropriate and desirable that we
not only think about controls upon tﬁe output, what can go out of the
system, Here the basic notion is that no data about any individual
can be released for any purpose——

Mr. Garpacurr. Let us not talk about releases. Let us assume
that it cannot be released.

Mr. Doux~. The other thing that is very desirable and necessary
is to think about what kind of things it is legitimate to %u‘b into a
statistical system. This is, I think, a matter of considerable interest
and concern, and is another thing that needs to be thought very much
" about. Statistical systems as & matter of fact have never character-
istically had very much information in them of o personal character,
about the sex life of the individual or psychiatric interviews or things

ofthatkind. ... : ‘

Mz, Garracuer. If you put in the MMPI—

My, Duny. IamnotsureIknow what that is.

Mr. GALLAGHER. Minnesota Multiphasic Personality Inventory,
- which has a complete listing of your sex life, your religious beliefs,
whether you love your wife or who you like to look at a movie with—
all of this sort of thing. If you start programing that in the interest
of statistics and press the button, you would have all the information
you said would not be available. L

Mr. Duxw. If it is not socially desirable to put this in, keep it out.

Mr, GarvAcHER. It 18 socially desirable. (gth'erwise, why did the
Bureau of the Budget up until recently approve it as a test?

Mr. Krureer. We have never claimed specificially it would be so-
cially desirable to put that particular kind of information into a data
center.
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Mr. GArLsGHER, "Why would you use it in ‘the first place?

Mr. Krureer. Someone had g very legitimate and important ‘use
for'the‘in’fonnation. o ' St S

Mr. Gatraceer. Then it is Dot impossible to think that someone
would think it would be a ve Important use if we gathered up all
of the people who took the ) MPI and aceumulated"some statistics
about how many people are happy ‘with their Wivés or ‘whether ‘they
believe in the second coming of Christ, : : e

A lot of people do not believe in the first, so they are going to be dis-
criminated against automatically by the computer, Mg '

Mr. Krurerr. This is the importance of the question which needs to
be given further consideration—what kinds of data should go into g
centeriin the first place. : ' g o 7

‘Mr. GALLAGHTR. Yes; thisisa very essential question, T should think.

‘Mr. Duxw. There is an additional point here, Mr. Chairman, which
I think is worth some attention which has not come out in the discus-
sion thus far, I believe. You have the data that are in there. ILet ug
start with the assumption it is hedged about with all kinds of protec-
tion, procedurally and legal.

r. GALLAGHER. Thisis the 9,000 reels?

Mr. Dun~. No. The 9,000 reels, if T may, I would like to come back
to, because there is a specific response on that which was not handled
this morning, but that is not germane here, s

You have data in the information System. TIn the first lace, it is
restricted data, restricted not only in terms of its a‘vaila‘biﬂty but in
terms of the kind of data you have in it. Let us even assume you have
stuff in there that someons would like to get at. He has some motive
for breaking the system, if T may put it in these crude terms. The sim-
Ple truth of the matter is that it is just not going to pay him to try to
break the System, quite apart from whether or not it could be done.
Why? Because what has he got to do? e has to break the law.
The penalties can be severe, He has to induce some key group of peo-
ple, and maybe some of them are responsible to both Congress and the
administration, or something of thig kind, under the new procedures.

hey are going to break the law and violate their function.

fter he goes through all of this, not only breaking the law himself
but having a whole series of very impossible and improbable kinds of
people to break the law, what is'he confronted with? What is it that
he wants? He wants some data about an individual, Why would be go
to all this trouble and then, after he had gone through this kind of
beltline or chain process, get to a file of several million records which
must be searched through for thig information 4

Bear in mind, for statistical purposes this information is probably
not organized with all of the data about the individual in one place. It
is scattered all through the System, because that is the efficient way to
organize, the format of data for statistical purposes, not the efficient
way for intelligence purposes, but the efficient way for statistical pur-
poses. He has to go through all this. Tf what he wants is a little bit
of informat.ion about one individua] or even a few individuals, it is

r. Garracaer. He can do that now, but when you are centralizing,
You are reducing the cost and Increasing the risk., ‘
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~+ Mr.Dosx No. Presumably— e
. Mr. GaracHER. You just told me +this could be converted into an
intelli%réce system. i o
Mr. Dunx. Notifitis protected by law, and even then it would be a
~ very costly thing. It would bea very improbable kind of thing to do.
- “Mr. GALLAGHER. Would it:not be more costly tobuild in safeguards?
~Mr. Doxx. Tam talking about the safeguards: -1 am assuming the
safeguards. I am not questioning the safeguards: I am saying we
have to have those. T-assume that ;you were raising the question, even
assuming we have a protected: system, don’t you have a system where
the stakes for getting into the system are not so high that safeguards
might be brought into the system? I am responding and saying con-
ceptually there is no system that cannot be broken, but if you have 2
system that is safeguarded appropriately, the cost of trying to break
the system is astronomically beyond the value of getting an mdividual
piece of data which could be much more economically and much less
riskily gotten in some other way if what you want is some data about an
individual. : Gt ~
| You see, it just does not make sense to try to go into some great big
gle or record—for me, for example, if T wanted to find out something
about Paul Krueger, to 2o into some big file or record where some lim-
ited number of characteristics, which might not be the ones I am inter-
ested in, are included with millions of other records, and try to prosti-
tute a lot of people in the process, to find that out, when the chances
are by hiring a private detective or going around and snooping a little
bit myself or talking to a few of his friends I could find out practically
all the things T want to know about him anyway.
Mr. HorroN. May I ask a question at this point, Mr. Chairman ?
T think you have been here and heard Mr. Macy’s article referred to
in which he, the head of the Civil Service Commission, talks about the
wonders of this new system and says that direct tape-to-tape feeding of
data from one department to another may become cOmMMON. Then he
oes on to say how they have used this computerized file to get names to
Furnish to the President for candidates for presidential appointments..
So they are already using this system. ' f
Mr. Duxy. No,sir. MayI make a correction? They are not using
this system or any system like it. This is not a statistical system. It
 is an Intelligence system. In my testimony I madea clear distinction
~ andsaid Tamnot talking about that. P
. Mr. Hogrox. You were talking about getting some information on
Mr. Krueger. : -

Mr. Duxy. What I was saying is if T wanted to try to use a statisti-
cal system for intelligence purposes, it would be a very inefficient way
to try to get intelligence. ;

- Mr. Horrox. But you could doit. Itisonthetape.
 Mr. Duxy. You might be able to do it by breaking the law and
getting six other people to break thelaw. , :

Mr. Horron. We do not have any law on that now. ‘

Mr, Doxx. I am saying you do not establish it until you do have.
Mr. HorToN. Could T ask a couple of questions, Mr. Chairman ?
Mr. Garracaer. Mr. Horton.
Mr. Horron. In this report of yours, Report No. 6, of December
1965, there is an appendix B which'is referred to on page 6. Yousug-
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gest, under existing authorities, to begin werk on these 9,000 tape
nucleus archives identified in appendix B. T am not sure whose report
appendix Bis. Isthis your report? : i e

Mr. Dunw. Tt is my report; yes, sir::

Mzr. Horron. Appendix B is'your report,? |

Mr. Dunw. No, sir; appendix B is not m report. That was pro-
duced by a gentleman from the Bureau of Labor Statistics by the name
of Mr. Men elsohn, who was on loan to the Office of Statistical Stand-
ards for the purpose of making this review at that time, v

Mr. Horron. He was working for you ?

Mr. Dunw. That is correct.

Mzr. Horrox. You adopted this appendix B?

Mr. Dunx. Thatis correct,

Mr. HorTon. As your report ?

Mr. Dunw. Thatis correct,

Mr. Horrown. You went over it very carefully, T am sure,

Mr. Dux~. Thatis correct. : ‘ ‘

Mr. Horron. In the report you talk about data bank requirements,
and you talk about getting all these various reels that are now out in
the other agencies, into this central statistical center. .

that was mentioned earlier, to clarify this point, because there is con.
Tusion residing on this point ? :

In my report I identify a number of functional areas in which some
Improvements in efficiency are useful and required. Many of these

personal privacy is concerned. Ong of the areas that I was talking
~ about in this area was the problem of archives. This was the fact that
there exists at the present time within the Federal Government no
established set of procedures or standards for determining what
records in the agencies will be archived ; that is, preserved in ways that
can be used subsequently, nor any institutional means nop any standard
funding process for seeing that they are protected.

One of the very serious problems we have had for some time is the
fact that many very useful records are being destroyed Inadvertently
- Orunnecessarily., =

Mr. HorToNn. Wait a minute, Mr. Dunn. We do not have all night
here on this—T wish we did have—to go over all this information, 1t
says: :

Data bank Tequirements, An estimated $3 million to '$3.5 million ang 3to5s
years are needed to stock the broposed data center with Federal statistics now
in existence. . H : i

You are not talking about any archives. You are talking about
stocking the system. Then you say :

These data will probably comprise about 20,000 reels of magnetic tape. How-
ever, a Federal center could be stocked with a respectable volume and variety
of data relatively quickly for about $260,000 at the rate of about $27 per reel, A
bank of 9,000 tape files could be established in about g year. ‘Such a course would
provide a fairly representative selection of significant data including, for ex-

ample, 750 reels of the Census housing data.
You arenot talking about archives there, are you ?
. Mr. Dun~. Yes, sir. My language may not communicate it effec-
tively, and I shall take the blame for that, but what basically was

Intended there, what we were talking about, was not the matter that we
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would tale some reels immediately and, without any previous authori-
zation or any review of this’ rocess, set, up & data center which would
perform all these integrated functions. 1The thing which we had in
mind there was that there is a tremendous amount of spoilage taking
place in existing records because wo do not have procedures for pre-
serving them, and that very simply, within existing authorities -and
procedures, we could start with 9,000 reels or some specified number of
reels—I do not remember the detail now—and put them under .some
rovision that would assure they would be preserved and protected for
uture use, safeguarding them.

Mr. Horrow. That isnot the substance of this appendix B. The sub-
stfance here is to build up a library for the data bank. That is the basis
of it. S

Mr.Duxw. The other function—— :

Mr. Horron. Now let me read you something else on page 3 of that
appendix: : :

Agency representatives seems excessively concerned “with the confidentiality
question. Turning data over to a Tederal center would be a breach of contract
with respondents who have been assured that none but agency personnel would
view their reports, it was said. I tried to convey the assurance that if a data
center were established it would assume the obligation of protecting both the
agency and the respondent. Since feelings on this matter run quite deep; some
steps should be taken at the outset to vitiate them or discussions beyond this
narrow consideration could founder. One constructive suggestion was made in
regard to confidentiality. Mr. Robert Mencke, of the Securities and Exchange
Commission, expressed the view that corporate concerm dealt mainly with cur-

rent affairs. It was his feeling that after a period of 5 to 10 years back, data
could be exposed to public view without serious objection by respondents. There
would be difficulty, perhaps, in applying such a rule retroactively, but “‘a notice
to this effect on future collections of data might serve to make the problem less
troublesome in the years ahead. i

How do you explain that? i ‘

Mr. Duxn. This is a report of a man who went out to interview the
agencies and get their reactions, and he is reporting on their reactions.
The reactions to me seemed to be perfectly sensible.

Mr. Horron. You adopted this, you told me in the beginning. T
asked you if you adopted that statement, and you said you did, and you
put it 1n this report. : , o

Mr. DuNx. Eet me correct myself. I do not imply that any or all
of the things suggested in the appendixes were included in the sub-
gtance of my recommendations. '

Mr. Horron. On page 6, under subdivision C, you say under exist-
ing authority to begin work on the 9,000 tape nucleus archives
identified in appendix B. :

Mr. Dun~. That was to protect them from being destroyed in-
advertently, not with the purpose of initiating a system.

Mr. Horrox. Now moving to the next consideration, this is going to
be on that tape, is it not ¢ , ; i

Mr. Duxx. What is going to be on thetape? . ‘

Mr. Horron. All this information that comes from these various
agencies and some in the future.

Mr. Duxy. Whether they are all in there or not, I would presume
is subject to the review process which would be a part of the system
design which says what is legitimate to go into the system and what
is not.
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~ Mr. Horron. Youvery carefully pointed-outthe distinction between

- anintelligence and a stafistieal system, and this is very fine. - It sounds
fine. 'But the question that I have to ask has to do with the basic dis-
tinction between the statistical system and the intelligence system,
because it seems to me that a statistical system is the same thing ba-
sically as an intelligence system. You can get intelligence informa-
tion off a statistical system, can younot? ‘- '

Mr. Dunn. There are records about individuals and individual at-
tributes in a statistical system. They have to be there in order for it
to work. It cannot be used as an intelligence system if it is properly
safeguarded, and T maintain it can be properly safeguarded.

Mr. HorroN. When you say “properly safeguarded,” I do not know
any law that is going to apply to a machine, You detailed on page
4 how the machine could be set up to do thisand not to do that. It
could be set up so you could get personal information on an individual
at a push of a button, could it not ? -
~ Mr. Duxw. You can design intelligence systems, yes, that will re-
trieve information and even dossiers, if you like, on individuals. This
can be done. ,

Mr. Horron. This system that you are talking about. I want to
know technically, not legally but technically, can this system be set
up so it could be converted into an intellioence system ?

Mr. Dux~. Any kind of system can %e set up to perform any pur-
pose, yes. I would say we are not setting one up for that purpose.

Mr. Hortow. I understand you are not setting it up for that purpose, i
but what T am concerned about is the fact that you will have available ]
in one place all this information that comes from the Department of
Defense, the OEO, the Civil Service Commission, the FBI, from
wherever and whatever source you want. All these magnetic tapes
will be put in there. That information will be fed in one way or
another. o

Mr. Dun~. Not unless you decide all these things are appropriate
to put in this in the first place.

Mr. Horron. Have you decided what is to be put in the system?

Mr. Dunw. No,sir. = That is not my role or funetion.

Mr. Horron. Did you recommend anything with regard to that?

Mr. Dun~. Ididnot.

Mr. II‘IORTON. All you recommended was setting up the monster, if
you will,

Mr. Duxx. Whether it is a monster or not depends upon whether it
is properly safeguarded. '
Mr. Horrow. You said it could be called that by a layman, and T
-adopt that suggestion of yours,

Mr. Duxnw. It would e.appropriate to call it that if it were so de-
signed to perform in that way.

‘Mr. Horron. It could get all this information in it.

Mr. Duxw. It could be designed to do that.

Mr. Horron. It could on the push of a button get this personal
information about an individual.

Mr. Dunw. It could be designed to do that, but then it would be
an intelligence system and not a statistical system. I would assume
the object of the whole exercise is to safeguard against that in terms

- of both the legal constraints which can be applied and the substantive
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and procedural processes that can be applied, using, as 2 matter of fact,

the computer as an aid in the security process. ‘

Mr. Horron. 1 am sure I am not an expert on how Government
works, but I know how these things generally happen. You start off
with a report like this, and then the first thing you know, something
else happens. The first thing you know, you are getting this per-

‘sonal information. This is a report, and 1 realize that you are not
responsible for the legal ramifications of what happens once you make
the report. 1 appreclate the fact that you are no longer a consultant

~with the TFederal Government. : :

But you have made a recommendation for a central data center that

- could get all this type of information I am talking about, and you do

not define in here, at least in your report, as 1 see it, the difference be-
tween intelligence and statistical. ‘ ‘ ' :

Mr. Doxx. That is precisely the point T admitted to Mr. Rosenthal
earlier in the testimony this afternoon. Iregret that.

Mr. Horron. Your recommendations are not along those lines.
Your recommendations have to do with a:lot of other things. That
is, on page 4: «Manage the Archives records, develop referral and
reference services, provide explicit facilitating services for users.”
do not know who the wysers” are, but it continues: “including: file
arrangements, cross-tabulation, extending output options,yobt,ain trans-
lations, file modification, record matching.” Can'you"indentify which
of these is statistical and which is intelligence ? it

Mr. Dunx. Allare statistical.

Mr. Horrox. All of them ?

- Mr.Dunx. Yes,sir.
* Mr. Horron. Every one of them? : . :

Mr. Duny. Yes, sir. - There was no time in the preparation of my
report, consideration of any part of it, that there was any intention to
address ourselves to the issue of intelligence systemsatall.

Mr. GALLAGHER.: Would it not be a problem to address yourself to
that problem, so that it wasnot built into this system ? St

Mr. Duxx. Ibegyour pardon? . s

Mr. GALLAGHER. Would it not have been advisable to address your-
self to that system in order to prevent it from having the conversion
possibilities of becoming an intelligence system ? .

Mr. Duxx. This is something that may very definitely need to be
addressed in the process; yes, sir. ~

Mr. Horron. That is all. :

Mr. GarLAGHER. Mr. Ruggles, how close has the Kaysen report been
watched ? - :

Mr. Rucares. I honestly do not know.

Mr. GALLAGHER. Youarea member?

Mr. Ruceres. Yes, sir. Professor Kaysen has taken a new job and
in the process of transferring from Harvard to the Tnstitute for Ad-
vanced Study, he has, I think, been somewhat busy and the com-
mittee has not met for a final time. The report is still in draft.
“Mr. Garzacaer. Tell him that he has overwhelmed the Congress up
-to now. : '

Mr. Horrox. Mr. Chairman, T did want to ask ‘one question.

Mr. GALLAGHER. Yes. ‘ ; : i

- Mr. Horron. Mr. Ruggles, you are 2 member of this Research Coun-
cil, Social Science Research ? ;
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Mr. Rucerrs. N 0, T am not.

r. Horron. You work for them, is that it ?

‘Mr. Rucarzs, No; the way the SRC report came about, was that
the American Economic Association requested the Social Science Re-
search Council to undertake g study of the problem of the preserva-
tion and use of economic data.

- I was asked by the Social Science Research Council if T would chair
a committee to study th i i

lem for 3 to 4 years, conferring with the various government, agencies
and so on, and after that time brought out a report.

Mr. Horton. That was the so-called Ruggles report?

Mr. Rueeres. That is correct,.

Mr. Horron., The council is a private organization, is it not ?

r. Rucerms, Yes,

ér. Horrox. Would the members be users of this type of informa-
tion?

Mr. Rugorzs. No, they would not.

Mr. Horrox, They would not have any call on it ?

r. Ruaares. No interest or function:

r. Horron. Do they call on the Federal Government now for any
of these services?

r. RugaLes. No, T would not be able to testify on this because I
know nothing of thejr finances. T think they are mainly supported by
~ Rockefeller and Ford and other foundations,

r. Horron. I was thinking in terms of statistical information,

Mr. Rugeres. N 0, they do not do any research work whatsoever.,

r. GarracHER. T think you brought out before that grantees of
that organization would make use of it,

Mr. Rueeres. The SSRC gives scholarships and fellowships to
scholars. Tt is like the other foundations and research groups that
give away money. :

Mr. Horron. ;i‘he grantees may be users of that information ?

r. Rueeres. That is right. In another connection, my wife and
I are doing a Social Science Research Council Project at the Census

ureau on price-cost behavior of manufacturing establishments. This
study is done under elaborate safeguards of disclosure, you will be
happy to learn,

r. GALLAGHER. Tam.

r. Rueeres. In our research we never see the individual firm or
establishment data, Nevertheless, the computer was used on estab.
lishment data, for the first time in 1954, Methods were devised on the
computer to match the individual establishment records to provide a
continuous report for the same establishment for g, period of time.

he purpose of this project was to study, for producers as a group,
whether in a period of high demand, producers tend to raise prices
more than their costs, or whether they tend to harrow their margins

see how on an average they all behaved. Thig is the sort of work
which the Social Science Research Council, together with the Census
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Bureau, sponsored in a geries of six or seven majsor‘:monagmphs that
attempted to utilize census ‘materials for academic research. - The
" money originally came from the Ford Foundation. This isa typical
sort of thing they undertake. ; , e i
Mr. Horron. In your initial studies did you try to differentiate be-
tween this classification that Mr. Dunn has come up with now of today
here, this intelligence system, and statistical system approach?
Mr. Rucares. No. We were very much aware of the problem of in-
dividual disclosure. ‘This, as a matter of fact, was very, very ‘evident
to the committee right from the start and we did emphasize in the
SSRC report that proper disclosure safeguards had. to be provided.
Mr. Horron. With this ctatistical system that has been described
by Mr. Dunn, does it not have for all pmctical“purposeé‘the intelligence
system built mnto it? All the information that is there is related to an
individual; is itnot? P ; J ‘
" Mr. Rucerss. Yes, sir. 1 would say that what you point out is quite
- correct. There are really two ways 0 subverting this system. I worry
about this and 1 think you do have to build safeguards. One way is, of
course as you suggest, that instead of a benevolent group in charge you
oot somebody in who is not interested in the public %ood and he uses
it for private purposes. ‘We have to worry about t is whenever -we
%fpoint a Secretary of Treasury, or whenever we appoint an Attorney
General, or whenever any of these major appointments have been made.
Mr. Horrox. Excuse me for interrupting. Tam worried about that
but I am—— : : R g :
~Mr. RuceLEs. You should be. - Lt S
Mr. Horron. I am also equally worried-and more so W rried about 5
or 10 years fromnow. : bl e
" Mr, Rueetes. That isright. s s L g
Mr. Horron. The bureaucra‘t,'asMn'Packard described him yester-
day, for the sake of efficiency and for recommendations to short circuit
the different problems that he might be up 2 sainst says “it is impor-
%ant f;,)r us to have this information. There might be a good. reason
forit. = :
~ Mr. Ruceres. This is the same thing. S
Mr. Horron. I am so happy we have one of these banks. T think
it is wonderful. This is certainly the type of information we need.
The point I am trying to make is this: I may very well in b years
from mnow say this is fine and this information ought to be made
available. What happens to the private individual citizen and his
~ rights involved in that? That is the point T am trying to make. This
does put this information into a central system and one of the points
that has been made throughout, our hearings has been that by having
this information dispersed—Dbirth certificates in one place, military
records someplace else, and bank statements someplace else, it is some-
what safeguarded. g , T ,
‘As a Member of Congress T am sure that the Government has some
information on me about money that I have received or statements
that T have made In connection with campaigns. All this isin different
places at the present time. ‘Now what we are proposing is to make it
available in one central place ‘where we can, regardless of how many
safeguards we have, set the system up. technically so that with the push
of one button a card will come up and give all this information. That

is accurate,is it not?
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Maybe I have not covered all of it but that is possible, is it not?
Mr. Rucerss. T do not think it is really possible to bring all those
records together. If you want my frank opinion, I think that is just

dreaming. : L : o
‘Mr. GgALLAGHER; David Sarnoff said in his article that by 1976 a :
computer will be eapable of making 400 trillion computations an hour,
or 2 billion computations per hour for every man, women, and child,
- (The article appearsin app. 3, p. 298.) 0 S
Mr. Ruceres. You do have dangers in the System and they are !
- bresent. I think we have to concern ourselves with them. We have
now Archives. Archives is g general central system. You have to
realize this. They have under their direction and their control all
of the IRS records. They have all of the presidential papers of
Kennedy, Eisenhower, all of these people. . They have all of the basic
documents of the United States under their control. You are quite
right. Itis possible for these to be subverted.. It may be that Archives
Mr. Horron. But it might be possible, would it not, that it would
be subverted, but, for ood purposes it could be made available. That, "
iswhat I am concernéifabout also.. g e ey
Mr. Rueeres. That is right. "I think that we have to worry about
this and ask whether centralization of many of our functions is at all
useful. I know the Congress worries about this a great deal. Per-

aybe even many of the powers that the Federal Government has

should be broken up. For instance, maybe we should not have g
single tax system. e i TN e

Mr. Horton. You are getting into something else,

Mr. Rucores. No, it is the same sort, of thing, =

Mr. Horron. We are talking——

Mr. Rueeres. Centralization brings power, ke Ay

Mr. Horron. We are talking' about the preserving of the right of
privacy of an individual and making it impossible %or:a.ll of the in-
formation on him to he made available on: just a snap of a finger,
That is what we are trying to do. We want to safeguard him as best
we can in this computerized jungle that he lives in at the present
time, SR e S .
Mr. Rucerms. If what you are asking is, should we bring all the
information from all agencies about every individua] together, I would
put an emphatic “No” to that, Then does it follow that we should
make sure that no information about any individual ever gets together
anyplace? : oo S ‘ i

l\ﬁranswer to that would be “No.” Obviously, the best position is
somewhere in between. We do want to build these major economic
statistics systems. s e Sy L

r. GALLAGHER, Mr. Horton’s concern parallels the concern that

You yourself in your statement pointout: : st :

One of the most encouraging developments of recent years has been the in-
creasing recognition that information obtained illegally does not ‘constitute
broper evidence, and that certain agencies of the Federal Government itself may
-have acted illegally in their attempts to procure such information. Thus wire-
tapping, improper Seizure of records, etec., are now considered illegal in situa-
tions other than those directly concerned with national security. i “
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Mr. Rucerrs. That is correct, e el Sl =
Mr. GALLAGHER. You recognize the fact that within the Federal
Government, sometimes its enforcers do act illegally to ‘obtain this
information? ; T ; o &
Mr. Rueeres. That is right. o , G
Mr. GALLAGHER, You have rightly stated that the courts have
thrown this out. But on the other hand, we have all sorts of little

cute devices now in the enforcing area where you can use illegal

‘information and not admit where you get it, and not admit it as evi-
_dence, but under the proadening immunity statutes {ou can put some-
conclusion, well

~ beyond the point of the crime for which he might be committed on.

 ¢ivil contempt of court if he has not admitted to the information.
bein% obtained illegally. = gt T
A1l this ties in with some of the concern a lot of peo le feel and

we could very easily drift into a police state where you do have cor- o

rosions at every level. Iamvery happy to read of your awareness 0
these very problems. = Shonre ;
These arethe concern of the subcommittee. 7 e
Gentlemen, on behalf of the committee T want to thank you very
much for your appearance here and for your testimony an helping
to air the problem a little more. You have made a real contribution
to our understanding. With that, I want to thank you very much
for being with us today. o
~ Mr. DuoNN. Thank you for giving us thisprivilege. 7
~ Mr. GarracuER. The commi tee stands adjourned until 10 a.m. to-
morrow morning. i ,
(Whereupon, at 4:30 pam., the committee adjourned, to reconvene . :
at 10 a.m. Thursday, July 28, 1966.) S
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Houss OF REPRESENTATIVES,
SPECIAL SUBCOMMITIEE ON INVASION OF PRrIVACY
or THE COMMITTEE ON GovERNMENT OPERATIONS, i
‘ ' ERA Washington, D.C.
The subcommittee met,. ursuant to recess, at 10:19 a.m., in"room -
9247, Rayburn Office Building, Hon. Cornelius E. Gallagher (chair-
man of the subcommittee) presiding. e Gl
Present : Representatives Cornelius E. Gallagher, Benjamin S. Ro-
senthal, and Frank Horton. . e
Also present : Norman G. Cornish, chief of special inquiry ; Miles Q.
Romney, associate general counsel, Committee on Government. Opera-
- tions; and John Forsyth, special minority ¢ onsultant. ‘ B
Mr, GarnacHER. The subcommittee will come to order. .
The first witness this morning is Mr. Paul Baran, computer expert
with the Rand Corp. In the opinion of the Chair, he is one of the few
persons in the United States acknowledged as an expert in the rela-
tionship between the development of computers and the invasion of
rivacy. 5 , : ‘
P Mr. yBaran has received his B.S. degree in electrical engineering
from the Drexel Institute of Technology; M.S. in engineering at the
University of California; and his M%y thesis dealt with computer
simulations as an aided adaptive printed character recognition scheme.
While at Rand, Mr. Baran has also served on several ad hoo Depart-
‘ment of Defense committees and as a consultant to the Tnstitute for
Defense Analyses and the Stanford Research Institute. The Depart-
ment, of Defense panels include those on the communications network
switching and survivability of command and control. S
Mr. Baran is author of many'egapers in the field of computers and
communications and has lectured at the University of Michigan on
computers in real time. He is a member of the Association for Com-
puting Machinery and a member of the Institute of Electrical & Elec-
tronic Engineers, including its professional groups on computers and
communications systems technology. ‘ S , ~
The 'Chair welcomes you here this morning, Mr. Baran. Would
you proceed.? : A ;

STATEMENT OF PAUL BARAN, COMPUTER EXPERT WITH THE

RAND CORP,, SANTA MONICA, CALIF.

Mr. Barax. Thank you, Mr. Cha:irm%,' I would first like »tov'sum&‘-
marize My remarks and then delve more deeply into the reasons for
my position. I do so in the role of the private citizen and not as a

representativeof the Rand Corp. or its sponsors.
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I have been asked for my viewpoint on a centralized Federal data
system, but I have broadened my response to direct attention to a
larger issue: whether, in Tact, we might not already be part 'way down
the road building a system with all the obvious dangers of g single
Federal data system, but without its clear visibility,

The problems of the invasion of privacy are, in my view, significant,
and they will exigt whether or not the central data bank is created
by the Government, Individual data systems, both public and private,
now being developed, can be tied together eventually into a network
that will present essentially the same problems. e

Every time someone broposes a system that handles embarrassing
,information, We are commonly reassured by the words, “Only those
- having a legitimate need to know will have access to the information.”

While the statement rings seductively of safety and is granted in good
~ faith, its validity is sometimes overstated— articularly when such Sys-
- temsare interconnec,ted. As one familiar with the inherent weaknesses

of both our computer and 'communications systems, I am less sanguine

about these assurances. . L

My remarks are intended to raise a healthy skepticism to this sooth-
ing sirup.. . While ‘our computer and communications systems are fool-

- broof, they are not smart-proof. These Systems are. wide open to
tampering by anyone sufficiently intelligent and motivated enough to

take advantage of their weakspots. B

My key suggestion is that we proceed slow]

‘ ‘owly and cautiously to insure
that proper safeguards are bui t into the systems from the outset. I
do not propose delay as an obstructionist act, but only to allow the
thought rec uired to insure const ruction of the safety features Tequired,
But this t:ﬁ{es' time—and dollars. The full ramifications of the prob-
lem areas created are not yet well understood by the computer pro-
fession. And this is too important g decision to leave to any single
computer manufacturer, _ ; S ~

There is at present little financial incentive for any single computer

- System supplier to conceive and create new safeguards, Perhaps this
may be attributed to the lack of sophistication of each individual user
or perhaps no single user can demand extra new safeguards when al-

systems of a larger, overall system now under growth. ,
: he men guiding the computer companies, the ones who must per-
- form the detailed work of building safer systems, in my experience are
among the most public spirited and enlightened in the Nation, But 1
believe that they will get on with the job more rapidly once their atten.
tion has been directed to the long-range implications of thejr babies.

possibility of the inadvertent mvasion of privacy by the computer. I
am highly pleased but, T must confess, surprised by the rapidity with
which Congress is addressing itself toward the examination of this
subject—one not yet generally recognized as being a problem by most

.“;,‘ . _ _ . R
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- This subcommittee is .considering’ & épeciﬁri;\pmp%al: to build &
Jarger centralized data base for the Nation'to reduce the: costs of du-
plication of files and to provide more rapidly available information to
those with legitimate need. The initial goals are valid and useful.
But of common concern is the range of possible side effects. - In general,
1 wonder about the potential threat to our historic right to priv acy that.
could be endangered by a lack of appreciation for the present-day
limitations of the com}auter and communications technology that could
allow tampering of files by & ‘gsophisﬁicated*érimina‘,l; or a conspiracy,
or even Government itgelf. e et ; e

The initial questions are those of examining the presp@.sed:{cent?afli

file system, considering its weak spots, and creating a precise deserip- -

.
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tion of those safeguards required that are technologieally and eco- - '

nomically feasible. If the gap 1s too great, then clearly we should not

puild the system. But as a practical matter we should realize that
eventual development is almost inevitable. We would do well to con-

centrate on the more constructive and larger issue of : How shall we

control the development of the automation of all»SEnsitive%ﬁkinfoffm&ti-on :

files in order to best protect the rights of the individual and. void &

«“1984” nation@ e e o A
This may sogmdpessimistizc, but if one can save moriey automating

a data system it is only a matter of time until it happens. The only

questions are: When? and How ¥ 1 would like to add the further dis-
tressing thought that we may ,a»lread(fnbe well along in the creation of
the very system whose needs and dangers we are discussing today.
This might sound bizarre, but consider the following line of reasoning :
"Our first railroads in the 1830’s were short ‘routes connecting local
population centers.’ No one sat down and laid out & master plan for -
a network of railroad rails. With time, an increasing number of such
separate local systems were built. A network gradually grew as eco-
nomic pressure caused the new links to be built to span the gaps be-
tween the individual routes. A i i
We didn’t start to build & nationwide telegraph network in the late
~ 1840’sy only independent telegraph links. But it was not Jong before
wo had an integrated: nationwide network. - Even the name; Western:
Union, recalls the pattern of independent links joined together to pro-
vide a more useful system. Al Py e e b
We didn’t start to build & nationwide telephone system in the early
days of the telephone in the 1890’s. Yet, today we have a highly inte-
~ied telephonenetwork. Fair i ahegen i
Such patterns of growt " are not accidents.  Communications and-
 transportation are services that historically tend to form “patural

monopolies.” The reason is well understood.  It's cheaper to share

use of a large entity than to build your own: facilities. Hence, if you
were to look at the earth, say, from the far-off vantage point of the
moon, it would appear that the growth of these integrated netw rks
out of individual pieces is almost biological. ' Coo R
‘So much for history. What is of concern tous is that automated in-
formation files have the same properties as communications and trans-
portation that causes the integrated networks to be‘selff—ag‘glomerating. '
Tt is cheaper to share the information by tying together independent -
systems than by building a very large number of highly duplicating

systems without ' interconnection. But “nformation” can be too




v all

T —R.

reproduced and widely transmitted very cheaply. .
Today we can see the ‘independen.t, Private automated. information
systems being interconnected to form larger growing systems. The
di'reoti‘()nof.‘growth iselear. e :
My thesis is this : Today we are already building the bits and Ppieces
of separate automated information Systems in both the Private and

- government sectors that so closely follow the pattern to the present.
Integrated communications strictire that a de facto version of the sys-
- tem you are now pondering is already into the construction phase. It

is in many ways more dangerous than the single data bank now being
considered, P ' ‘ ‘ ’

“There is no culprit.  No one set out to build our system, It’s like
little ’I‘(:lp,sy in Uncle Tom’s Cabin who said, “Never wag born. I 'spect
I grow’d.” : ‘

%Ir“r: RoseNtHaL. Ts it your point that these pieces are just being
independently developed by various agencies and various groups, and,
of a sudden, they will merge by alleged necesgity ?

Mr. Baraw. Yes. Wo see this with independent credit systems built

- to cover small areas and then they find it 1s economic to Cross-connect,

We see this with airline Systems; systems built for individual airlines
are interconnected to swap information back and forth to get people
reservations on other systems; e : , v

_Mr. RosexnTrAL, So, the point You make is that even though the
Government has not put their stamp of approval on building this

- System it is growing on its own because various groups are independ-
ently developing its starting Ppoints, ST

Mr. Birak. Precisely.
THE CHANGING COMPUTER S

Once when we spoke about 4, computer we meant g, large room full
of equipment. Tt wag used by scientists to perform complex calcuy-
lations and by businessmen to Drepare payrolls, store inventory data,
and similar generally repetitive tasks, "

Both the form and the uses of computers are now undergoing radi-

cal changes, They have become so Powerful, can store so much data,

and process this data So quickly that it becqmes Ppossible to “time.

- share” g simple computer. Yoy will ‘be hearing more of this word

“time-sharing” in the future. Time sharing means literally that,

Users time-sharing a computer need not be in the same room o

“even the same building. They can be hundreds or even thousands of

miles away. All it takes is a telephone connection to a remote electric

- typewriter-like device, Early examples of such systems include the

local stock brokerage “systems” and airline reservation systems. In
one system, over 8,000 Séparate stockbrokers around the country can

- push a few buttons to display the latest prices on any selected stock.

Making and checking an airline reservation in a matter of seconds is
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o qommbn;that“yve forget about the good old days of manual
-ation process‘inﬁ as we sab interminably in a drafty 'a‘irgortj
xg to find out w other a seat on.a desired flight was open. | Tal-
etically, these words were written before the strike and today’s
veather. . . . ay i S i
r. GaLLAGHER. I don’t think this will be needed any more.
. BaraN. Right. "This paragraph is inappropriate.

RECORDEETPING e

iimple recordkeeping, a mark of a highly ‘developed economy, has
1 a prime area of development of these large computer file/com-
nications systems, Much rout;ine_glerical, work has been trans-
cred to computers interrogated by humans. More people will have

ccess to these systems at even greatet distances from the computers.
 SOME INDIVIDUALLY 'USEFUL SYSTEMS :

. Today we see tiine-shared file systems_ used to ‘store insurance rec-
}  ords. In a fraction of a minute 1t is ossible for a clerk in another
~ part of the country to check to see if one insurance renewal check
has arrived. DR o e
To date such systems seem to pose no overt social problem. The
information handled is not highly sensitive, and access 18 generally
limited. But as new uses are being found. for ’tim‘e—'share‘(l com-
puters,a;subtle change is beginning to take place. L ;
In New York State, .experiments are underwa,y"with a mew crim-
inal information record system. A olice car uses radio to transmit
 automobile license tags into o central computer. £ there is an out-
standing warrant, the information comes back so quickly that a second
police car located slightly ahead is able to stop the ‘suspect. Pre-
~ liminary tests have shown the system to be highly effective. We are
all familiar with credit-check Sysbems,which use our driver’s license
numbers when cashing checks. This system is 80 fast that bad-check
artists have been caught redhanded. : e
Seemingly such systems make a socially useful contribution. - But
let us look into the future and consider what their uncontrolled
proliferation could mean. s i ,

iE FRAIL OF FECORDS IN A GIVILIZED LIFE ‘

- As we pa‘ss(thrdntgh life we leave a trail of records, widely dis-
persed and generally inaccessible—except with & great deal of effort
and diligence. s 3 o S

Beginning with 2 birth certificate, we continue to accumulate hos-

ital and medical records. “We become deductions on our parents’
thcome tax. In school we gehemte-records of our*‘grades,aattend-
ance, 1Q tests, personality profiles, et cetera. ' Automated teaching
will add to this recordkeeping. The volume of data recorded per

~ child may be ex] acted to increase even more ma{rkedly. - After school

we start accumu ating employment, social security, and selective serv-
ice records. We may get a driver’s license. Most of us will apply

for marriage licenses, and some will collect divorce decrees which
will end in voluminous court records. If we are lucky, we will be
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able to.avoid arrest and jail records. . We move from job to j ob in a
mobi le economy creating )?Inoving,ﬁef)mpény' inventory records for our
goods. Even as we move from place to place we leave behind short
records of our airplane reseryations and tor some reason every ho
makes a ritual of acquiring and preserving the alleged names and
addrﬁssesﬂof,itsfgqesmfgnpo,sherity: i T e

Book clubs and ‘magazine subs@qriptidns,.réﬂeet our point of view and
interests. ' ‘ e a i

This is only a partial list. Play the game yourself and think of al
- therecords you leave as yougothroughlife, ° =~ ,

wniSo MANY RECORDS? Hoy ron ,
' "Behi,nd all this créatihg of records is the implicit assumption that

they will some day be of use, In order to be of use, there must be
some means of interrogating the files to ressurect the information
sought. Thus, we envision large families of systems, each individually
useful. For example, an Internal Revenue Department investigator
might wish to have im'medigtes aceess to the tax returns of edch of

A doctor may wish to trace the entireém"edicé;l‘history of a patient
to provide better input into g diagno‘stie@mputer. - Lo ;
The Veterans’ Administration may wish to examine g man’s com-
plete military record and possible other previous medica] records to -
see whether the ailment, claimed ag being service connected really is.
A lawyer for the defense of a man will wish to search for jail'and
afrest E‘ecords, and possible credit records of all witnesses for the .
aintiff, i B G L '
P Professional licensing boards may want to. délve ‘into any records
todeb@niinéifaﬂ,afppﬁcantfhas an unblemished character, =~ =

The- militar , i filling extremély sensitive _Dositions, may even
wish a record of all booj borrowed by g prospective applicant to insure
that his interests are wholesome and he possesses: the proper political
bias desired. L R B
ACCESS TO THIS INFORMATION | -

Today it is difficult to gather. such»information&bout a prospective
examinee. If one went through direct channels and asked most
Sources for their records about a person, he would most likely be re-
jected, if for no other reason than that the information is not readily
availableﬁcheaply. Even if the records were publicly available, the
investigator would have to spend a great deal of time and effort delving
through to discover pertinent data. To. Ay, as a practical atter,
if an individual wishes to obtain certain information about a person,
he hires g private detective who charges a great deal of money and
expends a great amount of time btaining a %ttle information from a
- bortion of these potential records. The price for g fishing expedition
for information is high and most of the fish are inaccessible,
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THE IMPENDING PROBLEM

So much for the pleasant past. Consider the following argument :

A multiplicity of large, remote-access computer systems, if inter-
connected, can pose the danger of loss of the individual’s right to pri-
vacy—as we know it today. o : : .

The composite information data base may be so large and so
easily accessible that it would permit unscrupulous individuals to use
this information for unlawful means.

“Modern organized crime should be expected to have the financial
resources and access to the gkills necessary to acquire and misuse the
information in some of the systems now being considered. :

We are concerned not only with the creation of simple “gutomated

.

blackmail machines” using this information, but with the adde
implication of new powerfdl“inferential relational Tetrieval” tech-
niques now being developed. - Such techniques, when fully refined,
could determine relationships of any person, organization, event, et
cetera, toany other person, organization, or event. - A

Human beings, by their day-to-day need to make decisions using
totally inadequate ovidence, are prone to jump to ‘conclusions when
presented with very thin chains of inferred relationships. For ex-
ample, merely plastering a man’s hame on billboards will markedly
change the outcome of an election, if the other candidate’s name is
not equally displayed. : : ; i T

The use of private detectives to unearth defaming information on
political candidates and their associates,has’bec‘ome an increasingly
prevalent feature of elections and is expected to increase in the future.

“The cost per unit of dirt mined by unautomated human garbage col-
lectors can be cut by orders of magnitude once they obtain access toa
set of wide-access information systems now being developed. It isthe
sophisticated form of chain-relation blackmail that may be of the most
social concern. The development of geogra,phically widespread access
systems uses communications lines to connect the users into the com-
puter. There is a widespread belief—but perhaps not by this com-
mittee—that somehow the communications network used will possess B
God-given privacy, but wit ain’t necessarily so B a0

THE IMPACT OF'COMMUNICATIOl\VTS UPON COMPUTERS

| Usmg teleplibne llnés modified to handle digital data, we are able

to build an increasing number of geographically" distributed time-

shared computer systems. Many individual users are connected to &
common_computer base. - Examples of such systems include airline
reservation and credit checking systems for civilians and fancy display
“command and control” systems for the military. ~ :

Simple recordkeeping, a mark of a highly developed economy, has
been a prime area of development of these large computer file/com-
munications systems. The development passes through several stages..
First, much of the routine clerical work is transferred toa single large
computer with few humans nearby allowed to interrogate the system.
As time moves on, the number of people who are allowed to directly
interrogate the system increases. Next, the fgeographical' distance
between the users and the machine increases. ‘And eventually sepa-

67—T15—66——9
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rate systems are tied together to improve efficiency. The communica-
tion network formg one weak point in the system from the standpoint
of eavesdropping and tampering. ;
- Now, for some directions toward a solution, ’

~Assume that not everyone is as honest and as trustworthy as oup-
selves—but is just as diabolicall clever., .

Appreciate that we will be ealing increasingly Wwith complex and,-
hence, -diﬂ‘iculﬁ-to#understand-all-the-details types of systems in the
future.

The people who best understand the operation of each system will

computer designers who build the System in the first place.

he best time for applying fundamenta] safeguards is during initial
System design. “Patchups™at a later date may be relatively less effec-
tive compared to good initial design that includes an awareness of the
existerice and importance of the problem.

9 cannot expect and should not expect legislative action alone to
substitute for good design. Evep ignoring the lag of the legislative,/
judicial procefure, the detailed subject matter verges on or beyond the
limits of legislative effectiveness, ; : '

S you know, laws and laws alone have been pathetically ineffectual
in Stopping the growth of widespread electronic eavesdropping and
Wiretapping. At most, the courts have succeeded in preventing police
the criminal—op even a casual reader of an electronics technician’s
magazine, . - c E R

. While laws in themselves may not solve the problem, new legisla-
tion could be helpful in two ways: (a) laws outlawing certain prac-
tices will be of minor help in Increasing the price of the act and mak-
ing its commission less flagrant ; (8) laws can be written so that poten-

ureaucratic delay and arbitrary conclusiong based upon ina, equate

istorically, Government regulatory agencies start as highly effec-
tive bodies but lose momentum as the origina] bersonnel leave and their
replacements come from the industry %eing regulated. Where else
are you going to get competent people who know the business? The
competence needed in g regulatory agency of this type is a too rare com-
ty. ' ‘

If the computer industry is to avoid external regulation, then it
00Ves everyone who ig involved with time-shared systems handlin
potentially sensitive information to start working, or a least ‘think-
ing, about the problem of privacy. The computer industry should
take the initiative and the responsibiliy of building in the needed
safeguards itself before “Big Brother” ig forced to do it himself and
We may not be too happy with the way he might want to do it.
afe%\lards, whether they be screens around moving machinery or
reakers, cost money. Every design engineer Is reluctant to
add anything that cogts money and buys little visib]e protection. But
1t is time to start regarding such added COsts as necessary costs—g, price
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to society for the privilege of building 2 potentially dangerous system.
When you buy a new system of this type, plan to spend extra for
safeguards. ! e ‘ o ,
This is not a new concept. We have, for example, been practicing
this in the design of sewerage systems and in electrical distribution
systems for some time. But, historically, it usually has taken an

epidemic to build a local sewerage disposal system. Tt took a series
of disastrous fires to get our electrical codes and P ibly the recent
Northeast blackout to start work on a better power grid. ‘
The national geographlcal extent of the new data gystems, their im-
act, and the investment are so large that the price of the “retrofit”
after calamities occur may be higher than we need pay with preplan-
ning. :

To be more specific, what safeguards do I envision? Of course, We
do not know all the answers yet. But, clearly, there are steps that we
should be considering, including:

Provision for minimal cryptogr‘a,phie-type protection to all com-

* munications lines that carry potentially embarrassing data—not super-

.

duper unbreakable cryptography, just some minimal, reversible,
logical operations upon the data stream to make the eavesdropper’s
job so difficult that it isn’t worth his time. The future holds the
promise of such low-cost computer logic, so this may not be as expen-
sive as it sounds. - ' ‘ : ‘

Never store file data in the complete «clear.” Performsome simple—
but key COlltrolla;ble——operation on the data so that a simple access
to storage will not dump stored data out into the clear.

Make random external audits of file operating programs 2 standard

practice to insure that no programer has intentionally or inadvertently

slipped in a “secret door” to permit a remote point, access information
to which heisnot entitled by sending in a “password.” L
When the day comes when individual file systems are intercon-
nected on a widespread basis, let ns have tudied the problem suffi-
ciently so that we can create sensible, precise ground rules on cross-
system interrogation access. - ‘ '
Provide mechanisms to detect abnormal informational requests.
That is, if a particular file is receiving an excessive number of inquiries
or there is an unusual number of cross-file inquiries coming from one
source, flag the request to ahuman o erator. ‘ :
~ Build in provisions to verify an record the source of requests for
information interrogations. ke 1
‘Audit information requests and inform authorities of suspected
misuse of the system. . ,
This list is open-ended, and it is ho ed that more suggestions will
be forthcoming. But thiswill take muc work. 0 '
(Clearly here is an example of the trade-off between dollars and the
type of society we want. We will face such decisions more and more
often in the future. R e oy
- What a Wonderful‘opportunity awaits us to exercise a new form of

social responsibility so that the advent of the new ,oomputer-com‘-,"

munications technology need mnot be feared as we ‘approach 1984.
Rather, we have in our power a force which, if properly tamed, can.

aid, not hinder, raising our personal right of privacy.
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If we default on exercising this opportunity and ignore the existence
of such potential problems, the word “people” could become Jless a
description of individual human beings living in an open society and
nore a mere collective noun, , ,

t may seem ga paradox, but an open societﬁr dictates a right to
privac among its members, Being aware of the Potential problems
1s the first step in preserving this right, I sincerely thank the subcom-
-mittee for its efforts in this direction,
~ Mr. GaLLaguzr, Thank you very much, Mr, Baran, for a very pro-
found analysis of the problem as well as something that leaves us
sitting here with our mouths open, as we consider in the light of the
new technology we possess that “Big Brother” seems to be an infant in
the year 1966 rather than 1984 if the technology we now Possess were
used for that purpose.

Mr. Baran, would you care to comment—T think you were here
vesterday for part of the testimony of some of the proponents of the
statistical datg bank—would you care to comment on the feasibility
of a system that could be designed for statistical data collection vis-a-
vis an intelligence gathering system ¢ Are they inseparable ? ’

Mr. Baran. The line dividing the two is an extremely fuzzy one,
I think if one wanted to extract intelligence  information from a

computer society conducted a survey—it has done this a few times—
2mong its members, asking for information about, salary, location,
fripgq benefits, length of service, and number of People employed.

of any type, saying on the average how much does 5 person make if he
has been employed » years, with the following degrees? It soon be.
came clear that we had to be very careful in protecting this tape because
we could: phrase our questions so that, we could pick out people, even
though there were ng people’s names on the tape. = Yet the system
described Yesterday would have people’s names and would have socia]

formation is discernible as to Precisely who is being examined, then the

- output is stopped, was also mentioned. This is the sort of safeguard
I think one will have to S€e as & minimum. TIn other words, I believe
the people yesterday were aware of some of the.pr‘oblems. It is unfor- -

than the other, . : V

Mr. Horron. With regard to this so-called intelligence and statis-
tical system difference, is it possible technically to design a system
so that only statistical information could be utilized or be furnished
and thus protect the so-called individual information ?

Mr. Baraw. If You say I know all the questions T want. to ask in the
future, perhaps. "But if you don’t, that means You have to keep the

information in raw form. Thisis the most efficient way of keeping it,
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Mr. Horrox. I am assuming you are an expert in this field, the field
of computers and what they can do. I am asking you from a technical
standpoint whether or not it is possible—in other words, could we
pass a law that would require—the construction of a computer that
would only produce statistical information that would be foolproof
insofar as individual information was concerned ? ' :

Mr. Baran. “Foolproof” is a rough word. - I think we could build
safeguards to make 1t difficult. How effective they are, I think, re-
quires a level of detail that we have not examined yet.

Mr. Horron. The point I am trying to make is ‘that I think any
law Congress would enact to safeguard the right of individuals in
this area would depend to a large measure upon the state of the art.

Mr. Baran. That isright. ' , '

Mr. HorTox. With regard to the technical aspects, I do not think we
have sufficient information to protect the private individual in the
computerized systems. , ‘ s :

Mr. Barax. That is right. The technical art is changing very rap-
idly in computers. The speed of the computer is going up tremen-
~dously. The cost is coming down. The size of the memories is ex-
panding very rapidly. As we look to the future we could probably
ses increases of size of computers—perhaps on the order of 10,000
times as powerful as today’s computers.

Mr. Horron. As a very simple case, if it were possible to pass a law
that no computer system could have key A and that key A would
be the key that would release ‘personal information, there would be
a safeguard. But short of that it seems to me we have a very difficult
problem of enacting a law that is going to provide the type of safe-
guard that we are looking for. ,

Mr. Baran. That is right. It is a very difficult problem to solve by
law and law alone, because it is so diﬁ{culrt to implement the intent
of the law. T o o S

Mr. Horron. Have you given any thought to the technical aspect
of how you could build in safeguards to protect private individuals’
information? a o i

Mr. Barax. I think this is going to have to be done on a per system
by per system basis. I do not think there is a general panacea. If a
contralized statistical information bank is proposed, one would have
to look at that particular system configuration very carefully in
detail—in nuts and bolts detail—before making any statements.

Mr. Horron. He could not pass a law for each system or each indi-
vidual computer. ‘

Mr. Baran. Thatis the problem. ‘ ,

Mr. Horrox. How would we devise a law that would cover all com- .
puters? Thisis the problem. . . ,

Mr. Barax. That is right. This is why it is too difficult a problem.
All we could do in the way of law is to make misusing the information
a crime. We would not expect this to be effective in itself—just in-
creasing the price to those who would misuse th