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SOVIET ACTIVE MEASURES*

TUESDAY, JULY 13, 1082

- HousE oF REPRESENTATIVES,
PerMANENT SELECT COMMITTEE ON INTELLIGENCE,
Washington, D.C.

The committee met, pursuant to notice, at 2:04 o’clock p.m., in room
H-405, the Capitol, Hon. Edward P. Boland (chairman of the com-
mittee) presiding.

Present: Representatives Boland (presiding), Mazzoli, Mineta,
Robinson, McClory, Whitehurst, and Young.

Also present : Thomas K. Latimer, staff director ; Michael J. O’Neill,
chief counsel ; Patrick G. Long, associate counsel ; Herbert Romerstein,
James O. Bush, Richard H. Giza, and Annette H. Smiley, professional
staff members; and Sharon Leary, assistant clerk.

PROCEEDINGS

The Caamrman. The committee will come to order.

The Chair will entertain a motion.

Mr. Rosinson. Mr. Chairman, I move that the committee hearings
today and tomorrow be closed because of the nature of the material to
be discussed.

The CrairmaN. The clerk will call the roll.

Ms. Leary. Mr. Boland.

The Cuamman, Aye.

Ms. Leary. Mr. Robinson.

Mr. RoBinsoN. Aye.

Ms. Leary. Mr. McClory.

Mr. McCrory. Aye.

Ms. Lieary. Mr. Young.

Mr. Youne. Aye.

Ms. Leary. Mr. Chairman, four yeas.

The CaammaN. The hearing is closed. ,

I would like to welcome John McMahon, the Deputy Director of
Central Intelligence. This is the first time John has appeared before us
since his confirmation. He was confirmed, as you know, unanimously,
and we are delighted to have him with us today.

We are also delighted to have him joined by John Stein, the Deputy
Director for Operations, and Martin Portman, of the C1A’s Opera-
tions Directorate. .

It is nice to have you.

James Freilach, also of the CTA’s Operations Directorate.

_ Who else do you have? ‘

Joanne, (Callahan) we are glad to have you.

~T'Edited in consultation with CIA and declz.;s)lﬂed.
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In 1980 Mr. McMahon participated in a hearing before this commit-
tee on Soviet forgeries. Today’s hearing will focus on the broader pic-
ture of Soviet active measures, which 1s the Soviet term for influence
operations. This Soviet term has sometimes been defined as covert
action. However, there are very significant differences between the So-
viet term active measures and the CIA term covert action. While
covert action refers to influence operations by CIA., active measures
are carried out not only by the KGB but also by other elements of the
Soviet apparatus. The KGB conducts the covert elements of Soviet in-
fluence operation while the International Department of the Central
Committee of the Communist Party of the Soviet Union uses the in-
ternational Soviet fronts and foreign Communist Parties {o carry out
active measures,

Our colleague, Congressman Bill Young has requested these hear-
ings to give us a better understanding of how hostile intelligence serv-
ites operate. Today we will hear from CIA. Tomorrow morning’s ses-
sion will be devoted to the testimony of Stanislav Levchenko, a KGB
major who defected to the United States in 1979. Tomorrow afternoon
1Sve will hear from the FBI on Soviet active measures in the United

tates,

I will be glad to yield to Mr. Robinson for any statement he might
care to make.

Mr. Ropinson. Thank you, Mr, Chairman. :

I would just like to join you in congratulating John (McMahon)
in his recent appointment, and I have no further opening.

Mr. McMason. Thank you, sir.

The CHaRMAN. Bill, do you have an opening statement %

Mr. Youne. Mr. Chairman, I would like to thank you ans the mem-
bers of the committee for your willingness to conduct this hearing.
There is growing evidence of Soviet “active measures” throughout the
world. It is extremely important that we become as aware as we pos-
sibly can of just what it 1s that the Soviets are doing and what they
intend to accomplish. .

I appreciate very much the Agency being here and providing these
witnesses for us today, as well as the Bureau, who we will hear tomor-
row. I want to express my appreciation to all of you, and particularly
to my old friend, John McMahon.

Mr. McManox. Thank you, sir.

Mr. Roeinson. Mr. Chairman.

The CraRMAN. Yes.

Mr. Ropinson. I would like to endorse and support the committee’s
interest in publishing an unclassified transcript of these hearings be-
cause I think it would be very beneficial to meet the public interests
and useful in exposing the methods employed by the Soviets in advanc-
ing their power and influence in world politics.

The Cramman. Fine. We welcome that, and we will have it sani-
tized by the Central Intelligence Agency before proceeding on it.

I suppose one of the things we would like to know is how would you
know about Soviet active measures, and how do you find out, and is
there any area in which we have a deficiency in gleaning knowledge
of Soviet active measures?
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vSTATEMENT OF JOHN McMAHON, DEPUTY DIRECTOR OF CENTRAL

INTELLIGENCE; AND JOHN STEIN, DEPUTY DIRECTOR FOR OPER-
ATIONS, CENTRAL INTELLIGENCE AGENCY; ACCOMPANIED BY
MARTIN C. PORTMAN OF CIA’S OPERATIONS DIRECTORATE, AND
JAMES FREILACH, OF CIA’S OPERATIONS DIRECTORATE

Mr. McMawmon. Yes, sir, Mr. Chairman. I think you will find from

the testimony this afternoon and hopefully in response to questions
that the committee has, that we have a fair insight into how the So-

viets work their active measures program and the extensiveness of it.

I am certainly pleased with the opportunity which the committee
has permitted us to inform you on the aims, scopes, and methods of
t}ll)e S(()iviet active measures against the United States and its interests
abroad.

With me today, whom you have already cited, Mr. Chairman, are
{;ho.se that are most expert in this field and follow it on a day-to-day

asis.

I would also like to introduce in the back Mr. Lane Crocker from
the FBI, and as you noted, the FBI will be here tomorrow to testify.

Also, as requested by the committee, Mr. Stanislav Levchenko, a
former major in the KGB who defected to the United States in 1979,
will testify before the committee tomorrow. Mr. Levchenko was an
active measures specialist serving in Tokyo under cover as a New Times
correspondent at the time of his defection. He is the first Soviet active
measures specialist to defect. The only other officer with related opera-
tional experience who defected was Mr. Ladislav Bittman, a former
officer in the Czech intelligence service who defected over 14 years ago
and has also testified before Congress on a number of occasions. Since
Mr. Levchenko’s defection, he has cooperated with the CIA by pro-
viding new information and validating established techniques for spot-
ting Soviet active measures operations. ’

His Russian wife and son are in the Soviet Union where they have
been persecuted because of his defection.

I might add here parenthetically, Mr. Chairman, that Mrs. Levchen-
ko is an architect, and the Soviets have refused to give her a job for
over a year. She has had to borrow money from friends and relatives,
and they have now permitted her to have a job as a cleaning woman for
a few rubles a month. And their son is persecuted in school where he
is forced to write letters on why his father was wrong and was a

“traitor” to his country. In addition, Mr. Levchenko himself was tried

in absentia in August 1981 where he was sentenced to death.

Mr. Porrman. We did a very thorough investigation of Mr. Lev-
chenko after he defected, which included the polygraph. He gave us
very extensive information not only on the Soviet system, but also on
the activities of the KGB residency in Japan. He personally identified
to us those agents and assets that he knew about. In many cases he did
not know the names of these individuals, but by the identification that
he provided us we have been able to identify a large number.

The information that he gave us we have been able to check out

‘through various other means, and we are satisfied not only that he told
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the truth, but also that the extent of information that he gave us was
so damaging to the Soviet cause that it would be inconceivable that he
might be under Soviet KGB control. Some of the most damaging in-
formation to the Soviet cause which he has provided concerns the de-
tailed information about the KGB’s operations and activities in the
Japanese area.

As a result of the information that Major Levchenko has given the
American Government, many agent assets or cooperative associates in
Japan of the KGB residency have been identified. That indeed, from
my own experience as a CIA operations ofiicer who has served abroad,
1s devastating.

Mr. McMagon. I have prepared a short opening statement which
gives an overview of Soviet policy and practice in the field of propa-
ganda and active measures. I am also providing the committee with two
classified studies on the subject. One study, prepared by an Inter-
agency Working Group and published in August 1981 as an Inter-
agency Intelligence study, provides a detailed discussion of Soviet
active measures. The second paper provides an updated acount of
various specific Soviet activities. The studies have been disseminated
extensively among the executive agencies of the U.S. Government, and
to this and other appropriate congressional committees, and in a con-
densed form to friendly foreign governments.

The studies have been Weﬁ-receiv_ed and the main study has been
endorsed by the NATQ Special Committee, which is the NATO body
charged with responsibility for dealing with the counterintelligence
aspects of Soviet active measures. In addition, we are providing for
the record some more recent examples of Soviet forgeries and two
short studies on Soviet agents-of-influence.

Ang. I would like the chair’s permission to enter all of these in the
record.

In fact, Mr. Chairman, I would like to enter my entire statement,
but today selectively glean the highlights from it so that the commit-
tee may spend a great deal of the time on questions and answers.

The Cramman. Without objection, it will be so ordered.

Mr. McMasoxn. In my remarks today, I want to call attention to the
key judgments of the Intelligence Memorandum and update the Feb-
ruary 1980 CIA testimony before this committee with examples of
recent Soviet active measures operations directed against the United
States. However, I first want to review briefly the following points:
the special role the Soviets assign to the propaganda and active meas-
- ures, what we would call covert action, in their foreign policy; the
“structure of the Soviet policymaking system which facilitates the use
of propaganda and active measures as foreign policy tools; and finally,
the aims of Soviet policy and its focus on the United States as the
primary target.

There is a tendency sometimes in the West to underéstimate the
significance of foreign propaganda and to cast doubt on the effective-
ness of active measures as instruments of foreign policy. Soviet lead-
ers, however, do not share such beliefs. They regard propaganda and
active measures as important supplemental instruments in the conduct
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of their foreign policy by conventional diplomatic, military and eco-
nomic means. Indeed, to achieve what they perceive to be a major
foreign policy objective, the Soviet leadership marshals all the relevant
resources, conventional and unconventional. Additionally, Soviet tac-
tics, what might be called the Party’s line on the current situation, are
well coordinated and integrated with Soviet strategy, the Party’s long
term general line. -

Such coordination and integration tend to add to the effectiveness
of both conventional and unconventional foreign policy instruments
used by the USSR.

This Committee is well familiar with the active measures that the
Soviets undertook against the INF, the intermediate—range nuclear
forces, in Europe some years ago. That campaign, which began in
1979, continues unabated, and there is evidence that the Soviet Union
is manipulating and financing activities by some elements of the so-
called peace movement in Western Europe. —

Let me hasten to add at this point, a word of caution is necessary.
We all well know that not all opposition to NATO nuclear forces
modernization is Soviet inspired. Many people are sincerely concerned
about the potential danger of nuclear weapons. We do have good evi-
dence, however, that the Soviets have sought to exploit and manipulate
the movement, and we believe that the goviet covert support has en-
abled it to grow beyond its own capabilities.

One of the studies I am providing for the record provides informa- -

tion on a Soviet agent-of-influence operation designed to exploit the
so-called peace movement in a Scandinavian country.

The Soviet term “active measures” is used primarily in the intelli-
gence context to distinguish influence operations from espionage and
counterespionage, and tomorrow the FBI will go into extensive 1denti-
fication of the types of manipulation that they find here in the United
States and what we have advised them happens overseas as well.

In the Soviet policymaking context, the ultimate approval for use
of active measures, like all major decisions affecting goviet forei
policy, rests with the highest level of the Soviet hierarchy, the Polit-
buro and the Secretariat of the Central Committee of the Communist
Party of the Soviet Union. The KGB is responsible for the implemen-
tation of most covert active measures operations. It closely coordinates
its activities with two elements of the Soviet party bureaucracy, the
International Department and the International Information De-
partment. The extensive participation of these two powerful party
components in active measures indicates both the importance attached
to such activities by Soviet leaders and their appreciation of the
policy implications of such activities.

The International Information Department of the CPSU is the di-
recting center of the Soviet propaganda effort. It also cooperates with
the KGB in the implementation of active measure operations. It was
established in March 1978 as a direct result of the Central Committee
decision to reorganize the entire foreign propaganda apparatus, im-
prove its effectiveness, and carry on a propaganda offensive against
the West. )

The IID is headed by Leonid Zamyatin, former director of the
Soviet news agency TASS, and a Brezhnev protege. Zamyatin is a full
member of the CPSU Central Committee and like all Central Com-
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mittee department heads is directly responsible to Brezhnev and the
Politburo. _

The CPSU International Department directs Western dialogue a¢-
tivities of Soviet organizations such as the USA-Canada Institute, is
heavily involved in influencing Western Europeans on issues of peace
and disarmament, maintains liaison with many foreign organizations
that are frequently used to disseminate Soviet Eropaganda and views
on international affairs as well as managing the front organizations
which play such a troublesome role manipulating aspects of the Euro-
pean peace movement. Those organizations managed and motivated
by the International Department include more than 70 pro-Soviet
communist parties, the international front groups, and some national
liberation movements.

The KGB provides a nonattributable adjunct to the overt Soviet
propaganda network, as well as a highly developed political action
mechanism. Service A of the KGB’s First Chief Directorate plans,
coordinates and supports operations which are designed to backstop
overt Soviet propaganda. It utilizes forgeries, planted press articles,
planted rumors, disinformation, and controlled information media.

Given the importance of propaganda and active measures in its
foreign policy implementation, the USSR is willing to spend large
sums of money on its program. The Soviets can draw upon the serv-
ices of their East European allies and Cuba as well, to provide finan-
cial, technical, and operational support for the plans that are formu-
lated in Moscow. The United States is the main target. The Soviet
leadership sees active measures as an indispensable adjunct to the con-
duct of its foreign policy by traditional diplomatic, military and other
means., The basic aims of active measure operations are to weaken the
opponents of the USSR and to create a favorable environment for
advancing Moscow’s views and international objectives worldwide.

Based on our own observations of Soviet behavior, we believe that
the USSR’s use of propaganda and covert action to advance its for-
eign policy goals in the international arena has increased rather than
. decreased or declined in recent years. The Soviets believe that their
relations with the United States have entered a new phase of competi-
tion, even before the invasion of Afghanistan and the advent of the
pl:'es(oiant administration, in which tougher tactics will be the order of
the day.

In analyzing the increased use of propaganda and active measures,
we must also take into account the importance Moscow attributes to
the ideological struggle in world politics. The ideological struggle en-
compasses not only competition in propaganda, but also psychological
warfare and subversion, including the %ull range of active measure
activities. _

I would now like to summarize for you the key findings of the study
I mentioned in the beginning of my statement.

Active measures are in essence an offensive instrument of Soviet
foreign policy. They contribute effectively to the strategic Soviet pur-
Ppose, central to Soviet foreign policy, of extending Moscow’s influence
and power throughout the world. — - :

The primary target of Soviet active measures is the United States,
which the Soviet Union has long regarded as its main opponent and
the principal obstacle to carrying out its policies.
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_The Soviet regime generously provides the necessary financial, tech-
nical, and personnel resources necessary to support active measures
operations,

Political influence operations are the most important, ambiguous,
but least visible of Soviet active measures. They range from the use
of agents of influence, through the manipulation of private channels
of communication, to the exploitation of unwitting contacts. These
operations have a common aim: To insinuate Soviet policy views into
foreign governmental, journalistic, business, labor, academic, and
artistic opinion in a nonattributable fashion.

Soviet active measures are poorly understood and are infrequently
countered systematically by Western and Third World governments.
As a result, the Soviets have been able to go about their large scale
active measures efforts quite freely, to the detriment of U.S. foreign
policy interests abroad.

The highly centralized structure of the Soviet state and its system
of pervasive control and direction over all elements of its society give
the Soviet leadership a capability at once impressive and effective, to
draw on all elements of the party and government and on so-called
private individuals and orgamizations in orchestrating active measures
support for foreign policy positions. - .

oviet active measures tactics may be adjusted to accommodate
changes in the international situation, but the basic techniques and
the strategic purpose remain the same. _
" In this regard, we see likely trends in future Soviet use of active
measures : Greater attention to security, disarmament and peace issues;

increased objectivity and reasonableness in the propaganda elements

of active measures, and a tactical deemphasis of Communist ideology ;
greater operational sophistication in the manipulation of influence
assets and in the production and use of documentary forgeries; greater
willingness to work with religious groups and non-Communist politi-
cal parties, as well as greater use of single-issue and ad hoc front
groups instead of the older, larger, well-known Communist front
organizations; continued use of allies, proxies and surrogates such as
Cuba; continued opposition to Western instruments of social and
economic influence 1n the Third World, and greater advocacy of the
creation of new international institutions and organizations such as
a Third World press service that promote Soviet influence. ;

We have had and continue to have a good understanding of Soviet
active measures techniques and concepts and of the way in which they
serve to advance Moscow’s foreign policy interests. We therefore
have confidence in our judgments and the evidence adduced to support
them.

I would like now to focus briefly on recent developments in the
Soviet use of forged documents. And as was noted in previous testi-
mony before this committee, it is an established Soviet practice to
employ forgeries in active measures and psychological warfare opera-
tions against the United States. Most forgeries have been fabrications
of official-looking Government documents and communiques as well
as alterations of real U.S. Government documents. The Soviets also

" have manufactured nersonal letters which were allegedly written by
U.S. officials and which purport to contain information regarding
official policy.
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The practice of attributing forged documents to senior U.S. officials,
including the President and Vice President of the United States,
. began durinﬁ the previous administration and continues today. It is

something the Soviets had refrained from doing in the past and

suggests a certain degree of disdain and greater audacity on their part.

For a brief period in the mid-1970’s, the Soviets had reduced and
then curtailed altogether their production of anti-U.S. forgeries. In
1976, however, they resumed using forgeries as an integral part of
their active measures program. In 1980 and 1981 at least five new
forferies that we believe were Soviet inspired appeared each year, and
so far in 1982 we have noted seven more forgeries in this category.
This represents a significant pickup in the Soviet forgery effort. Not
only has the number of forgeries increased in recent years, but there
also have been qualitative c%an es as well.

Moscow’s intensified use of forgeries appears to be aimed mainly
at the United States and U.S. security relations in Europe rather than
at our allies per se, The Soviets are trying to play upon perceived dif-
ferences between the United States and West Europeans, while at the
same time trying to preserve their détente relationship with Western
Europe. However, Europe is not the only target area. We have noted

. the appearance of recent forgeries which are directed against U.S.
interests in Central and South America, sub-Saharan Africa, and

Southwest Asia, These forgeries all serve Soviet policy interests.

- In summary, I would say that the use of forged documents con-

tinues to be a major weapon in the Soviet active measures arsenal

used against the United States. Moreover, the pace appears to be

qu'ickle;ning. We are now detecting new forgeries at a rate of one a

month.

In April we learned that a Western embassy had received in the
mail a forged State Department cable which purportedly acknowl-
edged CIA links with the Polish Solidarity movement.

In May, a forged document purporting to be signed by U.S. Secre-
tary of Commerce Baldridge appeared in Brussels when it was mailed
to several foreign correspondents stationed there,

In June we detected two forgeries. One appeared in Zimbabwean,
Tanzanian and Zambian media. It purported to be a copy of a letter
from a U.S. business firm, which i$ in fact a legally constituted, char-
tered, and registered corporation, written to a general officer in the
South African Air Force,

The second forgery last month was a fabricated Pentagon News
Release dated May 5, 1982, providing alleged remarks by Secretary of
Defense Weinberger regarding U.S. support to Great Britain in the
Falkland crisis.

We are forced to react to such Soviet initiatives, and, we believe
that defensive measures on our part are useful and reasonably effec-
tive and we expect to support efforts of this type in the future, that
is, is exposing these forgeries. The CIA is cooperating with other
governmental departments to expose Soviet active measures and to
increase the political costs of such operations to the Soviet Union.

In this connection, you probably noticed newspaper accounts last
week concerning the State Department press backgrounder on sus-
pected Soviet forgeries of U.S. documents in the past few months.

~ Although this was a State initiative, it grew out of an interagency
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concern over Soviet forgery activities. We support such efforts since
public awareness that forgeries are circulating can be a good defense
against them.

In closing, I would like to submit for the record some more de-
tailed comments on two agents-of-influence cases and several recent
forgeries. These forgeries all dovetail neatly with Soviet foreign policy
objectives, and for most of them, the operational techniques (Sosely
follow those identified as characteristic of Soviet procedures. (See
exhibits IV and IX, page 68f, and page 74%.)

One final comment: The totality of Soviet active measures under-
taken against the United States involves a massive effort dangerous
to our foreign policy interests. Tomorrow, when Stanislav Levchenko
talks with you, you will see first hand the damage the Soviets have
done in Japan and to United States interests there. The Interagency
Intelligence Study and its update will also give you numerous exam-
ples of very harmful, disruptive actions-of the Soviets. In this regard,
I call your particular attention to Trends and Developments in Soviet
Active Measures which I will submit for the record, which cite the
vicious oral and written disinformation campaign against a U.S. For-
eign Service Officer whom the Soviets came to dislike because of the
forthright press briefings he had given on Soviet actions in Afghan-
istan. This Soviet-instigated slander campaign has continued, despite
official U.S. protests, and as recently as July 2, at probable Soviet ini-
tiative, an Urdu language daily newspaper in Lahore published the
totally unjustified charges that this individual was involved in the
assas%ination of the former Bangladesh President, Mujibur Rahman
in 1975.

That concludes, Mr. Chairman, my official statement.

(The monographs and documents discussed by Mr. McMahon
appear as exhibits I to IX, page 31 to page 135.)

The Chairman. Thank you very much, Mr. McMahon.

As I understand it, the International Department, International
Information Department, and the KGB are responsible for most of
these adverse operations.

Is that correct, these active measures? ‘

Mr. McMasoN. Yes, sir, they conduct them and/or manage them.
The KGB usually carries out either active measure operations di-
rectly or through one of its front organizations.

The Crarman. Which would you detail as being the most import-
ant active measures in which these departments are engaged ?

Mr. McManoxn. I would cite two. First is the agent-of-influence op-
eration, which capitalizes not only on recruited agents, but also on
unwitting people who have a cause to advance.

The second is propaganda. The media being what it is today, it is
easy to get information passed all around the world, and it is re-
printed, and thereby you can reach a large cross section of the world.

The Cramrman. Now, the evidence suggests, and your statement
suggests that the Soviets apparently have a massive propaganda
machine. S

Any indication at all of how many people or persons are engaged in
propaganda within the International Department and the Interna-
tional Information Department?
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This is exclusive of the KGB. The KGB, as I understand it, is re-
slgﬁnsile)le for all covert activities, is that correct; in conjunction with
others?

Mr. McManon. That is correct. Others implement it. They are re-
sponsible for the nonattribution of the covert action program.

The Cramuan: What about the size of their propaganda effort
body-wise, people-wise ¢

You may answer any time you want.

Mr. Porruan. I don’t have detailed figures on all of them but in the
KGB, which is Service A, which is the covert operative, there are
probably close to 200 staff officers in the headquarters element, 100 of
them in the service itself, and the rest spread out around Moscow.
Fifty of them sit in a special section in the headquarters of the Novosti
News Service, which you recall the Soviets continue to try to present
to the world as an unofficial organ.

The International Information Department and the International
Department, probably another couple of hundred staff, and a large
consultant group.

If you start bringing in Radio Moscow, the newspapers, New Times,
the press services, others, you are probably talking in terms of cer-
tainly another couple of thousand staff people, plus stringers.

The Cramman. Let me ask you again, with respect to the Interna-
tional Department and the International Information Department, I
presume that their specific responsibilities are as you have indicated,

manipulation, control of the media, or misinformation, use of Com- -

munist party front organizations, clandestine radio broadcasting, and
forgeries—I take it that these two particular departments are not
actively engaged in military operations or economic activities, is that
correct? Is there a split of authority between the KGB’s operations
and those which are specifically reserved for the International Depart-
ment and the International Information Department?

Mr. Portman. It is probably the level of staffing on it. There is no
split in responsibilities as such. The International Department over-
sees certain elements of Soviet foreign policy on behalf of the Polit-
buro and the Secretariat. Therefore, they are involved across the board,
even in military or economic actions.

The International Information Department is more limited. They
are strictly in the propaganda area, and thus they are not involved in
economic or military actions.

The KGB can be involved in any part of it.

The Cratrman. I take it that the propaganda effort has been in-
creased substantially over the past few years, targeted probably to
various kinds of propaganda, and specifically now to the peace move-
ment and nuclear freeze in other areas that they seem to be enjoying
some success with some of our European friends and neighbors.

Is that a fair statement ?

Mr. McMamnon. Yes, sir. They have also been very active in attempt-
ing to identify the United States with South Africa, to the detriment
of black Africa.

And, of course, we have already seen them at work down in Central
America, capitalizing on the problems down there, to accuse the
United States of trying to export imperialism to Central America.
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The CHAIRMAN. How significant are the forgeries that.come your .
way or that creep into the press or the communications media in

foreign countries? ,

Mr. McManon. Well, the impact can be dramatic. If we are not
able to counter it right away, then that leaves a lasting impression.
We have been fortunate to expose the forgeries for being what they
are immediately to the host countries involved. That has permitted
us to deflect the effectiveness as far as the country in which it was
floated and the target against which it was floated, but the forgeries
we find are becoming more and more professional, and by using real
documents and just manipulating a little bit, there is a great appear-
ance of authenticity given to the-documents. ‘ .

Mr. PorrmaN. Sir, in their regular propaganda campaign, if they
run into problems, people won’t believe the charges that are made.

For instance, at the time in. Afghanistan when the Soviets overthrew

the previous governmental structure there and installed the current
regime of Babrak Karmal, they charged that Amin, the previous
President, was a CIA spy. Well, nobody believed that, universally.
When something like that occurs and when they still want to go
through with their charges, they will often haul out a forgery to try
to provide the proof. '
In this case, they give a forgery, one of those that are cited here,
to an Afghan embassy in Asia, and they were supposed to float it

out there as proof. You will recall that the U.S. embassy in Islamabad

had been overrun and burned before that. The Soviets came up with a

- forgery that was partly burned and allegedly was a cable which was
sent by the Ambassador in Islamabad to our Ambassador in Kabul.
Well, we got our hands on that forgery and know who was supposed
to float that forgery.

But this is an example of the way they try to use forgeries to buttress
their propaganda activities.

Mr. FreivacH. Sir, if I may comment on the effectiveness. We can-
not always be sure when we issue denials how many people will hear
and believe those denials; and second, not all forgeries are designed to
receive media publicity. We know of several cases where they did
their damage privately, and unless we know about these forgeries, we
cannot be sure exactly what they are doing. :

Mr. Youne. Mr. Chairman, may I interject on that point?

Do we have any program to advise our friends, allies, and acquaint-
ances in the world that these things are happening and that they
should be on the lookout for something that appears suspicious?

Mr. McManoN. Yes, sir. Some of the papers we prepared on the
trends and movements in Soviet active measures program we have dis-
ieminated to friendly governments around the world. We also

ave——

Mr. Youne. What about to media around the world, John?

Mr. Portman. ICA put together a background pamphlet for use of
all of our public affairs officers overseas which gives the criteria on
how to assess forgeries in the field. It gives examples of the type of
way the Soviets go about doing it. This kit is now available in all
embassies and can be drawn on on an ad hoc basis before they can
consult Washington if something breaks in a hurry so they can do
something about it.
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Now, ICA brought that out last year, and that was one step in this
direction.

Mr. McMano~. We also have an individual who appeared before
this comnmittee a couple of years ago and who is recognized through-
out the United States as one of the leading forensic scientists. and he
has been very successful in describing to those individuals who come
upon the forgeries, or are the targets of the forgeries, that indeed they
are forgeries, and he can show them why and how.

Mr. FremwacH. Sir, if I could add in that context, there is also an
interagency working group chaired by the State Department. Repre-
sentatives of the CIA, FBI, National Security Council, ICA, and De-
fense Department attend these weekly meetings, and this group aims
to enhance public awareness of Soviet active measures through a vari-
ety of vehicles.

For example, the Department of State last fall initiated a new series
of Foreign Affairs Notes.

One was on expulsions of Soviet diplomats, giving the basic details
of each expulsion, and often these will involve active measures as well
as espionage cases.

Another Foreign Affairs Note was on the World Peace Council, the
largest and most important of the Soviet-controlled fronts. This hap-

ened to come out at a time when the World Peace Council was hav-
ing a conference in Helsinki, and by distributing it to foreign journal-
ists, some questioning was possible.

The CHAIRMAN. Mr. Robinson ¢

Mr. Rosinson. Thank you, Mr. Chairman.

Do we have any perception of what proportion of the Soviet effort
in this regard is overt versus covert ?

Mr. Portman. I would say there is a-very large percentage if you
count words or pounds or whatever you use in the overt propaganda
area, and I would say assessing it from a value point of view, that prob-
ably the Soviets do us more damage by supporting that overt effort
through very carefully constructed covert things like I was mention-
:t @ before, the Amin telegram and so forth, to highlight it and back
it up. :

So percentagewise, the Soviets probably spend more money and
manpower on the overt side, but I would say that compared with what
the UnS Government puts out, the Soviets have a larger covert area
as well, .

Mr. McMano~N. Mr. Robinson, you can never overestimate the im-
pact of an agent of influence. If you have an individual who is an ad-
viser to a minister or a president, or if you have a minister himself as
your agent of influence, you can do a tremendous amount in a country
as far as active measures are concerned. It is the most insidious, per-
nicious thing to deal with as far as a countermeasure is concerned.
And you don’t have to expend a lot of effort to do that. One only has
to recruit that agent and tell him what to do, and he will go do it.

Mr. PortmaN. In this regard, referred to before was the increase
in the Soviet effort in the last few years. Part of this is their increased
sophistication and effectiveness here.

Ten years ago, for instance, they were very prone only to want to
deal with assets that they fully controlled and supported. So in inter-
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national movements, they tried to get the World Peace Council ele-
ments, and so forth, out front.

Today the Soviets are willing to use people who fly under false
colors. Parts of it are these agents of influence. Parts of it are these ad
hoc groups. ‘

So today they are perfectly willing to make common cause with some
people they would not before, including religious elements or what-
ever, that will help their action. And in the process of that, many peo-
ple get misled because a lot of these people that they then recruit as
these clandestine agents of influence within the organizations are not
overtly noticeable as such.

That is how effective they are.

Mr. RoBinsoN. In addition to the forgeries of U.S. documents and
other types of documents, you mentioned other forms. :

Are there other examples other than the forgery effort that are in-
creasing significantly?

Mr. McManoN. The Soviets are trying to capitalize on the peace
movement that is both here in the United States as well as overseas In
Kurope, and I think that Mr. O’Malley from the FBI tomorrow will
speak to you about the cfforts that we know the KGB are trying to
conduct right here in the United States, seizing upon the peace move-
ment here.

Mr. Roeinson. What about the efforts they are exerting in other
countries with regard to this nuclear freeze that has grown in such
proportion.

Mi. McMamsoN. Yes, we see that that is very extensive and that they

have alerted all of their residenturas to play the peace drum, to support
the anti-INF program, and back in 1980 we had sized a hypothetical,
comparable U.S. effort at $100 million, and I don’t know what they
have put against that program of late. But money is no problem for
them. Since it is an integral part of their foreign policy, they consider
that just as they would a $4 billion a year aid program to Cuba.

Mr. PorrMaN. It is not that they have increased use of one tech-
nique or another. The bag of tricks has been there for a long time. It
is a question of how you use it, on what issues, and with what force.
Forgeries have been used more now because the total effort has been
increased considerably and I think forgeries are more noticeable to us
because they come quickly to our attention. We see it and we can judge
it as a reflection of the total effort. But the rest of the resources, the
items they put in the foreign press, the use of agents to influence and
all of these other things have a proportionate gain. So the amount of
effort is increased. The themes are there. Almost every time an inci-
dent occurs, we can see a parallel active measures.

When they had their problems with “WHISKEY on the rocks,” the
submarine incident in Sweden, in order to get the pressure off—and 1
think the Bureau will go into some detail on this tomorrow, they tried
to float some forged telegrams here in Washington to try to get the
focus switched. That didn’t work. .

Mr. Stein. If I may speculate, I think it is fair to speculate, that
in an era of detente the use of a forgery which when all is said and
done is a fairly crude, essentially a crude kind of active measure, is less
acceptable than when the two sides are sort of not speaking, or speak-
ing harshly to one another, when a forgery becomes somewhat more
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acceptable as an art form. And I think that may be one reason why
we are seeing more forgeries now than perhaps 5, 6, or 7 years ago.

Mzr. Ropinson. John, you called our attention to certain paragraphs
in Trends and Developments in Soviet Active Measures, which re-
ferred to an FSO becoming a target for Soviet active measures. His
name is Griffin.

Mr. McMaHoON. George Griffin. .

Mr. Ropinson. Why did they zero in on him?

Mr. Stein. Essentially because he told the truth about the Soviet

~move into Afghanistan, and they didn’t like it.

- Mr. RopinsoN. But certainly there were others who did the same
thing. I just find it difficult that they make. one individual a target
and apparently have not done the same with regard to others.

Mr. Porryan. He was stationed—when he was stationed in Kabul,
he came down to New Delhi once a week and briefed the foreign press—
this was about 114 years ago or so, and if you will remember, much of
the information in the world press, including thé American press, the
details of what was going on in that struggle, were datelined New
Delhi. And so in point of fact, he was one of the principal sources for
the real information on the struggle in that country. And that was
quite upsetting to the Soviets.

They did their best at first to try to get the Indian Government to
refuse him a visa to enter the country, and so forth. Finally the State
Department decided to have him assigned after his tour in Kabul to
New Delhi as the chief of the political section in the Embassy. That is
when the Soviets started this campaign to try to force the Indiap
Government to refuse agreement to his assignment there, which the
Soviets succeeded in doing. He is serving elsewhere now, but apparent-
ly they have decided that it is an effective issue and have been riding
him ever since. As you saw, we referred-only to a few weeks ago when
the last false charge came out, which, by the way, surfaced in Pakistan
in an Urdu paper.

So again, it centers around the problems he caused the Soviets rela-
tive to Afghanistan, and they are still very sensitive.

Mr. Stein. That is not without precedent. There have been other
Embassy officers whom the Soviets have tracked for this kind of treat-
ment around the world for many years.

The CuarMAN. Mr. Mazzoli.

Mr. Mazzorr. Thank you, Mr. Chairman.

I am not sure I really have any active questions, but.I would like
to maybe just do a couple of things to start out with.

Somewhere in your statement, Mr. McMahon, I was rather intrigued
because you describe at one point in there the likely trends in future
Soviet use of active measures.

It was in your earlier statement. It says in this regard we see some
likely trends in the future for the use of active measures. One is greater
attention to security, disarmament, and peace issues. Another one is
increased “objectivity” and “reasonableness” in the propaganda ele-
ments of active measures, and a tactical deemphasis on Communist
ideology. And I see you report greater Soviet willingness to work with
religious groups and non-Communist political parties, as well as
greater use of single issue and ad hoc front groups. And, of course,
continued use of allies, proxies and surrogates.
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And I’'m saying that sounds very much like a political campaign to
me. Those are the things that we use in American political campaigns,
if you just drop the communist part of it, I guess what that sort of
keys me into thinking, throughout what you said today, and what I
have been reading about to get a little feeling for this subject, is the
fact that this is really—it is an effort to control public opinion or to
influence public opinion, which is really what we do as a kind of part
and parcel of our political activity in our own country.

Now, when I start doing something, if I do it at home, and I go too
far or something, then my opponent jumps on me, and then he has
his day, and if we are both wrong, the press jumps on us.

I am just wondering here, do we have the opportunities and do we
geize them as well as we can to keep their feet to the fire? In other
words, they are trying to influence public opinion here, and do we then
follow suit and try to influence public opinion on their side, and if we
do, do we do it as successfully apparently as they seem to?

Mr. McManuo~. We are late ? ayers to that game, Mr, Mazzoli. We

certainly try to counter it, and I have noted some of the gestures—and
that is all they are, are gestures—that are being taken through our
embassies. But we are dealing with a $3 billion to $4 billion program
that the Soviets have, and we are hitting it with a flyswatter when we
ask the Ambassador to do something. Where the United States is try-
ing to begin to counter this is to get out U.S. policy through our official
organs such as ICA, and RFE, et cetera, but we still do not have the
organization to impact the European media, so to speak, on the truth
of INF. In fact, we have trouble doing that diplomatically, let alone
coming out to the people. So we are be%ind the power curve in trying
to counter that, and even though we are on the side of the angels, the
bad guys are winning. :

Mr. Mazzovrr. One thing, I was just glancing through my book here,
T notice that tomorrow we get to hear from the FBI, and in the pre-
pared testimony of the FBI gentlemen, he made reference to “whis-
key on the rocks,” about that submarine that went aground in Sweden.
He details here a couple of pages of mailgrams which were sent,
among others, to the U.g. Ambassador to Sweden, the Swedish mission
to the United Nations, and the head of the U.S. National Security
Council. The mailgrams were all similar in content, suggesting there
was some kind of a deal between us and the Swedes to use this naval
base. The senders were shown in various mailgrams as the Swedish
Ambassador to the United States, two senior U.S. Department of
State officials, and one senior U.S. Department of Defense official, all
of whom deny they ever sent these telegrams.’ ‘

It turned out an analysis of the mailgrams revealed they were almost
certainly drafted by non-native-speaking persons since the language
used several syntactical errors and unusual grammatical constructions.

I was just wondering how inexpert this was. They were sent to
important officials who obviously would check out whether or not they
were authentic. Thev were supposedly sent by officials in our Govern-
ment, like a senior U.S. Department of Defense official, and a senior
member of the State Department. Does that suggest that these Soviet
operations are not very effective? '

Mr. McMano~n. What we think may have happened there, Mr.
Mazzoli, was that Kim Philby, who was probably the head of their
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English department and grammar department, retired, and they now
have someone doing it who doesn’t have the idiomatic flavor of good
English language, and as a result we do see the stilted style.

Mr. Mazzor1. Is that what they are getting for $4 billion, a guy
who can’t speak English? -

Mr. McMasoN. Well, yes. You can see that the Soviets at times do
not show sophistication, not even in their weapons systems.

Mr. Mazzors. How can they be effective if they use non-English-
speaking people to draft English language telegrams?

Mr. PortmaN, That was done in a hurry. Those telegrams came out
within a couple of weeks, practically days after the incident. When
they have time enough to work it up, they do a good job, but occasion-
ally they get some crash programs.

Mr. McMawnon. In fact, we were envious of the turnaround time.

Mr. Mazzor1. Mr. Chairman, I have no further questions,

The CaatrmMan, Mr. Young$

Mr. Youwe. Mr. Chairman, thank you very much.

Mr. McMahon, can you give us some examples of the manipulation,
exploitation and financing of the peace movement on the part of the
Soviet active measures groups? ‘

Mr. McManuoN. We have information that some recruited Soviet
agents in the peace movement were given instructions by the Soviets
on actions to take. But, we were well aware that the peace movement
in Europe did have a very native and genuine spawning. Yet the
Soviets were able to capitalize on that and drive it much further than
what the Europeans expected. We also have reporting which the
Bureau will get into tomorrow, which shows that the Soviets tried to
do the same thing in New York, when they knew there was going to be
a very large “peace” demonstration up there. The Soviets came in and
tried to acquire all of the information they could about who was who
in the peace movement, what coalitions were getting together, who
were the key players, in order that they could begin to pressure them
in the direction the Soviets wanted to go. ‘

Mr. PorrmAN. There is 2 wide variety, sir, of different ways they do
it. We know of at least two Communist parties in Western Europe
where we have solid information on the extent of funding that they
have passed through individual members into the working level of
some of these movements rather than on the higher level where it is
more noticeable. We also have the example here in the testimony that
we submitted of the gentleman in Denmark who was involved on the
Soviets’ behalf. He, for instance, got a large group of about 50 well-
known Danish citizens to make a peace appeal. They published this
appeal in Danish newspapers.

Well, the KGB gave him the funds to pay for the costs of running
this advertisement in all the major newspapers. So there is a very wide
variety of techniques used to work it in.

There is the Christian Peace Conference, an offshoot of the World
Peace Council, which operates out of Prague but which uses coopera-
tive Bloc clergvmen as its nucleus. They have been involved again in
infusing some funds into the non-Communist church elements in some
of these movements in Western Europe. (See exhibit V. p. 67f.)

. Mr. Youne. Would you expand on this, if you can, following finan-
cial transactions with any checks or vouchers or any hard evidence in
that regard ¢
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And the reason I don’t ask you to do it now is because if we don’t
leave and vote, we are going to miss the vote.

Mr. McManox. I think you will also find from Mr. Levchenko to-
morrow specifics to that eng.

The CHairMAN. We will be right back.

[A brief recess was taken. ]

Mr. PorrMaN. What I was referring to in the Danish case. if you
turn to exhibit IV, p. 64f, I could refer to some of the specific there.

Peterson was originally a Communist journalist in Denmark who
then left overt contact with the party and functioned essentially in &
more general freelance role. He was recruited by the Soviets to use as
both an agent of influence and as journalistic placement asset, and he
is the one that financed this particular advertisement that I am talking
about. They also used him in other aspects which are illustrative of
what we are talking about. They wrote for him the text of two books
which he got and then rewrote in his own style so that it sounded like
him instead of Moscow speaking.

One of those books, which came out in 1979, called the “Cold War-
riors,” gives a very biting attack against a number of figures, not only
Margaret Thatcher but also Senators Henry Jackson and Barry Gold-
water in the United States. ,

A second pamphlet which he put out the next year was a very vi-
cious attack on Prime Minister Thatcher in Great Britain. (See exhibit
IV-A, p. 64f.) Those are the types of contributions which are also
made by Soviet assets in this effort at discrediting our policy and
pushing their own. )

Mr. McCrory. Don’t they just regard this as a legitimate intelli-
gence or propaganda technique? Anything is fair as long as the objec-
tive that is being sought is consistent with their ends.

Mr. McMano~. Whatever ends justify the means.

Mr. McCrory. You mentioned just a moment ago about KGB agents
infilrating or infusing ideas into a peace movement or a church group.

It would seem to me that for our intelligence agencies to publicize that .

fact, immediately, might cause this legitimate church group or peace
group to become aware of what is going on, and they would want to
refuse to be used.

We see here in the material before us, in your testimony, and in our
own knowledge of the way the Soviet intelligence community operates
that they just use any means they can, any group they can to attain
their ends. And I think so many times, at least my impression is that
we withhold information that we have. We don’t make it public, and we
sort of permit activities to go on despite solid information that we
don’t fully publicize.

Mr. McMazox. You are right, Mr. McClory, and we probably have
not capitalized on a great deal of information we have to expose situa-
tions such as that. We are often reticent to do that, either because we
are concerned about protection of a source, or second, because there
may be a longer term gain in seeing it through. One might lose the
tactical advantage but gain the strategic end. We are constantly torn
between exposing something like that and protecting either a source
or a longer term interest.

_ Mr. MoCrory. Your testimony today indicated forgeries and dis-
information were utilized generously by the KGB in order to try to
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undermine our interests in Central and South America during the
Falklands episcde, a completely understandable position as far as the
Soviets are concerned. 1 t%ink there must be a general awareness that
that is part of their objective, part of their policy.

Mr. McManoN. Indeed, very understandable on their part.

Mr. PortmaN. The problem, sir, is in recognizing it. I think we all
feel philosophically we can understand how it is logical for them to do
this. On the other hand, when you come up with a specific piece of
information. You are a foreign journalist, for instance, and someone
gives you a hot tip about something occurring, or did you realize that
the U.S. Government has not only given the British the material that
they have announced, but they have also given them a whole lot of new
information that comes out of it. That journalist feels, well this is a
logical type of thing and therefore tends to accept it and use it and not
stop to think at that point that this might be Soviet disinformation.

Mr. McCrory. I am very wary of the nuclear freeze movement, espe-
cially as it has developed in Western Europe, and I am sure that it has
strong support from astern Europe, the Eastern Bloc countries. Yet
I also have a feeling, and I think it is partly borne out by testimony
we have received from the CIA, in the way of economic information,
that the Soviet Union, the Eastern Bloc nations, are hurting econoini-
cally. They are hurting economically as far as their domestic or their
internal programs are concerned, and likewise, as far as where their
military expenditures are concerned. They want to promote a stron
peace movement in the West to help prepare the climate for some kin
of mutual nuclear freeze or reduction or whatever. :

Mr. McMagon. It also gives them an advantage which they now
enjoy. The SS-20 is a fairly sophisticated medium range system. They
also have the SS-18 ICBM which has tremendous throw weight, and as
Soviet sophistication comes along they can add more MIRV’s. And so
if you do have a freeze, you can see that just doubles their advantage
right away.

Mr. McCrory. I realize that, I realize that, but I cannot help but
feel that there is strong motivation on the part of the Soviet Union for
developing some kind of an arms control, nuclear arms control or
nuclear arms reduction, I would assume that is because of the impossi-
bility of maintaining that burden.

Mr. McManon. Well, the beauty of a Communist society, sir, is you
just squeeze the civilian. You know, it doesn’t go bankrupt, you just
make the people eat less. That is exactly what you see happening in
the Soviet Union. They are diverting resources out of the civil sector
into their military establishment because they don’t have sufficient
growth to expand.

Mr. McCrory. But aren’t your findings—and we have had very
sophisticated economic findings provided by the CIA, not only con-
cerning the Soviet Union but also the Soviet Bloc nations, that there
are threatening internal problems for the Soviet Union. These can
get out of hand as they have in Poland. Except for the concessions
that they have made in Hungary and Czechoslovakia, they would not
be able to maintain the stability in the whole area.

Mr. McMawmon. It is certainly very difficult, and very difficult when
compared to our standards, but I don’t see the Soviet Union going
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bankrupt. I think they can still weathér a much larger storm than
what is in front of them.

What you do see is that by all of the economic standards we have,
their life gets worse, and that is indeed the case, but they are com-
mitted to putting an additional 4 percent of their equivalent gross na-
tional product into defense each year, even though the country is
growing at less than 2 percent. And that means they take the difference
out of the civil sector. They do not develop as much as they should.
The people don’t have enough meat to eat. They can’t import all the
grain they want because they can’t pay for it. And this is why the
pipeline emerges so critically important to the Soviets, because it is
$7 billion to $8 billion a year in good, hard currency that they are
going to end up getting which permits them to go into the western
world to get some of the western benefits and technology that they
cannot make themselves because they cannot plow the money into
investment. ’ o :

Mr. McCrory. I don’t know that you mentioned anything about
forgeries or propaganda or disinformation in the Mid East crisis, espe-
cially operations by the KGB in Beirut with the elements that are
involved in there.

Mr. McManoN. What we have seen is the radio broadcasts, which
carry the theme that the United States is the cause of all of it, the
United States and the Israelis, certainly the Israelis with United
States help, and of course, over the past couple of years we have seen
the clandestine radio in southern Russia broadcasting into Iran.

Mr. McCrory. The Soviets have been strongly anti-Israeli.

Mr. McManox. Very much so.

Mr. McCrory. For a long, long time.

However, they seem to be rather noninvolved right now except for
the United Nations as far as any participation in the events of Lebanon
are concerned.

Mr. McManox. Yes, sir. We don’t see any evidence of Soviet in-
volvement there. We do see that the Soviets have sent in some military
supplies into Syria. We have seen the Syrians asking the Soviets for
more and better equipment and leading us to say the Syrians were
very miffed at the poor performance of the Soviet weapons systems
compared to the U.S. weapons systems that the Israelis had, and
they are demanding that the Soviets replace those 80 planes that were
shot down in that turkey-shoot with better airplanes. ‘

And we know the Soviets were being chastised by the Syrians for
giving them the lousy equipment for billions of dollars in hard
currency.

Mr. McCrory. Is there a big Soviet embassy in Beirut, and are there
a lot of KGB agents there?

Mr. McMazon. There used to be a KGB residency in the Soviet Em-
bassy in Beirut. We don’t see any influence of the Soviets in Lebanon
except as whatever support they gave the Palestinians. We see very
large stores of arms that have been captured that are Soviet arms, but
the Palestinians could have gotten that from the Libyans, the Syrians,
indirectly from the Soviets.

Mr. Stemv. You can bet your bottom dollar that one of their active
measures in the near future will be to convince the world that their
arms are just as good as anybody else’s.
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Mr. PorrmaN. We haven’t seen much evidence of it because of the
pace of the activity, but there are some bits and pieces that we are
seeing of an active measures adjunct to what is going on there, and
there has been a Soviet effort to convince the PLO not to give in and
move out of the western sector of Beirut. This has caused some back-
ing and forthing between some Soviets and some otherss because when
someone else then says, but doesn’t that mean that the Israelis prob-
ably will go in and slaughter us, the answer is maybe that is in the end
better for you and so forth.

They have been passing some commentary through influence assets
here that we have seen some evidence of, and to supplement the rather
quiet overt stand that they have had. So they are active, but most of
the time in a crisis like this, we aren’t talking to the same assets that
they are, and so it takes us a while to learn about what they are exactly
saying in cases like this, behind the scenes.

Mr. McCrory. Is it hard for you to understand why they are not
utilizing these incidents to undermine the Israelis and their interests
and their credibility in the United States, in Lebanon and Beirut?

Mr. McMamnon. I don’t think they have any way of doing much
about it other than talk. If they want to really do something about it,
then they have to get physically involved, and we see great reluctance
on the part of the Soviets to confront the Israelis directly in a military
way.

They will undoubtedly, if pressed. If the Israelis threaten Syria, we
feel that the Soviets would indeed put troops into Syria to maintain
defensive positions, the SAM sites and things like that. We don’t see
the Soviets attempting to move into Lebanon to support the Palestin-
ians.

Mr. McCrory. I assume there are a great many leaders in the Arab
world that are helping to keep the Arab world either pro-American
or neutral as far as the whole Mid East conflict.

Mr. McManon. Exactly right, the moderate Arab must feel exposed
at the present moment by supporting the U.S. given the present sit-
uation. We are going to have to take some measures as a nation to
continue to woo them and make them feel that they are not out on a
limb all by themselves. :

Mr. McCrory. Thank you, Mr. Chairman. I did proceed in your
absence.

The Cuarrman. Bill, do you have some more ¢

Mr. Youne. Yes, sir. Thank you, Mr. Chairman.

Our witness tomorrow, Mr. Levchenko, wasn’t he a journalist?

" Mr. McManon. He was a KGB officer under cover of a journalist
from New Times. : o

Mr. Youwne. Apparently he had talent as a journalist to maintain
that cover.

Mr. McManon. They sent him to school for a long time, and he did
practice his cover so to speak. So he could conduct himself as a jour-
nalist in Japan. ..

Mr. Youne. How often do we see journalists being used by the KGB
or any of the Soviet agencies in their active measures programs, or
someone using the cover of a journalist?

Mr. Porraax. Rather extensively. They use some more than others.
They have used all types of journalistic cover. New Times, which is the
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organization to which Mr. Levchenko was assigned, when he went out
in the early 1970’s, had 14 foreign correspondents, of which 12 were
staff officers of the KGB. Today I believe, if my figures are right,
they have 16 foreign correspondents, of which all but two also are staff
officers of the KGB. Some of the other journalistic organizations have
a much lower percentage, but traditionally, New Times and the Lit-
erary Gazette, two Soviet publications, have been used by the KGB’s
active measures service and the International Department as a mecha-
nism available for this type of activity.

Today my equivalent in the KGB or the International Department
can deal directly with those papers to get anything he wants published
without having to go up to the chamn of command and back down
again. Now, if he is dealing with some other Soviet journalist, it is
flifferent. So they vary widely in use of some of the instruments they
have.

Mr. Youne. Are you aware of any criticism on the part of -the
worldwide journalistic profession to object to the Soviet use of jour-
nalists in their active measures programs?

Mr. McMamon. We haven’t been exposed to that except to the ex-
tent that we have been accused of it.

Mr. Youne. When you are accused of it, I am quite aware of the
criticism and the wrath that is heaped upon your heads, but what I am
trying to find out is if the same thing happens to the Soviets. Do any
of the people that criticize you criticize the Soviets?

Mr. McMamnox. No. In fact, we tried to do an anatomy of the peace

movement in Europe to see why is it that many Europeans were mak-

ing less of. a public issue of the Soviet SS-20’s directed against them
than of our plans for putting in PERSHING II’s to counter the Soviet
missiles. The answer was that the Europeans who oppose nuclear
weapons feel they have no influence on the Soviets, while they can
have some influence on their governments and on us. That is probably
the same rationale on the journalists.

Mr. Youna. The rules are so different for the two divergent view-
points, aren’t they ¢

Mr. McMawon. Yes, sir, we feel that very acutely.

Mr. Youna. I am sure you do.

Well, Martin mentioned the extensive use of journalists,

Do you have numbers and names? Can you provide us with specific
examples of Soviet journalists or. people operating under the cover of
journalists that we could have for our records?

Mr. McManox. Yes, indeed, yes, sir.

Mr. Youne. That would be very, very helpful to us, especially as we
also encounter the type of criticisms that you come in contact with, of
whether or not journalists should be used in intelligence operations,
et cetera. :

Mr. Steiv. May I clarify the question? Are you talking about
Soviets who are journalists and KGB officers?

Mr. Youna. Yes.

Mr. McMagon. I think the key is the Soviet staff intelligence offi-
. cers using covers of journalists, but there have been cases of recruited
agents who were non-Soviet journalists.

Mr. Youna. Yes.

Mr. SteiN. Fine.

(See exhibit VI, p. 68f.)
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Mr. Youne. And our witness tomorrow, that is the role he played.

Mr. PortMan, The Soviets also, of course, use organized journal-
istic mechanisms which have foreigners in them which is what John
was referring to. This causes a lot of problems and is not recognized
in the same way that the Soviets are. The tension has been created
even at the U.N. recently, in UNESCO, concerning Third World media
organizations. The Soviets for years have been into a campaign to
convince a number of Third World countries that are primarily serv-
iced by Western news services like the AP, UPI, Reuters and so forth,
that they are getting very biased, proimperialist néws and so forth,
and that they should have their own Third World news services.

There has been a major effort recently in Latin America to get a
Latin American news service put together using a front figure who has
a Communist Party background but who is not now an official of the

arty.
P Mz. Youne. I wish you would do that as extensively as you can.
Chairman Boland mentioned earlier the 1980 hearing we had with Mr.
McMahon on Soviet forgeries. There was a great demand on what
this committee published. wEeT

Mr. McMauHoN. It still is a good seller.

Mr. Youne. It is out of print. We don’t have enough copies to
supply all the requests, and I have an idea that assuming we published
a report based on this series of hearings, that it is also going to be a
best seller. I think the American people would like to know about
this. So be as extensive as you can.

Mr. SteIn. I think we could do it rather extensively in a nonsource
sensitive way.

Mr. Youne. Well, we certainly don’t want to compromise any sources
or any thing of that nature, but we also want to have a tool here that
will help all of us to do our jobs, and you know, Mr. Mazzoli is so
right, that this is sort of like a political campaign. We are campaign-
ing for the hearts and minds of the people of the world.

Mr. McManoN. That is exactly right.

Mr. Youne. And we are not playing by the same rules, but at least

we do have the advantage that we are free to discuss as much as we
" can without violating classification laws.

There are a lot of people, you know, in our business and the Con-
gress that would like to have this knowledge, and we rely on you for
the knowledge.

The question of the Christian Peace Conference was raised a few
minutes ago. In 1981 Radomir Bogdanov was a major participant at
a meeting of the Christian Peace Conference held in Kiev. -

}?an you tell us something about him, where he fits into the overall
scheme.

Mr. Portman. We would have to go back and get details, sir.

In general terms, if my memory serves me correctly, he is a KGB
officer who has been working for some time in the U.S.A.-Canada
Institute. That institute is a mechanism available primarily to the In-
ternational Department of the Soviet Party, but it has a number of
International Department officers and KGB officers who are involved
both in a cover role and also even in internal real activities in the
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Institute. I am not fully aware of his career sir, and I would have to
research it. '

Mr. Youne. OK. Would you provide additional information then
for the record %

Mr. McManon. Yes, sir; we will,

Mr. Youne. And dealing with the Institute of U.S.A. and Canada.

Mr. McManon. Yes, sir.

[The information referred to appears as exhibit VII and exhibit
V1II, pg. 70 to pg. 74.]

'~ Mr. Youxe. This Christian Peace Conference, what could sound
better than that, but if it is a vehicle for active measures, it is a vehicle
Elﬁat is being used against our own interests, we ought to know about

at, too. .

Mr. McManox. I will be happy to.

Mr. Youne. So anything you can provide there would be helpful.

Can you tell me something about the role of the KGB and any other
active measures elements regarding supporting terrorism by the PLO,
the African National Congress, or any other types of international
terrorist groups?

Mr. McMamon. Yes, sir, we have done an extensive study late last
year on the role of the Soviet Union and its relation to terrorists. We
concluded that the Soviets do not engage directly in terrorist activi-
ties. However, we find that they have camps in the Soviet Union where
they have trained terrorists. We know that, for example, they support
the Libyans considerably and give the Libyans weapons, who in turn
provide those weapons to the terrorists. We know that the Soviet
Union assured one Middle Eastern terrorist group that when they
dealt with Nicaragua and Salvadoran insurgents, any equipment, any
arms and ammunition and support that it provided to Nicaragua or
the Salvadoran insurgents would in essence be reimbursed from the
Soviet Union. We see the evidence of Soviet complicity and indirect
support to those organizations which do engage in terrorism, and of
course, we do see, as we have witnessed in Central America and also in
Africa, how the Soviets do get directly involved in providing support
to insurgencies. Often, those insurgencies will engage in terrorist acts,
but we don’t see the Soviet hand directly on the smoking gun. There is
always someone in between. '

Mr. Youne. Then, of course, they have so many other Bloc countries.

Mr. McMauon. They have all the surrogates they need.

Mr. Young. Sure.

How is the KGB residency set up ¢

Mr. McMamonN. You are an expert on that, John.

Mr. SteIN. It is set up as follows. It has a resident, who is the chief.
It certainly has in it officers of the First Chief Directorate who con-
cern themselves with collection. Probably, in fact, they would have a
KR (counterintelligence) line officer who concerns himself with the
security function both of that residency and the embassy as a whole,

and then, depending on where they are located, they may well have

two or three or four more officers working the active measures ac-
count, other officers working a political intelligence account, and in
the Western world there will be several officers working the S&T col-
lection account (line X), ete. A

Mr. Youne. Well, in a KGB residency—well, go ahead.
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Mr. McManon. I was just going to add, they also often will use
what they call co-optees within the Embassy. They are not full fledged
members of the KGB, They are not staffers; but they are foreign
affairs officers who will do the bidding of what the KGB wants, and
they are called co-ogfees.

Mr. SteIn. I might just say in that connection, because it comes up,
when they use co-optees, They don’t necessarily have to get the permis-
sion of the parent organization back in Moscow.

Mr. Youne. We are bound by different rules than they are bound.

Mr. Stein. They don’t have bureaucratic embarrassment because the
KGB has more leeway than we do.

Mr. Youne. In a KGB residency, how do they provide their cover?
What percentage of the individuals would be covered by official cover
and what percentage by other types of covers?

Mr. Striy. About 85 percent of the Soviet officials stationed around
the world in official installations are KGB or GRU officers under
cover. The number of illegals would vary from country to country.

Mr. Youne. Well, I want to come back to the term “illegal,” but
first let me clear up this question of cover. You said about 35 percent.

Mr. Stein. Well, you see, other than illegals, there is no cover for
the Soviets other than official because even their businessmen work
for a government organ. So in that sense no one is under nonofficial
cover. No one is under cover other than official, except illegals, who
assume a different identity.

Mr. Youne. What about diplomatic cover?

er. SteIN. Again, we are at 35 percent of the total diplomatic
colony.

Mr. Youne, Thirty-five percent of the total diplomatic force?

Mr. SteIN. Yes.

Mr. Youwne. My question is, of the KGB people, how many of them
are traveling under this official or diplomatic cover ?

Mr. PortMaN. In a residency ?

Mr. Strin. In a residency ?

Mr. Youne. All of them ¢

Mr. Stein. All of them.

Mr. Porrman. Many of them are in the embassy itself, but there are
usually a few in the TASS office or the New Times office or in the trade
missions or something like that, on the KGB side. We also have GRU
residencies, and it varies country by country. Tomorrow you will get
an opportunity to ask Levchenko in great detail, and I think he will
tell you how the residency in Tokyo which is one of the largest, was
organized when he was there. .

Now, percentages vary, but you I think will get a rather detailed
picture by him on that one. ) .

Mr. Youne. He was not diplomatic cover. Was he considered official
cover?

Mr. Portman. He had an official passport as a journalist, although
he was, in our terminology here, comparing, he would be nonofficial
cover, but there they don’t have journalists who are not oflicial.

Mr. McManow. It is the state. Everyone in the Soviet Union belongs
to the state. So it is just like the airline, you know, the airline Aero-
flot and that is true of New Time and everything else.
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Mr. Steix. I might say in connection with everything else, it is im-
portant you realize in terms of reciprocity, I have been in countries
where that has in fact been put into practice by the local government,
and we trim down our cmbassy and they trim down theirs, and then
suddenly, an awful lot of business takes place between the Soviet
Union and that country which cannot possibly be conducted except
for this fellow from whatever state enterprise. Well, in effect, they are
still Soviet officials traveling on diplomatic or official passports, and
we are still stuck in the embassy.

So you have to be very careful when one talks about reciprocity, that
it would extend, if you will, to that quasi-commercial presence out
there.

Mr. Youna. Well, you mentioned Soviet “illegals.”

Describe, tell us what a Soviet illegal is.

Mr. McMauon. He can usually %e a person that infiltrates into a
country, whether he just walks across the border, gets off an airline
or comes by ship as a seaman. He enters a country with a false identity
and establishes himself in that country as someone acceptable. He can
establish a business there and become a normal citizen. He is in that
country illegally. He is not what he says he is, and yet he begins to de-
velop a reputation based on his tenure in that country, and then he per-
forms acts on behalf of the Soviet Union. But as far as the country is
gonperned, he really does not exist because he is not the person he says

e is.

Mr. Sten. The classic is Abel, who was a Soviet citizen who as- -

sumed another identity and another nationality and lived in New York
unlderlthat nationality and identity when in reality he was a Soviet
colonel.

Mr. Youne. Well, these illegals then do participate in active meas-
ures.

Mr, McMaHON. They may.

Usually they are engaged in espionage, they handle agents.

Mr. Stein. They are very precious, and therefore you try not to
burn them. They are usually, as John says, conducting straight
espionage. ‘

Mr. Porraan. If they are involved in cne of these active measures,
it would usually be in a new identity and a logical aspect of it, and
usually not out front in a role which will call particular attention to
them so that if the individual in fact is there as a graduate student at
one phase of his activity, he might become involved in demonstrations
or whatever, but he certainly isn’t going to be out front as a leader
which would call attention to him or whatever. He may well act
behind the scenes as an influence asset, suggesting to some of the peo-
ple who are leaders how to do one thing or another. But usually most
of the active measures activity is done by official cover officers, some-
times done clandestinely with real agents as distinct. from their overt
contact, but normally tiey don’t risk that type of thing with most of
their illegals.

Mr. Youne. So even if the illegals are not even used in an active
measures role, they are used in other types of espionage activities that
are not in our best interests.

Mr, StEIN, Yes.
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Mr. Youne. The Pathe case and the Peterson case which you de-
seribe in your exhibit IV indicate that western media are vulnerable
to penetration.

Are you talking about ideological penetration or mercenary pene-
tration or both?

Mr. Portman. All types. They will take whatever they can get, how-
ever they can get it.

Again, as tune has passed, the Soviets have come to rely less on the
ideological straitjackets that caused some of the problems for them in
the early days, and today the Soviets are quite prepared to take some-
one and work with him on one issue and have him be against them on
some other issue providing they feel they can get enough out of that
one issue, ‘

So they will take whomever they can get in any way they can, full
time or part time.

Mr. Youne. And develop him, hopefully, on their part.

Did the KGB manipulate Petersen’s role in the Danish peace
mavement ?

Mr. PorrMan. He was fully responsive to controls. He had been re-
cruited years before, was one of their trusted assets. They used him in
various parts of their game plan, and he did their bidding fully, even
when he got a lot of flak from his colleagues. He just took it.

Mr. McManon. He would receive the KGB draft and put it in his
own words,

Mr. Youne. So I would emphasize he was fully controlled.

Mr. Portyan. Yes.

Mr. Fremaca. I might add, the police searched his home, and he
had kept diaries with passages pertinent to his contacts with his KGB
controlpoﬂicers and including entries that indicated he was fully aware
of what he was doing.

Mr. Younag. Do the KGB officers sometimes use the international
Soviet fronts for cover and to assess agents, potential agents, and to
recruit potential agents?

Mr. Porrman. The KGB is not supposed to use a Communist Party
mechanism without approval. As a general rule, they do not use foreign
communist parties or international front mechanisms indiscriminately,
such as a residency cannot go out and recruit a local communist or
someone involved in the Japanese affiliate of the Peace Council or what-
ever it is without high level Moscow approval. Also on those few
occasions, when the KGB uses Soviet international fronts to cover staff
officers, CPSU Central Committee approval is necessary.

On occasion exceptions are made to that. For instance, in the case
of the problems that the CPSU had with the Spanish Communist
Party, they at one time opened that up for KGB operations and set
up a competitive group under a former Central Committee member
in that Party, Enrique Lister, who was at that stage when he came
back to Spain and set up a counter-party, a fully controlled and run
KGB active measures operation against Carillo, who had become dis-
sident and a problem to the Soviets. But on the whole, they cannot, the
KGB cannot use these mechanisms.

On the other hand, the International Department has jurisdiction
over foreign Communist Parties, and in almost all the major cam-
paigns in the active measures area, you have the International Depart-

~
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ment, if you will, being the brains over in the party apparatus and the
KGB being one of the executive agents, admittedly the largest ex-
ecutive agent, carrying out the largest number of covert active meas-

ures, but still under party control and direction. And so at the same =

time, the International Department is in fact regularly manipulating
all of the front groups and foreign Communist Parties that they con-
trol for these purposes.

Mr. YouNe. Mr. Chairman, thank you for being so generous with

the time. .
The CHaRMAN. Let me ask you whether or not most of the nations

of the world have accredited Russian journalists?

Mr. Portman. Of one sort or another. ,

Mr. STEiN. I think it is fair to say yes, they do. They may not be
resident in all countries, but they will travel in and out. It is usually
a TASS correspondent who has a beat. '

Mr. McManoN. We can give you a specific on that, Mr. Chairman.
There are countries in the world where Soviets arenot allowed in.

The CHaRMAN. But in those countries where they are allowed in,
where they have Soviet journalists, would it be fair to say that the
major part of them are KGB officers or undercover agents?

Mr. Porrman. I would say the majority are either KGB officers
or co-opted. If you count all of the journalist organizations such as
Tass, the various technical journals, Izvestiya. Pravda, and so forth,
I would say the majority are not KGB or GRU staff officers.

The CrARMAN. And all countries should recognize that even when
they are engaged in their journalistic endeavors, they are part and par-
cel of Soviet intelligence operations.

Mr. Porramax. In some cases, Moscow at the center has professional
writers who write script for some KGB or GRU officers in the field
under journalistic cover so that they can publish materials occasionally
and thus appear to do journalistic work, but people like Levchenko
also wrote regularly, and he carried on his overt activities in a manner
that, for instance, convinced Japanese authorities—he was there for
nearly 5 years—that he was a legitimate journalist.

The CramMAN. That to me is rather surprising, that he was able
to carry on for 5 years as a KGB officer.

Mr. Portman. He was a journalist as well.

Mr. Stemv. Your question is, is not the whole world sensitized to '

the fact that they nse—that these people are KGB officers and are co-
opted? Yes, in principle they are, but a lot of these people are very
personable and get along very well, and people forget and say things
to them that one shouldn’t say to them.

The CramrmaN. Well, in a sense, isn’t everybody in the Soviet Em-
bassy out here on Wisconsin Avenue or 16th Street, aren’t they all part
of the apparatus?

Mr. SteiN. Yes.

Mr. Porrman. In Levchenko’s case, the effectiveness of the indi-
vidual officers plays a very significant role. He not only was accredited
as a journalist by the Japanese Diet press office, but through an agent
of influence that he had in the parliament, in the Diet, he was able to
get accreditation to the Defense Group in the Japanese Diet. I don’t
remember the exact name of it, so that he was the only Bloc journalist
who was regularly invited to private briefings where what we would
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term classified information was discussed, backgrounders for the Jap-
anese press and so forth. He was the only one, and he went in there
speaking English, not Russian or Japanese, which he spoke very well,
and to all the casual people that didn’t really know him, he didn’t
appears to be a Russian journalist.

So to go back to the effectiveness, the individual officer can sometimes
compensate for some of these things. ’

The CHaRMAN. Is there any difference between a media placement
by tha ]I;gbemational Department of the CPSU and a media placement
by K

yMr. PorTMaN. In the Soviet Embassy abroad, there will be an official
section similar to our ICA. element. That official element in the Soviet
Embassy normally will deal with communist and leftist journalists
rather openly. The KGB’s role, the residency’s role in the journalistic
placement business normally involves recruiting agents in a rightist or
centrist press and using them to put material 1n that normally would
not be put in and not identified as coming from the Soviets.

So, for instance, again you can discuss this with Levchenko tomor-
row, some of his assets for instance, he had one who was a deputy
editor of a prestigious conservative newspaper in Japan, and this man
regularly put material in under guise, anti-Chinese material, for in-
stance, very extensively, that was in the Soviet interests but in no way
was overtly associated with them.

The CrAIRMAN. Is cover by those working for the Soviet Union,
is that cover assigned to them by the KGB only, or is the cover assigned
by the International Department. Is the cover the responsibility
og the KGB ¢

Mr. Stein. KGB.

Mr. McManoN. A Central Committee department allots the cover
slots and the KGB picks the individuals to fill them.

Mr. Portman. As we said before, they cannot use party as such.
They cannot cover an officer in the International Department, but they
themselves determine what they want.

Mr. Strin, Leaving aside the party organs and that sort of thing, if
the KGB decides they need a certain cover to do a certain job, it does
not take a great deal of negotiation with the other government depart-
ments to get it.

The CaammaN. What would you say is the most significant or im-
portant type of cover used by KGB officers, particularly relative to
active measures?

Mr. PortMaN. Journalistic cover is probably most effective. A jour-
nalist can ask a question, can come up to you and ask you a question
and you are liable to answer it, more likely than you would if someone
came up to you and said he was from the British embassy or the French
embassy or something like that.

The Caamman. What does KGB mean by “line PR” ¢

Mr. Young mentioned it.

Mr. Portman. That is an abbreviation for the Russian words for
political intelligence. For instance, in the Tokyo residency, it is the
part of the residency that is responsible for penetrating the political
part of the Japanese Government. There is a separate line that is to
work the CI side, there is a separate line to work the S&T side. In
some cases, there is a separate line to work the Americans.
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Mr. McManox~. And they come from the First Chief Directorate of
the KGB. Their job is to go out and collect intelligence.

The CrairmaN,. So line PR officers are used in active measures, ap-
parently.

Mr. Porraan. All of the personnel in the Soviet colony are poten-
itally available, and few would refuse a call. Most of the activity, be-
cause the nature of it is political, is centered in the PR section of a
KGB residency, but all of them are used. For instance, even occasion-
ally the S&T people are used when you have some deception you want
in that area.

The Cuamrman. Bill, do you have any additional questions?

er. Youwe. Mr. Chairman, if I could ask three more questions,
please.

What Soviet phoney stories have we seen surface regarding alleged
CIA assassination plots?

Mr. Portman. Well, the one I referred to earlier where we were ac-
cused of having Amin as an agent involved with assassination, but we
weren’t accused of being the assassin. We have been accused of mur-
dering Aldo Moro, the former Prime Minister in Italy. That was done
in the context of claiming that CIA secretly ran the Red Brigades be-
hind the scenes, and although they appeared to be leftists and commu-
nist oriented, they in fact were Fascists.

Mr. StEIN. John reminds me, of course, of the Patrice Lumumba
story which has been played and played and played.

Mr. Youxe. Who provides the bulk of the funding for the /Inter-
national Soviet fronts? i

Mr. Portman. Well, the: Communist Party of the Soviet. Union,
which means the Soviet people directly are bearing the brunt.’

Mr. Youne. Are you able to track that to the point where you have
no question about that? i

Mr. Portman. We have no question about the majority of fhe fund-
ing coming from the Soviets. We have enough examples in enough
countries that we feel fully confident in our judgments. On/ the other
hand, we cannot tell you how much they are spending and how they are
passing it in every country. f

Mr. Youne. Well, these examples that you are talking about, are
they such that you could put them in our records so that we'could take
a look at them? :

Mr. PorTMAN. Some of them come from rather sensitive sources, but
we could certainly give you a picture of it.

Mr. Youne. It would be helpful if you could give us as much as
you can for our record because, you know, oftentimes someone says to
us, if we make that statement, well, prove it. You know, show us the
canceled check.

Do the local Soviet controlled Communist Parties procadre for the
local affiliates of the International Soviet fronts?

Mr. Portman. Would you repeat that?

Mr. Youne. Do the local Soviet-controlled Communist Parties pro-
vide the cadre for the local affiliates of the International Soviet fronts?

Mr. Porrman. Normally but not always. Again, going back to the
lesson that the Soviets have learned years ago, the fronts would be
stacked with either known members of the Communist Party, or if
you want to call them that, fellow travelers. Today the Soviets work
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clandestinely through agents of influence in some of the groups with
assets that are not overtly known as Communist. '

Mr. Youne. We haven’t talked at all about the GRU today.

Are they involved in active measuresin any way ¢

Mr. PortmaN. Not directly in the same sense that the KGB is. If a

particular active measure has to be implemented, they can be brought
in. ' .
Essentially the Soviets have a system that works like this:

They tend philosophically to build broad campaigns which will last
over years and concentrate all elements of the-Soviet community into
the furtherance of that campaign, like the anti-TNF, anti-INF cam-
paign, and in the process of that, if they feel that Soviet military or
even Soviet military intelligence can play some role, they will be
brought into it, but normally they aren’t out in the front line as one of
the major elements that is used in this type of thing."

Mr. Youne. Well, gentlemen, thank you very much for an extremely
interesting hearing this afternoon. i

Thank you, Mr. Chairman.

The CEARMAN. Let me ask, do we have sufficient personnel and does
the Agency have sufficient money to counteract effectively the appar-
ently herculean efforts that are put into the area of propaganda and
intelligence collection by the Soviet Union?

Mr. McMawuon. I think that we have, through the good grace of this
committee and the other oversight committee, authorization commit-

tee, have gone a long way in beginning to address this problem. We by
no means, though, have the resources to do the job we see before us and
we will continue——

The CmamrmMaN. When you are saying resources, are you saying
bodies and money ¢

Mr. McMagoN. Both, yes, sir; we need the bodies, the officers to
gan_dltzl the programs, and the dollars to obtain the assets that are

esired.

But we do need more money, sir, and we do need more people,

The CmammMan. A $4 billion figure was used here sometime this
afternoon as the cost of running what?

Mr: McManmon. If you look at the entire orchestration that the
‘Soviet Union is able to bring to bear to carry out the messages through-
out. the world that they want to carry, whether it is through agents of
influence, through controlled media assets, through TASS, through
Izvestiya, through the front organizations, through all the mecha-
nisms, we estimated several years ago that that was at $3.363 billion.
Even the price of just buying books these days has gone up over the
years. And so we estimate that they still spend somewhere between $3
billion and $4 billion on their program.

The Cramrman. Obviously they spend a lot more than we do in this
area,

Mr. McManox. Yes, sir, they do, considerably.

The Cuarman. Well, thank you very much, John. You have been
‘& very interesting witness, and you have, too, John Stein and Mr. Port-
man and Mr. Freilach. Thank you very much.

We look forward to an interesting session tomorrow morning at 9
‘o’clock with Stanislav Levchenko and with the FBI in the afternoon.

Thank you very much, gentlemen.




Mr. McMasox. Thank you, sir.
Mr. SteN. Thank you, sir.

[Whereupon, at 4:15 o’clock p.m., the committee recessed, to recon-
vene at 9 o’clock a.m., Wednesday, June 14, 1982.]

BExarit 1

INTERAGENCY INTELLIGENCE STUDY: SOVIET ACTIVE MEASURES
KEY JUDGMENTS

The Soviet term active measures?® is used (primarily in an intelligence con-
text) to distinguish influence operations from espionage and counterintelligence,
but this term is not limited to intelligence alone. Rather, Soviet active measures
involve activities by virtually every element of the Soviet party and state strue-
ture and are regarded as a valuable, regular supplement to, and are closely co-
ordinated with, traditional diplomacy. Soviet active measures include:

Manipulation or control of the media.

Written or oral disinformation.

Use of foreign Communist parties and front organizations.
Clandestine radiobroadecasting.

Economic activities.

Military operations.

Other political influence operations.

Ultimate approval for the use of active measures, like all major decisions
affecting Soviet foreign policy, rests with the highest level of the Soviet hierarchy,
the Politburo and the Secretariat of the Central Committee of the Communist
Party of the Soviet Union. Most decisions concerning implementation are carried
out by the KGB in close coordination with two elements of the Soviet party
bureaucracy, the International Department and the International Information
Department. The extensive participation of these two powerful party components
in active measures indicates both the importance attached to such activities by
Soviet leaders and their appreciattion of the policy implications of such activities.

Active measures are in essence an offensive instrument of Soviet foreign
policy. They contribute effectively to the strategic Soviet purpose, central to that
foreign policy, of extending Moscow’s influence and power throughout the world.
In tactical application, active measures are designed specifically to influence the
policies of foreign governments in favor of the Soviet Union, and thwart opposi-
tion to Soviet policies by such means as disrupting relations between other states
arrayed against the Soviet Union; undermining the leaders, institutions, and
values of such states; and discrediting and vilifying opponents of the USSR.

Active measures remain a major element of Soviet foreign policy even during
periods of reduced tension or detente.

The primary target of Soviet active measures is the United States, which the
Soviet Union has long regarded as its main opponent and the principal obstacle
to carrying out its policies. Soviet active measures constitute a policy instrument
systematically employed to discredit, isolate, and weaken the United States.
These ultimate objectives are a key factor in active measures, even in many
instances when the active measures are immediately directed at other countries,
organizations, or individuals,

The Soviet regime generously provides the necessary finanical, technical, and
personnel resources necessary to support active measures operations. We con-
clude that the Soviet active measures effort is well integrated with other Soviet
foreign policy actions but that the impaect, while frequently effective, varies
depending on place and circumstance.

Political influence operations are the most important, ambiguous, but least
visible of Soviet active measures. They range from the use of agents of influence,
through the manipulation of private channels of communication, to the exploita-
tion of unwitting contacts. These operations have a common -aim: to insinuate
Soviet policy views into foreign governmental, journalistie, business, labor, aca-
demie, and artistic opinion in a nonattributable fashion.

1The use of the Soviet term active measures, rather than the more familiar term covert
action, is intentional. Active measures comprise a broader cencept than covert action
and include a full range of overt, as well as covert, activities undertaken by the Soviets,
which thus are a part of the discussion.
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‘Soviet active measures are poorly understood and are infrequently countered
systematically by Western and Third World governments. As a result, the Soviets
have been able to go about their large-scale active measures effort quite freely—
to the detriment of Western foreign policy interests.

The Soviets are willing to accept the risk of considerable political embarrass-
ment as a consequence of active measures operations. They apparently believe
that controversy caused by the exposure of active measures operations in the
past has had no significant adverse impact on Soviet foreign policy programs.

The highly, centralized structure of the Soviet state and its system of pervasive
control and direction over all elements of its society give the Soviet leadership
a capability, at once impressive and effective, to draw on all elements of the
party and government and on so-called private individuals and organizations in
orchestrating active measures support for foreign policy positions. In the same
fashion, the U.S.8.R. is in a position to call on its allies (and their party, state,
and intelligence organs) for support in not only common, but on oceasion purely
Soviet, objectives. In effect, these allied organs become appendages to Moscow's
own instruments.

Soviet active measures tactics may be adjusted to accommodate changes in
the international situation, but the basic techniques and the strategic purpose
remain the same. In this regard, we see some likely trends in future Soviet use
of active measures:

Greater attention to security, disarmament, and “peace” issues.

Increased “objectivity” and “reasonableness” in propaganda elements of
active measures, and a tactical deemphasis of Communist ideology.

Greater operational sophistication in the manipulation of influence assets
and in the production and use of documentary forgeries.

Greater willingness to work with religious groups and non-Communist
political parties, as well as greater use of single-issue and ad hoc front
groups instead of the older and larger well-known Communist-front
organizations.

Continued use of allies, proxies, and surrogates, such as Cuba.

Continued opposition to Western instruments of social and economie
influence in the Third World, and greater advocacy of the creation of new
international institutions and organizations—such as a Third World press
‘““order”—that promote Soviet influence.

Di1scUsSION

I. INTRODUCTION

A. Definition of active measures

1. The Soviets use the term active measures (aktivnyye meropriyatiya) pri-
marily in an intelligence context. Within that context, the term is used to refer
to active operations intended to provoke a policy effect, as distinet from espionage
and counterintelligence. But the Soviets do not limit the concept of active meas-
ures to intelligence alone. Active measures are an unconventional adjunct to
traditional diplomacy. They are quintessentially an offensive instrument of
Soviet policy. Specifically, they are intended to influence the policies of foreign
governments, disrupt relations between other nations, undermine confidence in
foreign leaders and institutions, and discredit opponents. Active measures, thus,
consist of a wide range of activities, both overt and covert, including :

Manipulation or control of the media.

‘Written or oral disinformation.

Use of foreign Communist parties and front organizations.
Manipulation of mass organizations.

Clandestine radiobroadeasting.

Eeonomie activities.

Military operations.

Other political influence operations.

2. The range of activities included under active measures is broader than that
covered by the U.S. term covert action. In American parlance, overt activities,

such as officially sponsored propaganda, actions by accredited diplomatic and
" official representatives, and activities of friendship and cultural societies, are

automatically excluded from the range of covert action.
3. The use of the term active measures throughout this study is int‘entiox‘zal. By
replacing the familiar but more limited intelligence term covert action with the
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broader active measures, we intend both to avoid confusion and to make the
full range of activities that the Soviets include under active measures a legiti-
mate part of the discussion.

B. Purpose and scope of the study

4. This study discusses the types of active measures used by the Soviets
through examples which illustrate recent active measures techniques and show
the relation of active measures to other instruments of Soviet foreign policy
implementation. The study is not intended to be a discussion of active measures
in the abstract, nor is it an encyclopedic treatment of the subject. While this
study focuses on Soviet active measures against the United States, in order to
illustrate as broad a range of such activity as possible, it occasionally refers to
active measures operations directed by the Soviets against non-U.S. targets.

II. SOVIET PERCEPTIONS OF ACTIVE MEASURES

A. Main target: The United Stales

5. The Soviet leadership sees active measures as an indispensable adjunct to
the conduct of foreign policy by traditional diplomatic, military, and other means.
The basic aims of active measures operations are to weaken the opponents of
the U.S.8.R. and to create a favorable environment for advancing Moscow’s
views and international objectives worldwide. The United States, which the
Kremlin has considered as the “main enemy” * of the Soviet Union since the early
days of the post-World War II period, remains the main target of active meas-
ures. This situation has not changed in recent years despite a period of East-
West detente.

6. Although tactics may change to correspond to changed circumstances over
time, Soviet active measures tend to retain certain long-term strategic objectives :

To influence both world and American public opinion against U.S. military,
economic, and political programs which are perceived as threatening Soviet
objectives.

To demonstrate that the United States is an aggressive, “colonialist,”
and “imperialist” power.

To isolate the United States from its allies and friends and discredit those
that cooperate with it.

To demonstrate that the policies and goals of the United States are incom:
patible with the ambitions of the underdeveloped world.

To discredit and weaken U.S. intelligence efforts—particularly those of
the CIA—and expose U.S. intelligence personel.

To create a favorable environment for the execution of Soviet foreign
policy.

To undermine the political resolve of the United States and other Western
states to protect their interests against Soviet encroachments.

B. Continuity and change

7. Active measures go hand-in-hand with other foreign policy instruments. The
same factors that influence Soviet foreign policy as a whole—changes in the
international situation, domestic factors, and the availability of opportunities—
also tend to influence active measures. Consequently, the scope and intensity of
active measures have tended to vary somewhat over the years. The Soviets, how-
ever, have been consistent in using the same basic, time-tested techniques to
shape foreign elite and popular perceptions about the United States and to
influence other countries’ internal political processes.

8. The changes in the East-West political climate in the 1970s did not result on
the whole in a perceptible decline in the use of active measures. On the contrary,
the Soviets believe that detente created new opportunities and a more favorable
operational environment for active measures. In Moscow’s view, the role of
“ideological struggle” in world politics remains paramount.

9. The active measures effort never ceases, but its tactics and emphasis change
in order to meet new situations. For instance, the Soviet use of Marxist-Leninist
ideology as an appeal to foreign groups often has turned out to be an obstacle to
the promotion of Soviet goals in some areas and now is being deemphasized,
although not completely abandoned. At the same time, some religious themes,
such as the claimed favorable situation of the Islamic religion in the U.S.S.R.,

T uMain enemy” is a widely used translation of the Russian term glavnyy protivnik, which
is sometimes translated as “main opponent” or “main adversary.”
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have assumed added sighnificance, particularly as a result of Moscow’s courting
of the Muslim countries of Africa and the Middle East. Likewise, while Soviet-
dominated international front organizations still play an important role in Soviet
active measures, Moscow has in recent years begun to pay greater attention to
broadening its base of support by using more “ad hoc” fronts and single-interest
groups to promote its goals in particular regions. As a part of this effort, the
Soviets are now increasingly willing to include groups whose interests are only
of marginal concern to the U.S.S.R. This “united front” approach is a notable
aspect of the Soviet anti-NATO campaign in Western Europe; it is aided by the
more “objective” presentation of Soviet propaganda aimed at foreign audiences,
and by more ‘“reasonable’” diplomatic initiatives.

10. The increasing sophistication of the Soviet active measures effort in recent
years also has been noticeable in the technical improvement of Soviet forgeries
of U.S. Government doeuments surfaced in foreign countries. Some forgeries of
recent vintage are so verisimilar to Western originals as to allow the Soviets to
- plant them in the Western non-Communist media with a reasonable expectation
_that they will be considered genuine by many recipients.

IIL. IMPLEMENTATION OF ACTIVE MEASURES

A. Policy direction

11. In the Soviet system, ultimate decisions on all major policy matters, includ-
ing active measures, are made at the party Politburo level. Without concerning
itself necessarily with specific courses of action, the Politburo is believed to ap-
prove the general policies and themes of the major campaigns employing active
measures. Certain high-risk measures probably require the attention of the
entire Politburo, or at least the approval of a responsible Central Committee
secretary. The outcome and effectiveness of all major active measures campaigns
are reported back to the Politburo.

B. Agencies of implementation

12. Once a decision actively to promote a certain foreign policy is approved by
the Politburo, active measures campaigns and operations are shaped to support
these policies. The responsibility for carrying out those activities which must
be carried out covertly belongs to Service A of the KGB First Chief Directorate,
which works in coordination with relevant elements of the top party bureauc-
racy—the International and International Information Departments of the
CPSU Central Committee. The extensive participation of these two powerful
departments in active measures indicates the great importance attached to them
by the Kremlin leadership as a support element of Soviet foreign policy imple-
mentation. The total of Soviet resources devoted to active measures is uncertain.
The scale of the Soviet effort can be gauged by analogy. We calculate that, if the
U.S. Government were to undertake a campaign of the magnitude of the Soviet
“neutron bomb campaign,” it would cost over $100 million. Reporting on individ-

“ural operations, the worldwide scope of active measures, and the importance at-
tached to them as foreign policy instruments lead us to the concluison that active
measures are being given the financial, technical, and personnel resources that
are considered necessary to ensure success of any given campaign or operation.

138. International Department (ID). Since the mid-1950’s, this department of
the CPSU Central Committee has been under the guidance of Boris Ponomarev,
a candidate Politburo member and Central Committee secretary and one of the
leading foreign policy specialists in the Soviet leadership. The ID serves the
party's top decisionmaking body, the Politburo, by coordinating and reviewing
inputs on Soviet foreign policy matters from the Ministry of Foreign Affairs,
the KGB, the military establishment, and various think-tanks under the Soviet
Academy of Sciences (in particular the Institute of the U.S.A. and Canada and
the Institute of World Economics and International Relations). The ID is also
known to operate and manipulate some of the semiofficial channels of communi-
cation between the top Soviet leadership and selected politicians and political
parties in the West.

14. One of the purposes of the liaison the ID maintains with the majority of
the nonruling Communist parties is to persuade those parties to carry out specific
political action and propaganda campaigns on behalf of the U.S.S.R. and as a
part of broader Soviet international campaigns. The ID also develops and ex-
ploits relations with non-Communist leftlist political parties, including socialist

“or social democratic parties. For the purpose of interparty liaison, the ID posts
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representatives in high-ranking positions at Soviet embassies in some major
countries.

15. Another ID responsibility is the administration, funding, and coordination

of international front organizations for political action and propaganda use.
The major pro-Soviet international fronts include the World Peace Council, the
World Federation of Trade Unions, the World Federation of Democratic Youth,
and the Afro-Asian People’s Solidarity Organization.

16. One mechanism of Soviet control and channel of communication between
the TD and foreign Communist parties and fronts is the Communist theoretical
monthly journal “Problems of Peace and Socialism.” ? The journal has been used
as a channel through which the ID finances publications of nonruling Com-
munist parties in some countries.

17. Various seientific research institutes under the U.S.8.R. Academy of Sciences
provide occasional indepth research in support of Soviet foreign policy and
help identify issues for exploitation in Western countries, particularly the United
States. These institutes are frequently utilized by the ID to establish professional
contacts with and influence foreign intellectuals and institutions, either through
individual meetings or through participation in conferences, seminars, and
scientific gatherings. L

18. International Information Department (IID). This department-of the
CPSU Central Committee is headed by Leonid Zamyatin, a Central Committee
member and former director of the official Soviet news agency TASS. Estab-
lished in March 1978, the IID is charged with improving the effectiveness of
Soviet propaganda abroad and providing improved treatment of foreign affairs
by the Soviet domestic propaganda network. The IID is also involved in the im-
plementation of active measures abroad. In that capacity it cooperates with
the KGB component in charge of active measures (Service A of the First Chief
Directorate) in the formulation and dissemination of Soviet covert propaganda
worldwide. In ecarrying out its primary function of supervising Soviet propaganda
activities abroad, the IID orchestrates a wide variety of propaganda outlets, all
of which to some extent are involved in Soviet active measures. With regard to
active measures, these agencies sometimes serve the IID and sometimes the
KGB’s Service A. They include:

The Soviet news agencies TASS and Novosti (APN).

Some elements of the Soviet press, such as the literary weekly Literatur-
naya Gazeta.

Propaganda publications in foreign languages, including the foreign affairs
weekly New Times (published in 10 languages).

Radio Moscow (international broadcasts in over 60 languages).

Radio Peace and Progress, which allegedly represents Soviet mass orga-
nizations, is based in the Soviet Union, and uses the transmitters of Radio
Moscow. Its purpose is to disseminate Soviet propaganda in foreign lan-
g;lages under the pretense of being “independent” of the Soviet Government
view.

19. KGB'’s Service A. This Service?® (upgraded from “Department” in 1970)
is part of the KGB’s First (foreign intelligence) Chief Directorate. Service A is
the main component of the KGB charged with the overall management of active
measures operations throughout the world. Service A directs and supports
specific active measures operations, including the surfacing of forgeries, carried
out by KGB residencies abroad. In addition, it maintains liaison with counter-
parts in the East Furopean and Cuban services and coordinates their activities
with its own. It keeps track of disinformation programs originated by the KGB,
maintains records of the activities of agents of influence, and evaluates all active
measures. The Service reportedly prepares a top-secret daily bulletin on Soviet
active measures worldwide, which is submitted to the Politburo through the
Central Committee Secretariat. Service A works closely with the ID and IID of
the Central Committee in formulating and coordinating its operations. On occa-
gsion the ITD or the ID directs Service A to work on specific topies. In other
instances Service A makes suggestions on its own accord. However, Service A is
certainly subordinate to these Central Committee departments on foreign policy
lines and is responsive to their wishes, even though Service A does not always
give the ID or the IID details of how it will accomplish individual operations,

2 Problems of Peace and 'Soclalism is pvohlished in Prague and is disseminated in 36 lan-
guages worldwide. Tts editorial hoard consists of representatives of 63 Comnunist parties.
3 Service A. or Sluzhba ‘A in Russian, is an independent component within the First
Chief Directorate of the KGB, which, hecause of the nature of its mission, deals directly
with other components of the Soviet party and government.




36

20. Operations Abroad. Active measures are executed by both official and quasi-
official Soviet representatives, including those engaged in legitimate diplomatic
or other overt functions in foreign countries. Although it is impossible to pinpoint
all Soviets abroad who regularly or occasionally help carry out active measures,
we believe that on occasion most of the personnel attached to Soviet missions,
agencies, and other official and quasi-official representations abroad are involved
in such activities. KGB staff officers and co-optees definitely are more involved in
this kind of activity than non-KGB personnel. All Soviet fleld agencies and repre-
sentatives abroad are potentially available to support or participate in Soviet
active measures. They are:

Embassies.

KGB residencies.

Representatives of the International Department (engaged in liaison with
selected foreign Communist parties and major pro-Soviet front organiza-

tions.
Specialized Soviet missions abroad (trade, scientific, cultural, etc.).
Soviets resident abroad (correspondents, scholars, students, Aeroflot and
shipping representatives, ete.).
Soviet delegations visiting foreign countries.

C. BLOC ARD CUBAN ACTIVE MEASURES OPERATIONS

21. All Communist countries allied with the USSR engage in anti-US active
measures, although the level of activity varies from country to country. In spite
of some variations in designation and exact organizational setup, the agencies
in charge of implementing active measures tend to approximate those in the
Soviet Union. The Central Committees of the individual ruling Communist parties
are involved in overseeing the ageneies that implement active measures. Although
in the 1950s there was a limited division of labor between Moscow and its Com-
munist allies, no such division in active measures activities has been apparent in
recent years. The Soviet Union’s East European allies have been known to carry
out some active measures on their own behalf and on their own initiative; at the
same time, they also serve as surrogates in the larger Soviet effort. Among
Warsaw Pact nations today, the extent of activity undertaken on Moscow’s behest:
appears highest in the East German and Czechoslovak cases. Bulgaria, Hungary,
anc Poland are also known to be involved in this sort of activity.

22, While the Cubans are known to carry out extensive active measures on their
own initiative and for their own specific purposes, they also perform an important
particular role as Soviet surrogates in the nonaligned world. Cuban active
measures are directed by elements of the Cuban Communist Party Central Com-
mittee’s Secretariat which not only manage such traditional programs as guidance
of front organizations, agents of infiuence, and covert as well as overt propaganda
campaigns but also provide substantial covert support to a number of “national
liberation movements” in various parts of the world, especially the Western
Hemisphere. The Cuban agencies in charge of active measures maintain close
liaison with the Soviets through the CPSU.

IV. TECHNIQUES FOR ACTIVE MEASURES

23. Despite the number of qualitative changes that have occurred in recent
years, the Soviets continues to rely on a number of time-tested active measures
techniques. For the purpose of this study, Soviet atcive measures techniques
have been divided into two basic categories. (A) “Classic” Active Measures and
(B) Political Influence Operations.

A. “Classic” active measures

24. Press Placements, The Soviet active measures structure continues to make
frequent use of falsely attributed or nonattributed press material as a means of
reinforeing its overt propaganda items placed in the foreign media. The clandes-
tine press placements are Soviet authored or inspired articles placed in foreign
publications over the name of a non-Soviet author or without any indication of
their real source. The primary purposes of such press placements is to influence
local public audiences. These press placements additionally are often replayed by
other Soviet press assets and by the open Soviet and Bloc media in an effort to
create the impression of genuine broad international support for Soviet policies.4

© €See paragraphs 63 and 64 for an example of a Soviet press placement operation.
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25. Tn open societies covert press placements by the Soviets and their surrogates
are frequently difficult to spot. On occasion, however, the topic of a given article
may give a clue to a possible Soviet role. For example, eritical commentaries on
the activities of Radio Free Europe and Radio Liberty, which are frequent
targets of Soviet and East European propaganda. are not uncommon in the West
European press. However. occasional articles attacking the two radio organiza-
tions seem out of place when they appear in Third World newspapers and can
almost certainly be considered Soviet press placements in those countries.

26. In many cases the Soviet role of influencing the media is well-known. For
example, the Indian magazine Blitz is a well-known outlet for anti-U.S. prop-
aganda. Blitz has been used by the Soviets to surface forgeries, identify alleged
CIA personnel or agents. and disseminate Soviet-inspired disinformation. Blitz
has recently tried to implicate the CIA in disturbances in Indian Kashmir by
alleging that the CIA has financed and armed antigovernment groups in the
region. .

27. In the 1970s, overt cultural and information activities by officers of the
Soviet cultural center in a West African country were used to establish covert
ties to local journalists. KGB officers working under diplomatic cover established
a substantial degree of control over the content of the two major daily newspapers
in this country. The Soviets made cash payments to key members of the news-
papers’ editorial staffs on the understanding that they would promote the publi-
cation of articles critical of, or detrimental to, the West. The articles were some-
times written by the Soviets, but were published under the bylines of notional
local journalists. One of the editors was also used by the Soviets as a full-fledged
agent of influence in the highest circles of the country’s government.

28. Forgeries. Soviet forgeries may be fabricated out of whole cloth, or they
may be altered versions of genuine documents. The Soviets have used both tech-
niques in active measures campaigns in order to mislead foreign governments,
media, and public opinion.

29. Since 1975-76 the number of forged documents known to have surfaced in
foreign countries has increased from about three to four to a current count of
more than twice that number per year. In some cases a Soviet role in manufactur-
ing these documents may be uncovered by content and forensic analysis of the
document, the method of surfacing, the relative level of sophistication of the
forgery, or its quick replay by the Soviet media. This method of determining spon-
sorship of a forgery has been validated by a Soviet defector, a KGB active
measures specialist who served under cover in Japan as a correspondent of the
Soviet foreign affairs weekly New Times. In the following examples, the forged
documents clearly serve Soviet foreign poliey interests and provide grist for the
Soviet propaganda mill. Among hostile intelligence services, only the KGB and
possibly the Czechoslovak and East German services are believed to have the
resources and ability to produce forgeries of such relatively high quality.

30. The above-cited Soviet defector confirmed the Soviet origin of the forgery
known as U.S. Army Field Manual 380-831B. The KGB residency in Tokyo re-
ceived copies of the forged document from Moscow packaged in preaddressed
envelopes for mailing to selected newspapers. Although the residency ultimately
failed to surface the manual in Japan, the manual was successfully surfaced
elsewhere as part of a concerted Soviet effort to link the United States with ter-
rorist groups. It also accused the United States of trying to infiltrate friendly
and allied governments.

31. The same defector confirmed that in 1976 the KGB forged the “last will
and testament” of the late Chinese Premier Chou En-lai, an active measures op-
eration directed against China. The forged “testiment” alleged that the Cultural
Revolution was a mistake, that China’s economy should stress the expansion of
heavy industry. and that there should be greater cooperation among all “demo-
cratic and socialist” forces to ensure world peace—implicitly including the
U.S.S.R. The “testament” was intended to cause unrest in China and to create
distrust toward China among the Japanese public. A KGB officer managed to
surface the forgery in the Sankei Shimbun, one of the leading moderate (not
leftist) Japanese daily newspapers, and subsequently in other Japanese publi-
cations. After the text was published in Japan, the Soviet news agency TASS
picked it up and replayed it worldwide. According to the defector, KGB head-
quarters evaluated this active measures operation as “the most successful ever
carried out” by the KGB. : : i

82. The Soviets have even used forgeries in an effort to influence Communist
governments. According to the same defector, in August 1979 the KGB residency
in Tokyo received from Moscow a copy of a forged U.S. Department of State mem-
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orandum dealing with the situation on the Korean Peninsula and U.S. policy
regarding South Korea. The residency was directed to have it passed to the
North Korean intelligence service in such a way that the North Koreans would
not know that the Soviets had anything to do with the document. It was in-
tended to create unease among those close to North Korean party chief Kim
Il-song. It was passed to a North Korean living in Japan, who the Soviets knew
was an agent of the North Koreans.

33. Since early 1980 the Soviets have been involved in the surfacing of a
number of damaging forgeries in Western Europe aimed at aggravating rela-
tions between the United States and its allies, and undermining West European
support for NATO’s Theater Nuclear Force (TNF) modernization. For example,
the Soviets were behind the surfacing of forged and altered U.S. war plans, all
dating from the early 1960s. At least some of the documents which formed the
basis for this operation (with respect to format and style, for example) were
obtained from U.S. Army Sergeant Robert Lee Johnson, who was eventually
arrested and convicted as a KGB agent. These documents, which were originally
surfaced in the mid-1960s, have recently reappeared, almost certainly at Soviet
mstxgatlon, in Belgium, Denmark, Greece, Norway, Spain, and the United King-
dom in a pamphlet entitled Top Secret Documcnts on U.S. Headquarters in Eu-
rope: Holocaust Again for Europe. The pamphlet plays on European fears about
nuclear weapons by claiming that the United States would use such weapons
against the territory of its NATO allies. The purpose of the reissue is to encour-
age West Buropean opposition to TNF modernization.
~ 34. In December 1980 in Norway, a forged copy of a U.S. State Department
cable surfaced immediately before the visit of the Norwegian Foreign Minister
to Moscow. The forged document had allegedly been sent originally by the U.S.
State Department to certain U.S. Embassies in Europe. The forged cable touched
on a number of controversial issues for the Norwegian Government and put the
United States on the wrong side of each issue. The method of surfacing and
the document’s contents point to Soviet authorship.

85. Disinformation. In attempts to discredit individuals, mstltutxons, govern-
ments, or certain policies, particularly those of the United States and its allies,
the Soviets frequently use dezinformatsiya, or disinformation. In KGB parlance
the term dezinformatsiya denotes a variety of techniques and activities to purvey
false or misleading information, including rumors, insinuation, and altered facts.
In its effort to carry out dezinformatsiya, the Soviet authorities have repeatedly
used accredited diplomatic personnel abroad in a fashion not usually considered
appropriate diplomatic practice.

86. In one example of oral disinformation, Soviet dxplomats spread the rumor
in late 1979 that the United States was behind the seizure of the Grand Mosque
of Mecea. In a related case, KGB officers and Soviet diplomats in Islamabad
tried to convince third-country officials and even U.S. personnel that the Paki-
stani Army was involved in the burning of the U.S. Embassy, which took place
shortly after the Mecca incident.

87. In another case, this one aimed at China and Japan, a KGB officer told
a contact with access to the Japanese Foreign Ministry that a West European
‘country was thinking of selling a nuclear reactor to the Chinese and that the sale
was to remain secret. Japanese firms believed they had the inside track to get the
contract. The false information circulated around the ministry, and Japanese
military attaches in Europe were reportedly asked to try to check out the story.

‘The Soviets considered the operation a success in irritating Japanese-Chinese
relations.

88. Nonruling Communist Parties. Traditional Soviet active measures pro-
grams regularly use nonruling Communist parties, international and local front
organizations, and friendship societies to help promote Soviet policies abroad.
Pro-Moscow Communist parties, whether legal or banned in their respective coun-
tries, serve a variety of functions in the overall Soviet foreign policy scheme.
They can, under Moscow’s guidance, influence the domestic political situation
in their own countries even when they are not included in the government. Com-
munist parties in foreign countries are also used by the Soviets as intermediaries
to influence other Communist parties on Moscow’s behalf. The CPSU’s Inter-
national Department is in charge of liaison activities with nonruling Communist
parties abroad. Currently there are more than 70 such parties that are considered
pro-Soviet and are occasionally or permanently in touch with the Soviet Com-
munist Party apparatus.
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39. Contacts between the CPSU and foreign Communist parties are usually
overt and, at the leadership level, well-publicized. The degree of Soviet control
or influence varies with the organizational strength, financial resources, and
political maturity of the party concerned. Where the parties are illegal, or where
the nature of the contact is such that its discovery would lead to prosecution or
embarrassment, the KGB—because of its expertise in operating clandestinely—
may participate in the communications arrangements. As a noteworthy example,
KGB officers have accompanied representatives of the International Depart-
ment in some instances when the Soviets have passed funds to Communist parties,
even in countries where the party is legal.

40. The CPSU provides covert funding to some foreign Communist parties via
the open payment of large commissions to local party-owned or affiliated firms
or printing houses. The latter in turn pay part of the commission clandestinely
to the party. For example, Communist-owned local travel agencies are allowed
excessive profits by Intourist in buying package tours to the U.S.S.R. by over-
charging costs. This excess profit is then “contributed” to the local Communist
party. There have been instances of this activity in several West European
countries. In some cases the Soviets use active measures to influence even other
Communist parties, particularly when the target does not follow routine Soviet
direction. For example, in 1981 Moscow was encouraging pro-Soviet elements in
the Italian party to pull it back into the Soviet sphere; and the Soviets have
repeatedly tried unilaterally to influence regional organizations of the PCI.

41. International and Local Front Organizations. Over the past 30 years the
Soviets have created and supported a wide range of major international front
organizations whose objective is to support Soviet policies abroad. The leaders
of such groups are amenable to Soviet direction of their organizations. Many
of the rank and file as well as much of the general public may not be aware of
the Soviet influence in the front organizations. Because they pretend not tfo
profess Communist ideological goals and are designed to attract members from
a broad political spectrum, the front organizations are more effective than ad-
mittedly pro-Soviet groups. The four largest and most active front organizations
are the World Peace Council, the World Federation of Trade Unions, the World
Federation of Democratic Youth, and the Women’s International Democratic
Federation. They claim millions of members and have qualified for official .ob-
server status with UN organizations, where they represent themselves as inde-
pendent, nongovernment spokesmen. )

42. The CPSU’s control of the international front organizations is exercised
through the Imternational Social Organizations Sector of the Central Commit-
tee’s International Department. This control runs from the sector through the
Soviet affiliate of the front involved to a Soviet representative at the front’s
headquarters.

48. With its headquarters in Helsinki, the World Peace Council (WPC) is the
largest international front group, with affiliates in approximately 130 countries.
The CPSU’s directives are routed through the Soviet Committee for the Defense
of Peace, a propaganda and liaison organization. One of the vice chairmen of
the committee, Oleg Kharkhardin, is a functionary of the ID. The committee
directs the activities of the WPC headquarters and makes arrangements for
Soviet and BEast European financing of WPC activities. Soviet officials, such as
Aleksandr Lebedev, who directed the WPC’s administrative and financial activi-
ties until Angust 1979, help exercise direct Soviet control over WPC activities.

44. The WPC is one of Moscow’s major instruments in reinforcing, and at
times generating, opposition in Western Europe to NATO’s TNF modernization.
In spring 1981, the WPC was advised by the Soviets to focus its attention on cur-
rent and planned activities on behalf of the anti-NATO campaign. The Soviets
recommended that the WPC concentrate its efforts on broadening the publica-
tion of anti-NATO themes in the Western media and organize an international
meeting of media representatives to discuss the role of the mass raedia in pub-
licizing the dangers inherent in the arms buildup.

45. The Soviets proposed that the WPC cocrdinate a meeting of media spe-

cialists in Europe in 1981 to consider how disarmament is treated in the Western
media. The Soviets also suggested that the WPC devote more attention to local
government bodies throughout Western Europe as instruments of the disarma-
.ment campaign. To support this effort the Soviets recommended publieizing re-
cent efforts by British local government bodies against deployment of nuclear
weapons in the United Kingdom.
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46. In recent years the effectiveness of the large well-established Communist
international front organizations has been erodad in many areas because of their
pronounced pro-Soviet bias on virtually every issue. To compensate for this de-
velopment, as well as to take advantage of new situations that may have a more
specific appeal, the Soviets and other Communist parties now make greater use
of ad hoe front groups. These groups, which do not have an overt tradition of
close association with Communist and Soviet causes, try to attract inembers from
a broad cross section of the political spectrum. Nonetheless, they are dominated
by pro-Soviet individuals and are, as a rule, covertly financed by the Soviet Union
and various Communist parties and front groups. Their position on a given issue
almost always supports Moscow’s stand. Examples of such organizations include
the Salvadoran solidarity committees; “Generals for Peace,” recently established
in Western Europe to oppose NATOQ’s TNF modernization; the “Democratie
Front Against Repression,” which operates from Costa Rica and Mexico; and
the “Association of Filipino Women Workers (SKMP)."” The Soviets are also
trying to exploit environmentalist and anti-nuclear-power groups in their anti-
TNF effort by promoting the formation of still other local fronts with special
interest groups which they influence but do not control.

47. Priendship Societies. Soviet “friendship” and cultural societics in various
‘eountries represent themselves as nonpolitical organizations intend~d {0 promote
cultural and economic understanding between the countries involved and the
Soviet Union. Unlike the situation of similar Western-sponsored organizations,
the Soviets view these groups as political tools, ond activities involving them are
manipulated by the International Department. They are used as a bridge to peo-
ple who may be reluctant to participate in organizations that are openly pro-
Soviet or sponsored by the local Communist parties, and are also available to
the local KGB residency as a spotting mechanism for poteniial active measures
and espionage agents. The leadership of these socicties is weighted in favor of
the Soviets, and the local society’s board of directors often includes KGB officers
under diplomatic or “unofficial” cover.

48. For example, prior to mid-1981 the Soviets were in the process of promoting
the establishment of a bilateral friendship association in an African capital.
The proposed leadership was to be divided beiween local and Soviet officials.
The local side was to fill the executive positions. The local members of the new
committee were all considered friendly to the Soviet Union. The Soviet side was
to provide the new association’s secretary and treasurer—that is, the key func-
tionaries in charge of administrative and financial matters.

49, Manipulatlon of Mass Organizations and Non-Communist Political Parties.
This is one of the most aggressive—and somelimes the most effective—of the
techniques the Soviets use for active measures abroad. It may be practiced either
directly by Soviet representatives in foreign countries or through the agency of
friendly pro-Moscow Communist parties, frouts, or other political parties or
organizations already influenced by active measures programs. The techniques
range from the encouragement of anti-government or anti-US protests and dem-

. onstrations aimed at promoting or opposing any given cause, to work with labor
and student organizations and efforts to protest and overthrow the demo-
cratically elected leadership of targeted organizations by subsidizing and sup-
porting leftist or pro-Soviet forces or candidates, or even non-Communist
political parties.

50. As one example, before a recent election of the leading officials of an African
confederation of trade unions, the campaign of the incumbent president was
known to have been heavily financed by the Soviet Union. The financing was done
through the World Federation of Trade Unions, which, in turn, channeled the
money through individual unions within the confederatmn

51. Clandestine’ Radio Stations. The Soviets maintain two clandestme radio
stations: the National Voice of Iran (NVOI) and Radio Ba Yi, which broadcast
on a regular basis from the Soviet Union to Iran and China. NVOI represents
itself as a voice of unidentified “progressive” "elements of the Iranian people.
Radio Ba Yi poses as a Chinese station representing Chinese political dissidents,
particularly among the Chinese military. Moscow has never publicly acknowl-
edged its sponsorship of these stations. The broadcasts of both clandestine sta-
tions support Soviet foreign policy goals.

'52. NVOI has been broadcasting from Soviet Azerbaijan since 1959. It has never
admitted its true location. The station broadcasts in Farsi and Azeri to Iran for
75 minutes daily. The dual purpose of this station is to promote Soviet policies
toward Iran and to offer indirect propaganda support to the Soviet-controlled
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Iranian Communist Tudeh Party. Expatriate Tudeh Party members form at l_ea§t
part of the staff of the station. NVOI commentaries are couched in natlonal}stl,c
and occasionally religious tones. Anti-U.S. propaganda has been the station’s
most important feature since its inception, but attacks against the United States
have been especially strident since late 1978.

53. NVOI has had to tread a fine line in having to defend Soviet policies and
at the same time pose as the voice of the Iranian people. These functions have
not always been mutually compatible, and NVOI oceasionally has been out of har-
_mony either with official Soviet propaganda or with the mood in Tehran.

54. NVOI broadecasts were- particularly inflammatory in the immediate after-
math of the seizure of the U.S. Embassy in Tehran. The station broadecasts en-
dorsed the actions of the militants in seizing and holding the Embassy and its
diplomatic personnel and encouraged other anti-U.S. acts. On 5 November 1979,
NVOI declared:

“In Tehran, struggling and enthusiastic young people occupied the building of
the U.S. Embassy, the center of corruption and anti-Iranian conspiracies, and
in this way they reflected the anti-imperialist feelings of our homeland’s people.

The reason for the climax of these anti-American struggles in our country should

be sought most of all in the conspiracies of U.S. imperialism directed against the
Iranian nation and revolution. . . . The occupation of the U.S. Embassy in Teh-
ran by struggling young people, regardless of its outward aspects, is in fact a
decisive response to the overt and covert conspiracies of U.S. imperialism and to
the U.S. Governments’ hostile act of settling the deposed Shah in the United
States.” .

On 10 November, NVOI stated :

“By occupying the espionage nest of the United States in Tehran and its
branches in other cities and publishing a part of the secret documents and evi-
dence existing in this nest of corruption and espionage, in fact they [the “strug-
gling young people”] proved to the world the conspiracies and intrigues of U.S.
officials [against Iran].”

Broadcasts such as these prompted strong protests by the U.S. Government to
the Soviet Government. Although NVOI never departed from its anti-U.S. stance,
the station did moderate its broadcasts to some extent after the protests. For
example, on 20 November 1979, NVOI “welcomed with satisfaction” the release of
some of the American hostages and declared that “the release of all these hos-
tages is imperative. . . )’

55. Although not located on Soviet soil, two other clandestine radio stations
broadeast in the Turkish language from East Germany for the Turkish popula-
tions of Turkey and Cyprus and Turkish workers in West Germany. “Our Radio”
and the “Voice of the Turkish Communist Party” indirectly promote Soviet policy
goals and serve as extensions of the Soviet active measures effort.

56. Economic Activities. The Soviets frequently use a variety of covert eco-
nomic maneuvers to achieve both economic and political goals. They apparently
try to manipulate the operaticns to ensure that, if the political objective is not
attained. at least the Soviet Union’s economic interests are served. ’

57. For example, in 1979 one KGB residency was apparently under instruetions
to drive up the price of gold, which would increase foreign concern over the
stability of the U.S. dollar and its value as a world standard. KGB officers passed
out both true and false information to their assets, who in turn used the in-
formation with influential businessmen and government leaders. The informa-
tion concerned the gold market and comparative values in various international
marketplaces. The financial aspects of this operation were apparently not fully
understood by the KGB residency, and the effort failed.

58. Military Operations. The emergence of “national liberation movements”
since World War IT and Moscow’s greater confidence in its own ability to project
power have led to a significant increase in Soviet involvement in both overt and
covert military activities in the Third World. Covert operations, in which Cuba
'has'played an important surrogate role in recent years, supplement the diplo-
matic, propaganda, and economic support Moscow frequently gives to “libera-
tion movements.” These activities reinforce the Soviet Union’s ‘“revolutionary”
credentials. Moscéow has, for example, gained considerable prestige in many Third
World countries because of its support for “liberation movements” in Angola
and Rhodqsia (Zimbabwe), even though in the latter case the group it backed
did not “win.” In both cases many aspects of the Soviet military assistance role—
such as training and the provision of equipment—eventually became known,
but others remain clandestine. The GRU (Soviet military intelligence) plays a
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major role in paramilitary training of “liberation movements.” The KGB is in-
volved to a lesser degree. The political decision about which group to support is
made by the CPSU’s International Department under Politburo guidelines.®

59. Tne military aspect of active measures is.a more limited concept than the
paramilitary element of covert action as understood in the United States. In
active measures the military operations are used to mislead or to create a false
impression of a Soviet military threat to put pressure on a target country (or
third parties such as the United States). The purely military aspects of such
operations—even if clandestine—are controlled by the appropriate component
of the General Staff; the KGB and other agencies involved in active measures
may play a supporting role through the use of other active measures techniques.

6(r. Certain initial activities undertuken by the Soviet military in the “North-
ern Territories” of Japan have been characterized by a former KGB active
measures officer, who served in Japan, as an example of military active measures.
This source believed that the activities were designed at the time, prior to a
genuine military buildup, to impress the Japanese with a change in the Soviet
military deployment in the Soviet-occupied islands of the Kuril chain, which
Tokyo would like to have returned to Japan. The early activity was supposed
to create the false impression that Moscow wanted to make the islands an
integral part of the Soviet defense perimeter. The short-lived operation, this
source bclieved, was politically motivated to persuade the Japanese Government
to sign the Japanese-Soviet peace treaty by implying that otherwise there was no
hope for return of the islands. The Soviet leadership apparently calculated that
the early deceptive military activity on the islands would be observed. This mili-
tary active measures operation was paralleled by other classic active measures
t;echniques, including press placéments, all aimed at supporting the same decep-
tion.

B. Political influence operations

61. Political influence operations are the most important but least understood
aspect of Soviet active measures. They are difficult to trace and to deal with
because they fall in the gray area between a legitimate exchange of ideas and an
active measures operation. Political influence operations range from the utiliza-
tion of what the Soviets call “agents of influence,” to the manipulation of private
channels of communication, to the exploitation of unwitting contacts. These
operations have a common aid: to insinuate the official voice of the Soviet Union
into foreign governmental, political, journalistic, business, labor, artistic, and
academic cireles in a nonattributable or at least seemingly unofficial manner.
The foreigners involved in political influence operations are not usually recruited
agents in the strict sense of the term. The Soviets making the “unofficial” state-
ments are acting out a part when they make these statements. They often falsely
attribute the source of their statements and/or skew commenary and informa-
tion from that passed “officially,” so as to elicit the desired response and exploit
the vulnerabilities of the target.

62. The KGB, which is actively involved inr this type of activity, entrusts a
variety of individuals (KGB officers as well as other Soviets) with developing
strong personal relationships with political, economic, and media figures in the
West and the Third World. Moscow thus tries to secure the active collaboration
of these individuals on matters of mutual interest while the individuals retain
their integrity on other issues. In return for collaboration, the KGB offers in-
tangible rewards tailored to meet the specific requirements or vulnerabilities of
the individuals involved. Such rewards have included publicity for the collab-
orators’ accomplishments and promises of special communication channels to
the Kremlin.

63. Agents of influence. In 1980, Pierre-Charles Pathe, a French journalist, was
convicted for acting as a Soviet agent of influence since 1959. During his career as
a Soviet agent, Pathe was handled by KGB officers who worked under the cover

-~

& There have been few military operations that fall clearly within the realm of active
measures ; however, there are many examples of Soviet clandestine military activities that,
in U.S. parlance, would come under the rubric of covert action as a paramflitary operation—
but which are not considered active measures by the Soviets :

In Angola, Soviet, East German, and ‘Cuban advisers trained guerrillas from the
South-West Africa People’s Organization.

In 1967, Soviet pilots in North Yemen flew combat and supply missions in South
Yemieil:dt-markedtaircraft on behalf of republican forces putting down an insurrection by
royalist supporters.

rom April 1969 to August 1970, Soviet pilots in Egypt flew combat air defense and
reconnaissance missions in aircraft with Egyptian markings. In July 1970 four of these
Soviet pilots were shot down over Egypt by Israeli fighters.

i
;
i




eithier of, the Soviet delegation to UNESCO or the Soviet Embassy in Paris. Barly
contacts between Pathe and his Soviet handlers were overf, taking place at recep-
tions or restaurants; after 1962 all meetings were clandestine. His articles, some-
times written under the pseudonym Charles Morand, were published in a variety
of French newspapers and journals, including France-Observateur, Liberation,
and Realites. All of the articles subtly pushed the Soviet line on a wide range of
international issues. The Soviets reviewed Pathe’s articles and provided informa-
tion that formed the basis of others. Pathe also published a private newsletter,
Synthesis, with funds provided by the Soviets. He did not receive a regular agent
salary from the Soviets, but he was paid for individual analyses of French and
international political developments he provided to the Soviets.

64. His established reputation among journalists and political figures, many
of whom took his information and views at face value, made Pathe a valuable
asset. Pathe was well integrated into the political establishment.

65. In an Asian country the Soviet Embassy reportedly has séveral agents of
influence in the pro-Soviet faction of the major opposition party, who are respon-
sible for ensuring that the pro-Soviet members retain control of the party. Once,
when it seemed that the moderate faction would gain control over the party, the
Embassy expended a considerable amount of time and large amounts of money in
an unsuccessful attempt to split the party. - . . .

66. Use of Academicians. Soviet academicians (including some with high po-
sitions in the Soviet party and government hierarchy) are frequently used in po-
litical influence operations because they are often accepted as legitimate counter-
parts of their non-Soviet colleagues. In fact, they frequently act on the basis of
instructions from bodies which control and administer Soviet activeé measures—
the KGB, the International Department, and the International Information De-
partment—even when they are expressing allegedly private or personal opinions.

67. Academic conferences on current issues are a prime example of this method
of active measures operation. The Soviets take part in such a conference to in-
fluence its participants and the political line taken by the conference in direc-
tions favorable to Soviet policy interests. Soviet delegates to conferences such'as
the Pugwash series, which normally deal with disarmament and other interna-
tional issues, commonly receive guidance from the Central Committee’s Inter-
national Department. The International Department and the Ministry of For-
eign Affairs generate ideas for Soviet papers to influence non-Soviet conference
participants; the KGB and the ID play a role in the selection of delegates.

68. Use of Journalists. KGB officers frequently serve abroad under journalistic
cover. Overtly, they function much as any other journalist would, but tbeir real
mission is covert and may involve espionage or active measures. One KGB officer,
who later defected, served under cover as a New Times eorrespondent in Tokyo.
During this time, he sometimes engaged in influence operations and he also used
his cover to engage in passing forgeries, as well as publishing numerous propa-
ganda articles aimed at influencing the Japanese media. Journalistic cover is
frequently used by the KGB because journalists generally have better access to
a wider range of influential individuals than diplomats or other officials.

69. Soviet journalists who are not KGB. officers also play a major role in
political influence operations on behalf of ‘the KGB, the International Depart-
ment, or the International Information Department. In such operations the
technique and the affiliations of the Soviets are frequently more significant than
the substance of their messages. The journalists used in these operations have
usually lived abroad for some time and have managed to gain direct access to,
and sometimes have developed close ties with influential political figures. Through
frequent contacts over an extended period of time, they try to build rapport and
gain the confidence of their contacts. In the process they try to influence the
attitudes of their targets by claiming—sometimes falsely—to represent a private
or unofficial channel of communication to the Soviet leadership. The aim is that
their message, which frequently does not differ substantially from overt Soviet
propaganda, would gain added weight and authority (and thus “influence”) by
implicit or explicit attribution to the Soviet leadership.

V. ACTIVE MEASURES CAMPAIGNS

70. The case studies of Soviet active measures included in this chapter high-
light the use of active measures campaigns to support Soviet foreign policy ob-
jectiyes. These objectives may be of long term (such as the propagation of the
Soviet model of Communism) or medium term (SALT and disarmament), or
designed to support a short-term goal (the anti-neutron-bomb campaign). In the
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latter case, once the goal has been achieved the campaign may be considered
completed and these particular foreign policy resources can be shifted toward
another objective. L

71. Global campaigns may be waged over issues that transcend regions or con-
tinents (Soviets support for Third World countries) or those that concern only
one specific area (the leftist revolution in El Salvador). Active measures cam-
paigns may be intended to support Soviet objectives in one country or a specific
geographical region (Western Europe), although they may occasionally be a
part of the global effort. In either case, the ultimate objective of the active meas-
ures campaign is to promote the image and policies of the USSR while simul-
taneously countering US policies, reducing US presence, or stirring up anti-U.S.
sentiments,
. - 72. Bach of the case studies highlights the most relevant active measures tech-

nique employed by the Soviets, without necessarily discussing all the techniques
used in the given campaign. The emphasis on active measures in these examples
is not intended to imply that they were the primary or sole Soviet instruments
used to achieve the objectives in the given area, or even that the active measures
effort was necessarily the most important factor. Rather, the intention is to show
how the Soviets are using active measures in concert with other foreign policy
instruments to further specific foreign policy goals.

A. The anti-TNF campaign in Western Europe
Soviet foreign policy objective
73. The Soviets are trying through active measures and other means to exploit
broad public concern in Europe about the dangers of nuclear war. A current
short-term Soviet objective in Western Europe is to thwart—through both

diplomacy and other overt as well as covert activities—NATO’s decision to
modernize its Long Range Theater Nuclear Forces (LRTNF).

Soviet active measures strategy to achieve the objective

74. Active measures play an important role in the Soviet effort to overturn
the NATO decision, but they are only part of a multifaceted effort. As illustrated
below, the covert campaign, which is designed to exploit domestic opposition and
concern about the wisdom of the initial decision, utilizes forgeries, agents of
influence, front groups, and coordinated activities by some European Communist
parties. Similar activities were used to encourage opposition to the deployment of
“enhanced radiation weapons” in the mid-1970s—the so-called anti-neutron-bomb
campaign.

Active measures supporting Soviet policies

75. Influence Operations. The Soviets have been involved in a number of politi-
cal influence operations intended to thwart implementation of the NATO decision
on TNF modernization. They have used journalists, party officials, and
academicians to try to influence the decisionmaking process in several West
European countries. In some countries the Soviet effort has bordered on blackmail
and bribery, and in other cases the Soviets appear to prefer an indirect approach
through Communist or leftist parties.

-76. During the early stages of the anti-TNF campaign the Soviets tried to use
economic leverage and inducements for political purposes. In some cases we
believe these were examples of Soviet active measures because of their timing and
specificity, and the fact that they mesh so well with other aspects of the Soviet
anti-TNF campaign. For example, in late 1979 the Soviet Ambassador in one
NATO country suggested to his host government that if it opposed TNF moderni-
zation, the Soviet Ministry of Foreign Affairs might be able to persuade the Soviet
Ministry of Foreign Trade to grant more favorable commerecial terms.

77. Front Groups. Soviet front groups—e.g., the World Peace Council and its
off-shoots such as the International Institute for Peace, and the International
Liaison Forum for Peace, at Soviet direction have sponsored or exploited a num-
ber of conferences, symposiums, and demonstrations organized to oppose the
NATO TNF decision. The Soviets are actively trying to broaden the bases of sup-
port of these fronts by attracting non-Communist participation in their activities.
The- fronts are also cultivating environmentalists, pacifists, and antinueclear
groups for the same purpose. National Communist parties have set up their own
front groups or are trying to exploit or infiltrate other organizations opposed to
the NATO decision.

T8. For example, the Belgian Communist Party (BCP) and the Dutch Com-
munist Party (CPN), which have limited influence in their own right, have




45

managed to exert influence indirectly through front groups which oppose TNF. At
Soviet suggestion, these parties have infiltrated their members into anti-TNF
groups and have organized an umbrella organization for several peace and Soviet-
sponsored organizations in Belgium. In the Netherlands the CPN has set up its
own front group, ‘“The Joint Committee, Stop the Neutron Bomb-—=Stop the
Nuclear Arms Race.” .

79. The “Joint Committee” collaborated with the Dutch Communist Party in
sponsoring an international forum in Amsterdam in November 1980, under the
guidance of the CPSU’s International Department. A group of Soviet journal-
ists and Communist-dominated delegations from both Fast and West European
countries attended and supported this Joint Committee activity. Prominent Dutch
religious and political leaders and scientists were attracted to the forum, as were
members of the Belgian parliament. The Dutch group, “Christians For Social-
ism,” a known long-time Communist Party front, also supported the forum. The
Amsterdam meeting was a major breakthrough for the Communists with regard
to the extent of involvement of non-Communist political groups with similar
goals.

80. The Amsterdam forum illustrated that the CPN had made a breakthrough
to non-Communist political parties and peace movements with similar goals.
Agreements are made among these parties and movements not to disturb each
other’s activities and, if possible, to support them. Such interaction between
Communist and non-Communist groups enables them to engage in a broader
range of activities than might otherwise be possible. The pattern of collaboration
between the Bast Buropean and some groups opposed to TNF, evidenced at
the November forum, continues and takes many forms.

B. Soviet support for leftist insurgency in El Selvador

Soviet foreign policy objectives
81. Soviet support for the insurgency in El Salvador is motivated by a variety

of objectives: to establish another Communist, or at least pro-Soviet leftist,

government on the U.S. doorstep; to divert attention from the Soviet role in
Afghanistan ; and to damage the U.S. image in Western Europe and Latin Ameri-
ca by distorting U.S. policy on El Salvador and linking the United States with
objectionable aspects of the Salvadoran Government through a coordinated prop-
aganda and disinformation campaign.

Soviet active measures sirategy to achieve the objectives

82. The successful Sandinista revolution in Nicaragua, the deteriorating situa-
tion in El Salvador, and the cooling in U.S.-Soviet relations appear to have con-
tributed to Moscow’s conclusion in late 1979 or early 1980 that the time was ripe
for decisive action in El Salvador. In addition to overt diplomatic and propa-
ganda support for the insurgents, and the covert supply of weapons, frequently
through their East European allies, the Soviets launched an active measures
campaign that involved the use of such classic techniques as forgeries, front
groups, covert press placement, disinformation, and manipulation of mass
organizations. .

Active measures supporting Soviet policies

83. Political Front Groups. With Soviet and Cuban encouragement and partici-
pation. Salvadoran leftists in the spring of 1980 established the Democratic Revo-
lutionary Front (FDR), the political front that represents the insurgency
abroad. In June 1980, Salvadoran leftists created the United Revolutionary
Directorate (DRU), the central political and military planning and tasking
organization for the insurgents. These two organizations collaborate closely but
not always openly with the Soviets, Cubans, and East Europeans. Nevertheless,
they represent themselves as indigenous, independent organizations in an effort
to conceal the Soviet and Cuban role in planning and supporting their activities.

84. Solidarity Committees. The DRU called for the establishment of solidarity
committees in Western Burope, Latin America, Canada, Australia, and New
Zealand to serve as propaganda outlets, conduits for aid, and organizers of soli-
darity meetings and demonstrations. These committees were sometimes organized
as part of a broader “Nicaragua-El Salvador Solidarity Committee,” or ‘““Guate-
mala-Bl Salvador Committees” or sometimes simply as “El Salvador Solidarity
Committees.” Such committees, in cooperation with local Communist parties and
leftists groups, organized some 70 demonstrations and_protestg that took place be-
tween.mid-January and mid-March 1981 in Western Europe, Liatin America, Au-
stralia, and New Zealand. The Cubans and some other Communist parties pro-
vided significant support to this DRU effort and to some demonstrations.

11-262 0 - 82 - 4
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85. Manipulation of International Organizations. Through front and solidarity
groups, the Soviets and Cubans tried to assist the Salvadoran leftists in manip-
ulating a range of international organizations to gain political legitimacy, sup-
port, and humanitarian aid for the insurgents. They specifically targeted the
United Nations, the Organization of American States, the nonaligned movement
(NAM), the European Parliament, the Council of Europe, the International Com-
mittee of the Red Cross, and the Catholic Relief Services. The DRU, through
the socialist party in El Salvador, also tried to influence the socialist parties.
in Venezuela, the Dominican Republic, Costa Rica, and‘ other countries to
exploit the Socialist International mechanisms as a means of waging a con-
certed campaign on behalf of the Salvadoran insurgency. The active measures
campaign was buttered by intense diplomatie activity on behalf of the insurgents.

86. Disinformation. To discredit the United States, Soviet media freely dis-
sseminated unfounded and false accusations about U.S. policies and actions in El

alvador: -

On 30 December 1980, Pravda, the organ of the CPSU Central Committee,
reported that U.S. military advisers in El Salvador were involved in punitive
actions against noncombatants. The military operations allegedly involved
the use of napalm, herbicides, tanks, and aircraft.

On 1 January 1981, Literaturnaya Gazeta, an active measures outlet, al-
leged that the U.S. military was preparing “to- implement the so-called Cen~
taur Plan.” On 6 January 1981, an article in Izvestiya, organ of the Presi-
dium of the U.S.S.R. Supreme Soviet, explained that “ ‘Operation Centaur’

. provides for the physical elimination of many thousands of Sal-
vadorans.” The article claimed that the “genocide policy” was already re-
sponsible for more than 10,000 deaths in El Salvador.

In January and February 1981, TASS, Pravda, and Moscow Radio re-
peatedly charged that the United States was preparing to intervene militarily
in El Salvador.

C. Soviet active measures in Pakistan

Soviet foreign policy objectives
87. Soviet foreign policy objectives in Pakistan currently are strongly in-
fluenced by the struggle in Afghanistan and by Pakistani sympathy with the in-
surgency. In this context Moscow has sought to support political groups that seek
to topple the government of President Zia, to deepen the distrust between New
Delhi and Islamabad, and to neutralize Pakistan as an effective regional force
and end its support for the Afghan insurgency.

Soviet active measures strategy to achieve the objectives

88. The Soviet campaign in Pakistan is designed to support leftist groups, in-
dividuals, and parties opposed to Zia both within and outside Pakistan. It also
encourages separatist minority groups in Pakistan.

- Active measures supporting Soviet policies

89. Opposition Parties and Groups. The underground Communist Party of
Pakistan and other far-left splinter groups are so divided that they do not offer
the Soviets viable vehicles for active measures in Pakistan; nevertheless, in-
dividual Communists frequently work as agents of influence within leftist groups
and publications and various student and trade union organizations. Through the
chief of Afghan intelligence, the Soviets have given financial and material sup-
port to the “al-Zulfikar group” (or Pakistan Liberation Army), which is led
by Murtaza Bhutto in Afghanistan. The Soviets have maintained contacts with
and have supported exiled members of Bhutto’s Pakistani People’s Party (PPP).
The bulk of Soviet funding for Pakistani opposition groups is believed to be
going to the PPP. Soviet propaganda has suggested that Moscow views Nusrat
Bhutto, who has replaced her late husband as the leader of the PPP, as having
the best chiance of bringing down the Zia government. Moscow continues to en-
cq_%;agg Baluchi and Pushtun separatists and other minority groups in conflict
wi ia.

90. Direction of the Campaign. The Press and Information Department (PID)

of the Soviet. Embassy in Islamabad is a major center of Soviet propaganda in
 Pakiston. Another is the U.S.8.R. Friendship House in Karachi, which provides
a free forum to leftist Pakistani speakers and holds cultural events that encour-
age minority separatism (such as a recent concert featuring Sindhi artists). The
Soviet Pakistani Friendship Association engages in a major propaganda and
influence program and maintains branches in the main cities. Its activity has
lately been limited by a government crackdown on Soviet propaganda.
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D. Soviet Effort To Disrupt U.S.-Egyptian Relations
Soviet foreign policy objective
91. One objective of Soviet foreign policy in the Middle East is to undermine
the U.S.-Egyptian relationship, prevent the establishment of a U.S. military
presence in Egypt, undermine the Camp David Accords, and draw Egypt into
the Soviet sphere of influence.
Soviet active measures strategy to achieve the objective

92. To achieve its objective, Moscow has consistently criticized and opposed
the Camp David accords, and encouraged Arab opposition. Moscow has also
tried to increase the cost of the U.S. relationship to Cairo by linking Egypt with
any U.S. policy or action in the region that, at least in the Soviet view, is un-

popular.
Active measures supporting Soviet policies

93. Soviet diplomatic efforts to undermine the U.S.-Egyptian relationship have
been buttressed by an active measure effort that has made frequent use of
forgeries of U.S. Government documents. Over the last several years, at least
eight anti-U.S. forgeries have been surfaced by the Soviets.

09. The first in the current series surfaced in 1976. It purported to be a speech
by a member of the U.S. administration. The speech was insulting to the Egyp-
tians and called for “a total change 'of the government and the governmental
system” in Egypt. Another document was allegedly prepared by the U.S. Sec-
retary of State, or one of his close associates, for the President; its language
was calculated to offend a number of Arab leaders, including Sadat and King
Khalid of Saudi Arabia. Three other forgeries, using facsimiles of the signature
of the then U.S. Ambassador in Cairo, criticized Sadat’s lack of leadership and
political acuity. One noted that “Mr. Sadat may not be the most suitable person to
put across our plans for Egypt and the Middle East.” Another declared that if
Sadat is not prepared to serve U.S. interests “then we must repudiate him and get
rid of him without hesitation.”

95. In 1977 the Egyptian Embassy in Belgrade received a forged dispateh, al-
legedly prepared by the U.S. Embassy in Tehran, which suggested that the
United States had acquiesced in plans by Iran and Saudi Arabia to overthrow
Sadat. In May 1980 a number of governments in the Middle East received an
alleged “Top Secret” U.S. report purportedly written by a senior American official.
The report criticized U.S. policy regarding the Palestinians and proposed chang-
ing any regime in the area that caused difficulties for American interests.

96. The Muslim Brotherhood publication Al Dawa surfaced a forgery in Janu-
ary 1979 designed to cause concern in the Egyptian Government. The forgery,
believed to have been produced either by the Soviets or the Libyans with Soviet
assistance, purported to be a report from an American professor in Cairo who
was (falsely) accused of being a CIA agent. The bogus report alleged that Israeli
and Egyptian intelligence services agreed with a CIA estimate that Islamic
groups, principally the Muslim Brotherhood, are the real barrier to an Israeli-
Bgyptian peace treaty. The suggested tactics to negate the influence of these
groups included :

A “resort to partial suppression. . . . There is no objection to the speedy
elimination of some Islamic personalities in Saudi Arabia” (to cause loss
of trust between the Brotherhood and the Saudi Arabian Government).

Sowing “the seed of doubt and dissension among the leadership” (of
various Islamic groups).

“Deepen scholastic and sectarian differences” (between groups).

Countering “the new wave of abiding by the Islamic teachings. .. through
the use of information and cultural media.”

Surfaced in the context of the problems caused by Islamic fundamentalism in
Iran and elsewhere in the Middle East, this forgery was widely disseminated
and was taken at face value by many Bgyptians. After its publication, some
mullahs in Cairo delivered sermons in the mosques denouncing the U.S. Govern-
ment and the CIA for interfering in Islamic affairs in Egypt. Al Dawa subsegently
carried an article prepared by the U.S. Embassy in Cairo which branded the
document as a forgery: nonetheless, the forgery has been replayed elsewhere
as an authentic document.

VvI. AN EVALUATION OF ACTIVE MEASURES

A. Sirengths and weaknesses

97. Soviet active measures activity has been both assisted and hindered by
the nature of the political system that supports and directs it. Also, a variety of
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conditions affect active measures, and a variable mixturé of factors will promote
or hamper the successful execution of specific Soviet active measures programs.
Moreover, certain Soviet policies may be considered both strengths and weak-
nesses for active measures activity, depending on specific circumstances. Soviet
support to “national liberation movements,” for example, may give the Soviets
added prestige in some countries, but it may also contribute to existing mistrust
of Soviet designs in others.

.98. We believe that, in most cases, the Soviets are well aware of the weak-
nesses and vulnerabilities of their active measures programs and have tried to
ameliorate them. In a number of Islamic countries, for example, the Soviets
‘assign large numbers of Central Asians to their official and quasi-official rep-
resentations in an effort to counter the “white” image of the U.S.S.R. and exert
a favorable impact on the local Muslim populations.

Strengths of Soviet active measures

99. Resources. In resource allocation, Soviet active measures have some sig-
nificant advantages over similar Western efforts. Because of the nature and
tradition of the Soviet political system, the regime:

1s able and willing to devote the financial and personnel resources it deems
necessary for the full implementation of active measures operations.

Has a unique capability to orchestrate the involvement of mass organiza-
tions, such as Soviet youth groups or religious bodies (the Russian Orthodox
Church), on behalf of active measures.

Can quickly and easily create new domestic mass organizations or small
prestigious groups, such as the recently established Soviet “Physicians for
Preventing Nuclear War,” that are specifically tailored to exploit and ma-
nipulate similar nongovernmental organizations in the West.

100. Lack of Restraints. The active measures effort is not hampered by the
legal or domestic political factors that are important considerations in covert
action undertaken by Western governments.

101. Command and Control. Command and control are centralized at senior
levels of the party and governmental structure, and the energies of the entire
party and state apparatus can be directed toward the achievement of a single
objective. In the active measures arena, below the Politburo and Secretariat
levels, the two concerned CPSU Central Committee departments and the KGB
work closely together and have direct access to appropriate party and govern-
ment components, which facilitates coordination of their efforts. With this high-
level CPSU backing, the considerable resources of the state and party are har-
nessed as necessary to support active measures.

102. Audacity and Willingness To Take Risks. The Soviets are willing to accept
the ‘risk of considerable political embarrassment as a consequence of active
measures operations. Further, a certain audacity, single-mindedness of purpose,
and hard-driving quality are also apparent in many Soviet active measures. This
Soviet approach to active measures can be seen, for example, in a willingness to
attribute the putative authorship of the forged documents to the Vice President
of the United States and to a former Secretary of State in his dealings with the
President. 1

108. Vulnerability of Open Societies. The free exchange of ideas and the toler-
ance of opposing views characteristic of open societies make it easier for the
Soviets to identify sentiments and groups that can be exploited and manipulated
for the benefit of Soviet active measures.

104. Lack of Colonial Stigma. Notwithstanding their treatment of non-Russian
peoples at home and their role in East European countries, the Soviets pride
themselves on having no colonial tradition in the Western sense. Moscow tries to
present itself as the defender of ‘the “oppressed” nations and to present its
political system as a modern alternative to Western-style capitalism. The Soviets
have used this image to gain entree to anti-Western circles in the Third World
and to manipulate them to Moscow’s advantage.

105. Common Cause in the “Workers Movement.” Because of the contention
by the U.S.8.R. that it and the “Peoples Democracies” are worker-peasant states,
and that the U.S.S.R. supports revolution and “national liberation movements,”
the Soviets have had some success in making common cause on many anti-Ameri-
can and anti-NATO issues with more Marxist-oriented socialists and other leftists
and pacifists in Western Europe and the Third World.

106. Assistance by Surrogates. The collaboration of most East European coun-
tries and Cuba in the Soviet active measures effort provides additional resources
at only minimal cost to the Soviet Union. .
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Weaknesses and vulnerabilities of Soviet active measures

107. Superpower Image. The image of the U.S.S.R. as a superpower and a white-
dominated society has hindered Moscow’s effectiveness in some developing coun-
tries. The traditional heavyhandedness of Soviet officials, mainly in dealing with
Third World nationals, has in some cases limited the effectiveness of some Soviet
active measures programs.

108. Communist Ideology. Most governments find Communist ideology alien
and objectionable when applied to their countries. This factor is a particular
problem for the Soviets in trying to work with non-Marxist social democrats in
Europe, due to past hostilities in the period between the world wars. The use of
local Communist parties as instruments of active measures, particularly when
they are illegal, can be a liability.

109. Atheism. Many countries view the atheistic nature of the Soviet regime
a threat to religious traditions and practices. In some areas, Soviet anti-Semitism
has a similar effect.

110. Lack of Credibility. Many nonaligned countries distrust Soviet designs
because of past Scviet actions in the Third World (such as the Soviet invasion
of Afghanistan) and Soviet support to subversive regimes (such as Libya’s).
These factors tend to counter the image of goodwill, noninterference, and right-
eousness the Soviets seek to project abroad. Moreover, the failure of the Soviet
economic model and the well-publicized repressive character of the regime at
home further detract from the credibility of the Soviet message abroad.

111. Technical Deficiencies. In the past, Soviet forgeries tended to lack sophisti-
cation and were relatively easy to identify as of Soviet origin. Although even
such poor-quality forgeries fulfilled their purpose to some extent, in recent years
the Soviets have paid more attention to format in order to avoid easy exposure
and have had more success in this line.

112. Vulnerability to Exposure. In some Third World countries, Soviet con-
tacts—in many cases young intellectuals with Soviet education—are easily identi-
fiable because of background, continued association with Soviets, or assumed
affinity with Marxist ideals. Soviet press placements are sometimes easy to spot,
and their origin is traceable to the Soviets by virtue of their anti-U.S. propa-
ganda content and adherence to Soviet positions. In many nonaligned countries,
the controlled media and censorship place strong limits on possibilities of Soviet
manipulation of the local media outlets.

B. Impact and effectiveness

113. We believe that evaluations on the effectiveness of major active measures

are reported directly to the CPSU Central Committee and the Politburo, and that
some active measures have been highly evaluated. In September 1979, Janos
Berecz, chief of the International Department of the Hungarian Communist
Party, who may have been aware of the Soviet criteria, wrote that “the political
campaign against the neutron bomb was one of the most significant and successful
since World War IL” Additionally, the Soviet Ambassador to the Netherlands
received a decoration from the CPSU Central Committee in 1978 in recognition
of his success in stimulating that campaign in the Netherlands.
. 114. Since active measures are carried out in concert with other foreign policy
instruments supporting the same policy goals, the line between overt and covert
activity is frequently indistinct. In their conduet of active measures abroad, the
Soviets tend to capitalize on and manipulate existing sentiments that are parallel
to or promote Soviet foreign policy objectives. Whenever a political movement
supports policies that coincide with the goals or objectives of Soviet foreign
policy, the exact contribution of Soviet active measures to that movement is diffi-
cult to determine objectively.

115. That overall effectiveness of active measures is shown by indirect evidence.
The fact that the Soviet leadership continues to use active measures on a large
scale and apparently funds them generously suggests a positive assessment of
their value.as a foreign policy instrument. We believe that all Soviet active meas-
ures techniques discussed in this study are effective in varying degrees, but,
hecause they occur in tandem with other Soviet actiivties, it is difficult to judge
the degree of effectiveness of any one of the available techniques in the abstract.
We are more confident, however, in our ability to gauge the impact and effec-
tiveness of some specific techniques and operations within individual active
measures dampaigns. In sum, what we have seen indicates that Soviet active
Ineasures are conducted on a worldwide scale, are well integrated with other
Soviet foreign policy actions, and appear frequently to be effective.
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C. Future trends

116. Continuity has been a basic feature of Soviet foreign policy in the post-
Stalin years. There is no indication that a major change is likely under the pres-
ent party leadership. The basic features and techniques that have characterized
Soviet active measures in the past are likely to remain the same in the future,
but refinements along the following lines are likely :

Trends toward increased “objectivity” and greater technical sophistication
will continue.

Tactical deemphasis of Communist ideology will become more pronounced.

Willingness to work with non-Communist political parties will increase.

International fronts will increasingly be supplemented by ad hoc and local
fronts, including religious, environmentalist, and other single-issue groups.

Increased focus on activities of multinational and transnational corpora-
tions to exploit the real or imagined economic grievances of the Third World
will charaeterize the substantive content of more activé measures.

A larger role for proxies and surrogates, should Moscow be embarrassed by
the exposure of its own operations, can be anticipated.

Tactical shifts in active measures techniques can be expected as U.S.-
Soviet relations ebb and flow, but the strategic use of active measures prob-
ably will not diminish. In the near term, Soviet active measures will focus
greater attention on disarmament. arms control, and “peace’” themes.

17. Given the advanced age of the present membership of the Soviet Politburo,
a change in the composition of that body is certain in the foreseeable future.
We do not believe, however, that personnel changes will eause a major realign-
ment in basic Soviet foreign policy objectives. The conservative nature of the
Soviet system also suggests that the fundamental organizational outlines of the
Soviet foreign policy apparatus (including its intelligence arm) will remain
unaltered. Consequently, active measures are likely to remain one of the major
instruments of Soviet foreign policy implementation.

-~

Examir 11
CIA STUDY: TRENDS AND DEVELOPMENTS IN SOVIET ACTIVE MEASURES !

INTRODUCTION

. 1. The Soviets use the term active measures (aktivnyye meropriyatiya) to
refer to activities by virtually every element of the Soviet party and state
structure. Active measures are regarded as a valuable regular supplement to the
conduct of foreign policy by more conventional diplomatic methods. They are
quintessentially an offensive instrument of Soviet policy. Used in an intelligence
context, the term itself denotes the distinction the Soviets draw between activi-
ties intended to produce a political effect abroad and the collection of foreign
intelligence and counterintelligence information.

2. The Soviets use active measures for a variety of purposes. Among other
things, they use them to denote activity to influence or subvert the policies of
foreign governments, disrupt relations between other countries, undermine con-
fidence in foreign governments and institutions, and diseredit opponents of Soviet
policy. The instruments used in Soviet active measures operations are many and
varied. They include at least the following :

—foreign communist parties and international and national front orga-
nizations.
—written and oral disinformation, particularly forgeries.
—manipulation of foreign media through controlled assets and press
placements.
—agents of influence.
—manipulation of mass organizations and demonstrations.
—covert political, financial, and arms support for insurgents, separatist
movements, and opposition groups and parties.
—ad hoc political influence operations often involving elements of decep-
tion, blackmail, or intimidation.
. 8. The Soviet concept and practice of active measures are broader than the
range of activities subsumed under the US intelligence term covert action. While

1 Information available as of Mar. 31, 1982, was used in the preparation of this study.
Declassified by CTA November 1982,
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N
the Soviets employ all the same methods associated with covert action, many
active measures include overt or semi-overt as well as clandestine elements. In
the West, moreover, covert action is normally entrusted to the state’s regular
intelligence service and kept separate from other spheres of governmental or pri-
vate activity. In the Soviet case, many active measures are planned and executed

by intelligence operatives, but such measures are also conducted by party and

government officials and by many nominally unofficial persons such as journalists,
academics, and representatives of ‘“public” organizations. The common thread
that runs through all active measures is a high degree of manipulation and mis-
representation, whether to disguise Soviet involvement in a particular activity
or to conceal the real purpose behind an activity in which a Soviet threat is
overtly involved.

4. Trends and Developments in Soviet Active Measures is a status report on -

significant Soviet activities directed against the United States and its allies. It
provides a selective summary of recent Soviet actions and does not presume
to offer in-depth analytical treatment of the subject or a comprehensive survey
of all Soviet activity. Its main purpose is to call attention to the scope and
methods of current Soviet active measures. .

1. SOVIET INVOLVEMENT IN THE WEST EUROPEAN “PEACE” MOVEMENT

5. “Dialogue for Disarmament and Détente” in Vienna, Austria, January 29—
February 2, 1982. This international peace conference was organized by the
International Liaison for Disarmament and Peace (ILFDP), an offshoot of the
Soviet-controlled World Peace Council (WPC). Romesh Chandra, a senior Indian
communist who serves as president of both organizations, presided over the
Vienna meeting. The Soviets presumably regarded this conference as less than
successful, since it failed to stimulate new anti-US peace demonstrations in
Europe or attract wide support for a WPC meeting scheduled to coincide with
the second Special Session on Disarmament at the United Nations in June 1982.
The Soviets, moreover, were probably disappointed at the poor turnout and their
inability io get strong endorsement of their views, as well as being no doubt
embarrassed by the attempt of some participants to criticize Soviet policies and
the martial law regime in Poland.

6. Soviet Pressure on Portuguese Communist Party to Hold Peace Rallies.
There is reason to believe that only Soviet pressure led the Portuguese Com-
munist Party (PCP) leadership 'to proceed with “peace” demonstrations in
Lisbon and Porto in January 1982.|The dominant PCP line of thought had been
that few people would support such demonstrations in view of the situation in
Poland. In fact the demonstrations were not very successful.

7. Soviet Directives to @ Moscow-Line West European Communist Party. The
Soviets instructed a West Buropean communist party loyal to Moscow regarding
peace movement activities i]vn 1982. The Soviets emphasized the importance of
mobilizing opposition to the planned deployment of U.S. intermediate range
missiles in Western Europe and suggested promoting the theme of a “U.S. threat”
to Western Europe. The Soviets urged the use of the Soviet pamphlet “Whence
the Threat to Peace” as source material for anti-U.S. propaganda.

8. Soviets Planning for World Peace Conference of Religious Workers. Sched-
uled in Moscow for May 10-14, this conference was organized under the theme
of “Religious Workers for Saving the Sacred Gift of Life from Nuclear Catastro-
phe.” Russian Orthodox Patriarch Pimen, the nominal sponsor and an active
member of the World Peace Council, succeeded in attracting fairly broad support
for the conference among West European and American religious leaders and
organizations. Some East European religious groups called on their counterparts
in the West to attend the conference, claiming that it would promote East-West
contacts and suggesting that they would not be permitted to attend a disarma-
ment conference in Stockholm in September unless their co-religionists show up
in Moscow. The leading Buddhist figure in the USSR urged Buddhists to attend
the Moscow meeting.

9. The Soviets held several preparatory meetings for the conference, and it
was evident that the procedural rules, agenda, and topics adopted for the con-
ference practically guaranteed an anti-U.S. and anti-NATOQ progaganda fest. The
final communique was written and cleared with Soviet authorities in advance of
the conference.

10. WPO Planning for Disarmament Propagandae in United States. The WPC
leadership devoted much attention to planning a propaganda show to coincide
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with the second Special Session on Disarmament at the United Nations in June
" 1982, This planning was carried out at Soviet direction, and the WPC was
told to stress anti-INF propaganda.

(See also Para. 40 for details of a Soviet agent of influence operation in
Denmark involving covert financial and propaganda support to the peace
movement.)

II. OTHER WORLD PEACE COUNCIL ACTIVITIES

11. Punding for Travel of Latin American Leftists. The WPC agreed to pay for
the travel of representatives of communist and leftist organizations in a Latin
American country who wanted to seek support in Europe for the insurgency
movement in their country.

12. Support for El Salvadoran Insurgents. The “Third Conference for Peace
and Sovereignty in Central America, Mexico, and the Caribbean,” held in San
Jose, Costa Riea during April 1-5, occurred after a WPC decision to organize a
political action campaign to support the Faribundo Mari National Front
(FMLN)’s “great military offensive.” The FMLN had pressed for an interna-
tional political action eampaign in Venezuela, Costa Rica, Honduras, and the
United States to constrain U.S. material aid to the government in San Salvador.

13. Worldwide Demonstrations Against US Policy in El Salvador. Numerous
and well-attended rallies protesting US policy toward El Salvador were held
around the world on the eve of the Salvadoran national elections of March 28,
1982. The rallies were intended to discredit the elections themselves and US
efforts to organize them. Demonstrations were reported in Berlin, Frankfurt,
Rotterdam, Mexico City, Bern Stockholm, Luxembourg, Toronto, Calgary, Lon-
don, San Paulo, and Tel Aviv. Demonstrators caused damage to US installations
in Frankfurt and Rotterdam. Local groups calling themselves Committees for
Solidarity with the Salvadoran People claimed credit for organizing the rallies.

The decidedly anti-US cast to these demonstrations, their timing, and their
international scale suggest that the Soviet Union or one of its front groups was
behind the protests. In this regard, it should be noted that the Soviet news agency
TASS recently announced the formation of a permanent coordinating committee
in Mexico City for the various national solidarity groups.

III. FORGERIES AND OTHER DISINFORMATION OPERATIONS

14. CIA Map Operations. The Soviets have added a new wrinkle to their dis-
information operations in recent months by purchasing publicly available maps
published by the Central Intelligence Agency and then using them as the basis
for false and alarming stories about US policies. The first “map” operation oc-
curred on September 20, 1981, when an article appeared in the Austrian Com-
munist Party newspaper, “Volksstimme,” alleging that a CIA map with the code
number 77706/10-70 has been found in a “secret service building” in West Ger-
many near the Austrian border. The article further alleged that the map depicted
targets in Austria for US raids and sabotage as well as nuclear missile and neu-
tron weapon assaults. (The author of the article, Julius Mader, in 1968 published
a book entitled “Who's Who in the CIA,” a compilation of names of alleged US
intelligence officers that caused considerable trouble for US personnel overseas
in subsequent years.)

15. The map itself was genuine; it probably had been purchased through the
US Government Printing Office. The map that bore the number cited in the Mader
article is unclassified. It provides only basic data. The article itself, which has
no basis in fact, was intended to stimulate further support for the West European
“peace” movement and document charges of the “U.S. threat” to European
security.

16. On October 9, the gist of Mader’s story was replayed in the Soviet press in
an article in “Komsomolskaya Pravda” and date-lined Vienna.

.17. The second operation to misrepresent a US Government map appeared in
a November 11, 1981 story in the “Patriot,” an Indian daily. (“Patriot” is a pro-
Soviet publication that is used frequently for disinformation operations.) The
map used in this operation was an unclassified map of Afganistan that had been
widely circulated and is available to the public.

18. “Patriot” claimed that a “specially guarded aeroplane (sic) airlifted these
maps to Pakistan” for distribution to Afghan “terrorist group leaders” and that
the maps display targets of sabotage selected by the CIA. The map was used to
document allegations that the CIA is engaged in supporting Afgan rebels
against the pro-Soviet regime in Kabul.
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19. The third and most recent map operation appeared in the “Ethiopian
Herald,” a daily published in Addis Ababa and frequently used by the Soviets for
tendentious articles that are subsequently replayed in the Soviet or foreign
press. In this case, Julius Mader reprinted a genuine CIA map inset to support
a story alleging that the Reagan Administration and the CIA are waging bac-
teriological warfare against Cuba. The map in question is a regular unclassified
topographical map of Cuba with insets showing economic activities by region,
sugar growing areas, population distribution, and land utilization. Tke immediate
purpose of the Mader article was to provide support for charges of US bac-
teriological warfare against Cuba made by Fidel Castro and the Cuban media.
The article implied that additional map operations may be forthcoming, since
it referred to CIA maps of Nicaragua, El Salvador, and Argentina.

20. Forged Letter from President Reagan to King Juan Carlos. In early No-
vember 1981, several Spanish journalists and all delegations (except US) to the
Madrid Conference on Security and Cooperation- in Europe received copies of a
bogus letter allegedly sent by the US president to the Spanish king and a fabri-
cated memorandum allegedly prepared by the Spanish foreign minister and
other officials.

21. The forged presidential letter advised the King that several of his advisors
and influential opposition groups are opposing Madrid’s accession to NATO. To
support this allegation, the letter cited “highly secret information” received from
a “strictly confidential source”—a reference to the bogus memorandum. The
forged letter urged the King to move against the opposition groups so that Spain
could join NATO before the end of 1981, and it a2lso hinted that the United States
might be prepared to support Spanish efforts to regain control of Gibraltar from
the British government.

22. This forgery was evidently intended to complicate US-Spanish relations
by giving the appearance of US interference in Spain’s internal affairs and to
provoke Spanish opposition to NATO membership. The fact that this forgery
was sent to CSCE delegations shortly before martial law was declared in Poland
suggests that it may also have been intended to impede an anticipated discussion
of Soviet responsibility for the Polish events a¢ the Madrid conference by raising
charges of US “interference” in Spanish politics.

28. Forged State Department Letter and Study Regarding Greece. In January
1982 two forged documents were surfaced as a pair in Greece and at the CSCE
Conference in Madrid. One purported to be a September 23, 1981 letter from
Under Secretary of State Clark to the US Ambassador to Greece, the other a
State Department-sponsored analysis of the “current political situation” in
Greece. The forged analytical piece, allegedly by an unspecified “research in-
stitute,” suggested that the United States support a military coup in Greece in
order to preserve the status of the US military bases there. The forged letter
recommended that the US Ambassador make use of the attached analytical study
in his diplomatic activity. This forgery operation was clearly designed to under-
mine US relations with the new Greek government elected in October 1981 ; it
also sought to damage the reputations of several Greek politicians named in the
alleged research institute study and to create suspicion about the political relia-
bility of the Greek military. The thrust of the forgeries, which were very crudely
done from a technical standpoint, thus served Soviet interests in undermining
US-Greek relations, and the method of surfacing followed a frequently observed
Soviet pattern.

24. Forged NATO Document. On October 19, 1981, a few days before the Span-
ish parliamentary vote on NATO membership, several Spanish journalists based
in Brussels received an altered version of an official NATO Information Service
publication. The forgery also contained a bogus map showing Spain as the
sixteenth member of the Western alliance, and it was clearly intended to em-
barrass the proponents of NATO membership on the eve of the parliamentary
vote in Spain. The method of surfacing the false document and the use of a
forgery to influence the internal Spanish debate are consistent with previous
Soviet modus operandi. .

25, Western Union Mailgrams an Alleged US-Swedish Intelligence Coopéra-
tion. During November 8-11, 1981, at least twelve such mailgrams were sent to
US and foreign journalists in the Washington area. The mailgrams offered to re-
veal information concerning an alleged US-Swedish agreement for using facilities
at Karlskrona, Sweden in US satellite reconnaissance operations. The falsely-
attributed mailgrams were signed with several names of USG officials and the
Swedish Ambassador in Washington.
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26. Karlskrona, it should be recalled, is where a Soviet submarine suspected
of carrying nuclear-tipped torpedoes had run aground the previous month, caus-
ing substantial embarrassment to the Soviet government and dealing a blow to its
“peace and disarmament”’ propaganda. On November 10, the Soviet news agency
alleged that Sweden transmits US radio signal reconnaissance directed at the
USSR. The bogus mailgrams may have been intended to buttress the TASS
story.

27. The mailgrams were written in substandard English, and at least two of
them were sent to a departed Soviet and a Polish journalist. Circumstantial
evidence suggests, however, that this may have been a Soviet or a Soviet spon-
sored active measure aimed at limiting the impact of the Soviet submarine inci-
dent.

28. Disinformation campaign to Link US Govermnent to Coup Attempt in
Seychelles. Moscow Radio on November 27, 1981 charged that the United States
was behind the previous day’s unsuecessful coup attempt against Seychelles
President France Albert Rene. The broadcast also claimed that Washington had
cooperated with the Republic of South Africa in planning tke coup as part of a
broader effort to secure US bases in the Indian Ocean. TASS carried similar
accusations in English language broadecasts on December 1 and 8, and the story
was replayed in African and Indian media thereafter.

29. The Soviets have subsequently kept this active measure operatlon alive
despite President’s Rene’s public statement on December 2nd, that he had no
indication of foreign involvement except for South Africa.

80. Soviet Accusations of U.S. Involvement in Dozier Kidnapping. The Janu-
ary 8, 1982 edition of “Soviet Russia” carried an article alleging that the CIA
and Army “secret services” were behind the kidnapping of US Army Brigadier
General James Dozier on December 17, 1981 by the Italian Red Brigades. The
article asserted that by manipulating the Red Brigades the United States hoped
to undermine leftist opposition to NATO in Italy. This story was repeated sev-
eral times in the Soviet media and received quite a bit of attention in the West
Furopean media. It is similar to an extensive effort the Soviets have made since
1978 to convince Italians and other West Europeans that the United States was
behind the Red Brigades’ murder of former Italian Premier Aldo Moro.

81. Disinformation Ploys in Poriuguese Newspapers. In September 1981 the
newspaper “Portugal Hoje” carried extracts from an alleged set of documents
purportedly authored by Zairian Presidential Advisor Seti Yale. The extracts de-
scribed efforts to coordinate activities between the US, Zaire, South Africa,
Gabon, Morocco, Chma, and the Angolan insurgents in order to overthrow the
MPLA government in Luanda and replace it with a government headed by An-
golan insurgent leader Jonas Savimbi. The forged documents appeared in the
midst of US efforts to promote negotiated solutions to Southern African prob-
lems and were clearly designed to undermine those efforts. The same newspaper,
which is not usually anti-US, followed up this story with dispatches from Luauda
suggesting US connivance in South African incursions into Namibia, US efforts
to retard the Namibia independence process, and US efforts to guarantee South
African interests in the area. These reports are believed to have been peddled to
“Portugal Hoje” in a Soviet-inspired disinformation effort to set back progress
toward a Nambia settlement. )

32. The pro-Communist “Diario De Lisboa” has been the purveyor of several
disinformation efforts aimed at linking the United States and other Western and
African governments to intrigues against the Marxist regime in Angola. An article
in mid-December charged that the United States was assisting the Military
Council of Resistance (COMIRA), an Angola opposition group based in Zaire, in
its preparations for overthrowing the present government. Another article claimed
that US military advisors had been sent into southern Angola to assess the mili-
tary requirements of Jonas Savimbi's UNITA opposition group, adding that US
Secretary of State Haig had offered “large quantities of anti-tank weapons, anti-
aircraft missiles, and some military advisors if necessary” to Savimbi during talks
he held in Washington.

383. The March 6, 1982 edition of the same newspaper continued the disinforma-
tion operation with an article alleging a wideranging conspiracy involving the
United States, South Africa, Israel, Zaire and UNITA ifi a plan to overthrow
the Angolan government. By drawing in South Africa and reports of secret US-
South African efforts to use Namibia as a base of operations against Angola, this
disinformation operation appeared to be intended to undermine both US-Angolan
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negotiations on normalizing relations and efforts to reach an acceptable and non-
violent resolution of the Namibian situation. :

34. Soviets Revive Disinformation Campaign Against US Foreign Service Offi
cer. On seéveral oceasions in 1981. Soviet media falsely charged that a senior US
Foreign Service Officer, George Griffin, was a CIA officer and had been involved in
covert operations in India and Afghanistan.

35. The Soviets renewed their attack on Griffin in 1982 in articles earried by
TASS, “Literary Gazette,” and “Izvestiya,” Moscow Radio’s World Service on
February 24, for example, claimed that Griffin had recently entered India illegally
after having been refused a visa (while he in fact, was elsewhere). It further
claimed falsely that he was in charge of a covert operation code-named Khalistan
aimed at aiding separatists in the Indian state of Punjab.

86. Palse Soviet Charges Regarding US Bacteriological Warfare. Beginning
in early 1982, Soviet media made repeated charges that a research laboratory
sponsored by the University of Maryland in Lahore, Pakistan is a bacteriological
warfare facility. On February 16, for example, TASS deliberately distorted a
statement made by the former director of the Lahore facility, who had stated
that the facility was engaged only in disease research. The false TASS stories
were picked up and carried in several Indian newspapers. The disinformation
effort appears to have been part of a massive ongoing propaganda campaign to
deflect US allegations of Soviet use of chemical and bacteriological weapons in
South and Southwest Asia and to play on Indian concerns regarding US cooper-
ation with neighboring Pakistan.

87. Soviet Disinformation Campaign in Beijing. The Soviets have engaged in
a major disinformation effort in Beijing, spreading false and misleading stories
aimed at fueling speculation regarding improvement in Sino-Soviet relations and
tensions in U.8.-Chinese relations. KGB and GRU officers work with their counter-
parts from East European embassies under a division of labor that allows them
to target the large journalistic and diplomatic communities there.

38. This Soviet disinformation effort has centered on exploiting, as a possible
irritant in Sino-U.S. relations, China’s reluctance to eriticize the Polish military’s
declaration of martial law.

—As one example, shortly after martial law was declared in December 1981.
Soviet and East European diplomats spread the story that Beijing, in a show of
support for the Polish regime, had agreed to sell Warsaw 50,000 tons of pork on
highly favorable terms. (The Chinese had in fact made such an offer, but in
October 1981, before martial law was imposed and in an effort to bolster Polish
resistance to Soviet pressure). : ’

—In another example, an East European official briefed foreign correspondents
on the Sino-Polish trade agreement for 1982, claiming that the thirty percent
increase in trade represented Chinese political support for the martial law re-
gime and a slap at the U.S. policy of trade sanctions against Poland. The official
did not point out that the increase only partially compensated for a large percent
drop in trade. the previous year and that Beijing has been seeking an expansion
of trade with all the East European countries.

89. The Soviets also have sought to spread rumors concerning a possible im-
provement in Sino-Soviet relations, This effort appears to have been undertaken
in Beijing in anticipation of Soviet Premier Nikolay Tikhonov’s call on February
23, 1982 for such an improvement in relations. For example, Soviet and East
European officials claimed falsly that the visit of a bigh-ranking Foreign Min-
istry official and prominent Soviet sinologist to Beijing signalled progress in
Sino-Soviet relations. The officials also encouraged local diplomats and journalists
to believe that secret negotiationshad taken place.

IV. AGENTS OF INFLUENCE

40. In October 1981, the Danish government expelled Vladimir Merkulov, a
second secretary in the Soviet Embassy in Copenhagen, for engaging in activities
inconsistent with his diplomatic status. The next month the Danes arrested
Danish journalist Arne Herlov Petersen and charged him with carrying out
illegal activities as Merkulov’s agent. Petersen had been recruited several years
earlier by another KGB officer. Petersen served the Soviets as an all-round agent
" of influence, publishing anti-NATO propaganda tracts, conveying funds to peace
activities, and passing Soviet-prepared forgeries. With wide contacts among
Danish journalists and artists, Petersen was a valuable Soviet asset for more
than ten years. :
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41. An Asian academician associated with a political institute that organizes
periodic seminars in which senior.politicians participate has been convinced that
Soviet purposes in East Asia are non-aggressive and plans to convey this view in
aiscussions with politicians and in articles for various publications. The profes-
sor had received special treatment by the local Soviet Embassy and was im-
pressed by his private talks with Soviet oflicials.

44. The Soviets approached a Third World professor during his tour of the
U.8.8.R. and convinced him to help organize a youth-oriented front organization
in his country. The educator tried, unsuccessfully, to implement the proposal.

V. SOVIET ACTIVE MEASURES CAMPAIGN AGAINST SPAIN

47. In addition to the use of forgeries (see Section II), the Soviets have em-
ployed other active measures in their campaign to dissuade the Spanish govern-
ment from joining NATO. For example,

48. The Soviets attempted to intimidate the Spanish by hurting their impor-
tant tourist industry. In June 1981, two Spanish publications ran a story claim-
ing that leakage from bacteriological weapons stored at a U.S. military facility
at Torrejon were responsible for an outbreak of “atypical pneumonia.” The story
died after an official U.S. denial, but a few weeks later, TASS took pains to give
the story new life. The story was replayed on the continent, especially in West
Germany. As a result, many West German tourists who regularly vacation in
Spain cancelled their summer trips.

Vi. KGB IMPRESARIOS

50. For several years, Soviet cultural activities in a pro-West Third World
capital have been handled exclusively by a succession of suspected KGB officers
assigned to the local Soviet consulate as cultural affairs officers. The Soviets
apparently value these cultural contacts as a means of gaining access to the
small but influential segment of the intellectual and financial elite that is drawn
to Soviet performances.

51. Soviet and East European artists and performers, are made available by
the Soviets to the local government at bargain rates. The Soviets also provide
low-cost cultural orientation tours of the USSR to local artists.

52. The Soviet inteligence services are believed to use these cultural contacts
and exchanges primarily for essential propaganda and political influence rather
than espionage opportunities.

VIL. SOVIET EFFORTS TO ARRANGE AUTHORITATIVE INTERVIEW FOR A FOREIGN
PUBLICATION

53. Prior to spring of 1982, the Soviets approached an influential Western
publication with an offer of an exclusive interview with Soviet Defense Minister
Dmitriy Ustinov. Ustinov had never been interviewed in the Western press, so
the Soviet offer would have been a journalistic prize for the publication. Recog-
nizing the value of their offer, the Soviets asked that in return for the interview
the publication agree to give more positive treatment to Soviet affairs The pub-
lication evidenly turned the offer down, as no such interview has ever appeared
in its pages.

ExHaIsrir III

— Sovier FUNDING OF THE EUROPEAN PEACE MOVEMENT !

1. Overt information available on Soviet funding of elements in the West
Furopean peace movement provides only fragmentary insight into this Soviet
activity and should be evaluated in the context of a broad analysis of Moscow’s
_multiple efforts to exploit the peace movement. The import of the Soviet financial
assistance is difficult to assess, but the fact that Moscow continues to provide
such assistance suggests a positive Soviet assessment of its results.

2. The following treatment of this Soviet funding activity offers both generzl-
1zed ks;malysis and specific examples, including two covert funding cases in Den-
mar : .

1 Declassified by CIA November 1982.




57

3. Soviet involvement in the Danish peace movement was publicly revealed in
fall 1981, when the Danish Government expelled Viadimir Merkulov, a KGB
officer serving under cover as a Second Secretary in the Soviet Embassy in
Copenhagen, and arresied his ageut, a panish citizen named Arne Herlov Peter-
sen, on charges of illegal affiliation with a foreign intelligence service.

(a) In a 17 April 1982 public statement on the Merkulov-Peterson case, the
Danish Ministry of Justice cited the fodowing example of Petersen’s Soviet-di-
rected and funded efforts to influence Danish public opinion : “A single but illu-
strative case in point is the promise made by the Soviet Embassy in the summer
of .:51 to paruaiiy finance the expenditure meurred in connection with the publi-
cation of a number of advertisements in which a number of Danish artists ex-
pressed support of an initiative to establish a Nordic nuclear-free zone. The
collection of signatures was organized by Arne Herlov Petersen, who said in
several telephone conversations that the Soviet Pmbassy was involved in the
matter. The Soviet Bmbassy was also informed of the course of the collection
campaign on several occasions.”

(b) The same Danish Ministry of Justice statement noted that Petersen re-
ceived not only gifts and free travel from the Soviet Embassy but also cash pay-
ments intended in part to cover the expenses of publishing Soviet-supplied
documentary material, including “the costs of printing a pamphlet against the
British Prime Minister Margaret Thatcher, which was published at the initiative
of the (Soviet) Embassy and contained a text supplied by the (Soviet) Embassy.”
(In 1980 Petersen had published “True Blues: The Thatcher That Couldn’t
Mend Her Own Roof,” a pamphlet that attacked the current British Govern-
ment’s foreign and d~mestic policies. A vear earlier, Petersen had published a
work entitled “Cold Warriors” ; this pamphlet, based on a KGB-supplied draft,
contained brief but scathing attacks on several Western political figures: Mar-
garet Thatcher, U.S. Senators Henry Jackson and Barry Goldwater, NATQ
Secretary General Joseph Luns, and West German politician Franz Josef
Strauss.) :

(¢) As revealed in the Danish press, Merkulov’s activity was not confined to
directing the operations of influence agents such as Petersen. Merkulov, and
other members of the Soviet Embassy in Copenhagen, reportedly maintained
frequent contact with the Copenhagen-based Cooperation Committee for Peace
and Security, an umbrella organization for some fifty smaller peace groups. The
Cooperation Committee has well-established ties to the major Soviet-dominated
international front organization. the World Peace Council. a primary conduit
for Soviet financial and other support to elements of the European peace move-

ment.
4. Other information connecting the Soviets to the peace movement in Denmark

has appeared in the Danish press. On 21 March 1962, Danish newspapers began
reporting on the following case:

(a) Whila on an ~ffi~ial visit with a delegation tn Moscow in earlv March 1982,
Ingmar Wagner, a member of the Danish Communist Party (DKP)’s executive
and central committees, had his home burglarized by juvenile delinquents, who
stole a moneybox containing 1£0.000 West German marks ($63,200). The Danish
police, during a routine drug-related raid in Copenhagen’s Christiania Commune
on 18 March, arrested a 16-year-old boy, who had a key to a locker at the central
train station. Inside the locker, the police found 86,000 West German marks and
a nul;lber of documents belonging to Wagner and the DKP, including receipts
showing that at least part of that sum had been transferred from a Soviet Bloc
country (not furtber identified) to Mr. Wagner’s home address via the Danish-
Soviet Friendship Association.

(b) T’pon learning of the ahnve-rited events. while Wagner was still in Moscow,
the DKP claimed that the Danish police and/or the U.S. CIA had planted the
funds allegedly belonging to Wagner. But when Wagner returned from Moscow
on 22 March, to explain the circumstances under which he possessed the foreign
currencv, hg said the money had been given to him by a “West European man,”
whose. jdentify he refused to divulge. Wagner said the money had been collected
by sphdarity movements in several West European countries and then forwarded
to him (Wagner) in his capacity as DKP “peace and solidarity secretary.”

WORLD PEACE COUNCIL

5. The hand of the World Peace Council (WPOQ), thé major Sovlet-controlled
lnte_rnational front organization with headquarters in Helsinki, is often apparent
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in the planning and coordination of anti-nuclear “peace campaigns” in West
Burope and elsewheie. The WPC receives over half of the total funds Moscow
annually provides its thirteen major international fronts.” In 1980 this total was
estimated at $63 million, The WPC also receives contributions from other commu-
nist parties, particularly those in East Europe. WPC-affiliated national peace
committees are publicized by the WPC as its major donors, but their contribu-
tions are minimal in relation to Soviet and other Bloc communist party subsidies.

6. When the WPC formulated and published its action plans for 1982, peace
and disarmament issues remained the focus of WPC activities. The introduetion
to the WPC's public Programme of Action 1982 states: “It is to the vital task of
strengthening the unity and increasing the striking power of the peace movement
that this entire Programme is dedicated.” And it also states: “The main em-
phasis in the Programme is on national activities which seek cooperation and
unity with the widest range of political parties, trade unions, women and youth
organizations, religious circles, social and cultural bodies and outstanding per-
sonalities in all fields.”

Providing funds for peace movement activities is one important means of WPC
involvement, but the WPC seeks to conceal this aspect of its support.

7. Moscow has not been completely silent in public on its own efforts to fund
peace movements in West BEurope and elsewhere. One such public reference ap-
peared in the February 1982 issue of the Soviet journal Sputnik, a monthly digest
of the Soviet press published in several European languages by the Novosti Press
Agency. In the “Letters to the Editor” section, an Indian reader was cited as
asking what the “Peace Fund in the USSR” is and what it does. The answer
follows :

“After the end of the Second World War, on their own initiative Soviet citizens
began to send in money and other voluntary contributions for the support of the
international peace movement. The donations were considerable and they were
sent to various addresses. The need to concentrate them led to the formation
in 1961 of the Soviet Peace Fund (SPF). Soon its address, 10 Kropotkinskaya,
Moscow, 119034, became widely known both in our country and abroad.

“The SPF gives financial support to organizations, movements and people

struggling for the consolidation of peace, the development of friendship and’

cooperation between peoples, the banning of all types of nuclear weapons and
other means of mass annihilation, and the achievement of universal and total
disarmament. The fund promotes the development of ties and contacts between
the Soviet public and those struggling for peace in other countries and allocates
funds for the organization of international congresses, symposiums, festivals
and exhibitions.

“Today the SPF has nearly 75 million regular voluntary contributors (almost
every third citizen in our country provides material assistance to the cause of
peace). The SPF receives personal contributions and the box-office receipts of
specially organized concerts, stage productions, exhibitions and sports events.

“Not only Soviet citizens contribute to the Peace fund, but workers, scientists,
figures in the arts in the U.S.A., Britain, Italy, France, etc., as well. Thus, the
American D, Zubon willed his estate to the Fund, the veteran member of the
Swiss Labour Party, V. Martin, who visited the USSR, made a large contribution,
while the Canadian writer Dyson Carter donated a large collection of old coins.

“The Editors.”

8. The first deputy chief of the CPSU International Department, Vadim Zag-
ladin, in an interview with the Vienna Arbeiter Zeitung published 21 May 1982,
provided additional details on the Soviet Peace Fund and its support to Western
peace groups. After Zegladin asserted that on a Soviet holiday in May 1982,
“several working brigades came to work and collected all the money they had
earned for the Soviet Peace Fund,” he was asked what happened to the money.
Zegladin answered : “There are several peace committees for European security.
They are printing newspapers, and all Soviet participants in peace demonstra-

2The WPC and the other major Soviet international fronts are discussed in “The CIA
and the Media,” Hearings before the ‘Subcommittee on Oversight of the Permanent Select
Committee on Intelligence, House of Representatives, Ninety-fifth 'Con , First and Sec-

Tess

ond Sessions (U.S. Government Printing Office, Washington, D.C.: §978). pp. 562-571.

They are also discussed in “Soviet Covert Action,” Hearings before the Subcommittee on

Oversight of the Permanent Select Committee on Intelligence, House of Representatives,

1N91(l513§y-81xq; g(i%!igress. Second Session (U.S. Government Printing Office, Washington, D.C. :
» PP, .
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tions here in Vienna, Amsterdam or Brussels are being paid for the money from
this fund. I think that we do not inform the public sufficiently abouf our move-
ment . ..."”

9. The Soviet Peace Fund is a type of financial clearinghouse administered by
the SCDP. It is organized on a nationwide scale with at least 1120 representa-
tives scattered throughout the USSR. Like the Soviet national affiliate of the
World Peace Council, the Soviet Committee for the Defense of Peace (SCDP),
the Peace Fund is a “public” organization, allegedly operating without the in-
volvement of official Soviet organs.

10. SCDP Chairman Yuriy Zhukov observed on Soviet television on 22 May
1982 that some 80 million Soviet citizens participate in “replenishment” of the
Fund. “Donations” are mailed to SCDP headquarters or paid through the USSR
Gosbank (State bank). The most common method of collecting money for the
Fund is for individual factories, plants, and collective farms to hold a one-day
“work shift for peace,” similar to the activity of the “working brigades” Zagladin
cited. Individuals participating in such work shifts then “donate” their day's
wages to the Fund. Substantial sums of money are collected over time. According
to 20th Century and Peace (December 1981), the Krasnoyarsk Peace Commit-
tee alone received 2 million rubles for the Fund in 1981. Actually, such.*“dona-
tions” usually represent levies imposed by the central authorities on the individ-
ual local affiliates. .

11. Financing the WPC. According to the English-language weekly Moscow
News (Nov. 19, 1981), the Soviet Peace Fund helps finance some of the WPC’s
“Jarge public initiatives.” Former Peace Fund chairman Boris Polevoi asserted
that his clients included the “leaders of the international democratic organiza-
tions working for peace: the Fund regularly gives them assistance in organizing
their undertakings” (20th Century and Peace, April 1980). Polevoi also acknowl-
edged that the Fund worked closely with the SCDP, aiming to “render financial
aid to the organizations, movements and personalities fighting for stronger
peace, national independence and freedom.,”

12. Referring to the October 1973 World Congress of Peace Forces, an event
organized jointly by the SCDP and the WPC, the November 1973 edition of the
WPC’s Peace Courier reported that “Soviet public organizations . . . covered
all the delegates’ maintenance expenses in Moscow.” It went on to claim that
“Soviet citizens donated to the Soviet Peace Fund—which covered the delegates’
maintenance expenses—about $200,000. Moscow’s Patriarchate also donated 3
million rubles.”

13. After money has been collected by the Soviet Peace Fund, it is channeled
to WPC headquarters in Helsinki either through the International Department or
through the SCDP. The various “peace committee” chapters affiliated with the
WPC—the Austrian Peace Council, the Belgian Union for the Defense of Peace,
the British Peace Assembly, the Norwegian Peace Committee, and 131 others
throughout Europe and the rest of the world—are believed to receive Soviet
assistance in turn via WPC headquarters or through local communist parties.
Most of these national affiliates in any event generally coordinate their activities
with those of the local party, and include party members in their ranks.

14. Financing the ICESC. In addition to the WPC-linked “peace” groups, the
USSR sponsors several “peace committees for European security” which are
national affiliates of the so-called International Committee for European Security
and Cooperation (ICESC). The latter committee was set up in Brussels in 1972
following a meeting of the WPC’s decisionmaking Presidential Committee, pur-
portedly to promote the work of the Conference for Security and Cooperation in
Europe (CSCE). Its affiliates are located in 24 East and West European coun-
tries, as well as the U.S., USSR, Canada, and West Berlin. According to an
ICESC brochure published in 1979, the purpose of the organization is to “inform
large areas of the public” about “everything connected with the CSCE’s cause,
the process of detente and the extension of peaceful coexistence between states
of Europe with different social and economic systems.” To achieve this goal, the
ICESC “coordinates the action of its own national committees, circles and forums,
as well as other gatherings of public opinion. . . -’ ’

15. Zagladin, himself a member of the Soviet Committee for European Security
and Cooperation (SCESC), indicated in his Vienna interview that the Peace
Fund provides financial assistance to ICESC affiliates. In addition, personal and
institutional ties between the WPC and the ICESC appear to be intricate and
strong. Vitaliy Shaposhnikov, a deputy International Department chief, is be-
lieved to be responsible for liaison with North European communist parties, is a
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member of the SCESC and serves simultaneously on the WPC’s Helsinki-based
Presidential Committee. Even more striking is the fact that at least 16 ICESC
affiliates include members who belong simultaneously to their national WPC
branches. These “dual membership” cases are found in Belgium, Cyprus, Czecho-
slovakia, Denmark, the Federal Republic of Germany, Finland, Franco, the Ger-
man Democratic Republic, Great Britain, Greece, Hungary, Italy, the Nether-
lands, Norway, Poland, and Portugal.

16. When money from the Soviet Peace Fund is passed to these ICESC affili-
ates, the arrangement is believed to be similar to that for the WPC. The money
provided by the Fund to WPC (and presumably ICESC) affiliates is used not
only for “printing newspapers” as Zagladin suggested, but also for placing pro-
Soviet propaganda in local newspapers and providing administrative, technical,
and travel support for a variety of peace movement activities.

ExHIBIT IV
SoviET POLITICAL INFLUENCE OPERATIONS

Political influence operations are the most important but least understood
aspect of Soviet active measures. They are difficult to trace and to deal with
because they fall in the gray area between a legitimate exchange of ideas and an
active measures operation. Political influence operations range from the utiliza-
tion of what the Soviets call “agents of influence,” to the manipulation of private
channels of communication, to the exploitation of unwitting contacts. These op-
erations have a common aim: to insinuate Soviet policy views into foreign gov-
ernmental, political, journalistic, business, labor, artistic, and academic circles
in a nonattributable or at least seemingly unofficial manner. The foreigners in-
volved in political influence operations are not usually recruited agents in the
strict sense of the term. The Soviets making the “unofficial” statements are acting
out a part when they make these statements. They often falsely attribute the
source of their statements and/or skew commentary and information from that
passed ‘“officially,” so as to elicit the desired response and exploit the vulnerabil-
ities of the target.

The KGB, which is actively involved in this type of activity, entrusts a variety
of individuals (KGB officers as well as other Soviets) with developing strong
personal relationships with political, economic, and media figures in the West
and the Third World. Moscow thus tries to secure the active collaboration of these
individuals on matters of mutual interest while the individuals retain their in-
tegrity on other issues. In return for collaboration, the KGB offers intangible
rewards tailored to meet the specific requirements or vulnerabilities of the indi-
viduals involved. Such rewards have included publicity for the collaborators’
accomplishments and promises of special communication channels to the Kremlin.

It has been argued that sophisticated societies are immune to political influence
operations, particularly those involving agents of influence. Consequently, it is
worth stressing that the examples which follow are recent and that both took
place in sophisticated European countries.

1. France—Pierre-Charles Pathé. In 1980 Pierre-Charles Pathé, a French jour-
nalist, was convicted of having acted as a Soviet agent of influence since 1959.
During his career as a Soviet agent, Pathé was controlled by a series of KGB
officers who worked under cover of the Soviet delegation to UNESCO and the
Soviet Embassy in Paris. Early contacts between Pathé and his Soviet handlers
were overt, taking place at receptions or restaurants; after 1962 all meetings
were clandestine. His articles, sometimes written under the pseudonym Charles
Morand, were published in a variety of French newspapers and journals, includ-
ing France-Observateur, Liberation, and Realities. All of the articles subtly
pushed the Soviet line on a wide range of international issues. The Soviets re-
viewed Pathé’s articles and provided information that formed the basis of others.
Pathé also published a private newsletter, Synthesis, with funds provided by the
Soviets. He did not receive a regular agent salary from the Soviets, but he was
paid for individual analyses of French and international political developments
he provided to the Soviets.

His established reputation among journalists and political figures, many of
whom took his information and views at face value, made Pathé a valuable asset.
Pathé was well integrated into the political establishment, as evidenced by his
membership during the 1960s on the executive board of the New Boulevard St.
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Germain Club, which had been organized at the instigation of Charles de Gaulle
and was made up of influential French political figures who formed the Move-
ment for European Independence. Pathé’s newsletter had a small but influential
list of recipients. 41 newspapers, 299 members of the Chamber of Deputies, 139
senators, 14 embassies, and seven private citizens. Pathé provided the Soviets
with a list of his subseribers, and for years they used him to try to influence these
subscribers and his other contacts which included high-ranking French officials
and journalistic colleagues.

2. Denmark—Arne Herlov Petersen. In early November 1981 the Danish press
reported that the government of Denmark had expelled Vladimir Merkulov, sec-
ond secretary of the Soviet Embassy, for activities inconsistent with his diplo-
matic status. It was also reported that a Danish citizen, Arne Herlov Petersen,
had been arrested and charged for his activities as Merkulov’s agent. This case
is especially interesting for its revelation of the variety of ways in which an
agent-of-influence can be used.

3. For several years, Petersen was in clandestine contact with a succession of
three Soviet diplomats who with high certainty could be identified as KGB
officers. Under the direction of these officers, of whom Merkulov was the last,
Petersen functioned as a propagandist, (including author of articles, letters-to-
the-editor, and other publications), an activist and clandestine conduct of funds
to support Soviet-instigated “peace movement” activities, a source of informa-
tion on “progressive” Danish journalists and other Danish citizens of interest
to the KGB, and a purveyor of forgeries. His accomplishments included the
following :

—In 1979, Petersen published a pamphlet entitled “Cold Warriors.” The
pamphlet, based on a KGB-supplied draft, contained brief but scathing attacks
on major Western political figures : Margaret Thatcher, Senator Henry Jackson,
Senator Barry Goldwater, Joseph Luns, and Franz Josef Strauss. The pamphlet
was published in Dutch and English. .

—In 1980, Petersen published “True Blues: The Thatcher that Couldn’t Mend
Her Own Roof.” The pamphlet attacks the foreign, domestic, defense and eco-
nomie policies of the current British government. The text of this pamphlet was
in fact supplied to Petersen by the Soviet embassy via Merkulov.

—The 80-31 May 1981 issue of Information carried an appeal bearing the
signatures of 150 Danish artists and endorsing Soviet proposals for a nuclear-
free zone in Northern Europe. The Soviet Embassy is known to have promised
Petersen it would finance at least part of the expenses for such newspaper ap-
peals. Those who signed the appeals. a number of which were published, were
apparently unaware of who paid for their publication.

—Petersen, who was actively involved in the Denmark-North Korea Friend-
ship Society. was used by the Noviets to pass a forgery. Reportedly, the Soviets
drafted a report dealing with alleged negotiations between the US and the
People’s Republic of China that were intended to discourage negotiations between
the two Koreas. The Soviets apparently thought that if the North Koreans be-
lieved the Chinese were negotiating with the US over Korean issues, Pyongyang
would feel threatened and seek closer ties with Moscow. Petersen was chosen to
pass the report t» tha North Knreans, without revealing the Soviet role, because
of his role in the friendship society.

In spring 1982 the Danish Ministry of Justice elected not to institute court
proceedings against Petersen, explaining in a public statement on 17 April 1982
that, infre alia, it believed Danish interests had not been sufficiently damaged
to warant adjudication. The statement did, however, put on public record the
main charges and evidence against Petersen. (A translated text of the state-
ment is provided below.) The Danish foreign minister, in remarks on Danish TV
two days loter. challenged Petersen to sue for libel if the statement’s charges were
not true. Petersen decided not to sue.

* * * * * *» [ ]

(U.S.-Translated Text of Public Statement by the Danish Ministry of Justice
Issued on 17 April 1982 follows:)

“Trr ARNE HERLOV PETERSEN CASE

“A, The Ministry of Justice bas scrutinized currently available results of the
investigat.ion effort in a concrete criminal case in which Authur Arne Herlov
_Petersen is charged with violation of section 108 of the Danish Penal Code Deal-
ing with illegal affiliation with a foreign intelligence agency. It may be men-
tioned in this connection that a decision by the Ministry of Justice is required

11-262 0 - 82 - 5



62

to authorize court proceedings in cases concerning violation of chapter 12_ of 1':he
Danish penal code (dealing with crimes against the national self-determination
and security). .

“Based on an assessment of all currently available facts in the case, the Minis-
try of Justice deems it justitiable to refrain from further investigation in the case
and not to institute court proceedings against the person in question.

«“The Ministry of Justice deems it to be of significant general interest to give
a brief outline of the regulations governing the general activities of foreign
intelligence agencies in Denmark and of some of the main points in the criminal
case in question. . .

«B., Certain foreign intelligence agencies deplay considerable activity in Den-
mark as well as in other nations to secretly influence the public debate and, con-
sequently, the formation of opinion in a direction which serves the political in-
terests of those foreign countries, for instance in the field of foreign and security
policy. A characteristic feature of this externally controlled influenec of opinion
is that the real source of the views expressed in the debate is concealed on the
assumption that the exposure of the source would significantly weaken the per-
suasive force of the argumentation on broad segments of the Danish public. This
type of influence of opinion makes use of a number of means to achieve its ob-
jective, for instance various methods of influencing press officers or other opinion-
makers, exploitation or direct initiation of apparently nonpartisan or a political
campaigns and initiatives, secret economic assistance:and dissemination of un-
truhful information of apparent authenticity (“disinformation”). A combination
of these methods is often used. The Danish intelligence agenices are aware that
these types of influence of opinion are significant elements in the activities of sev-
eral foreign intelligence agencies, and that the resources that the countries in
question have earmarked for this type of activity have apparently increased in
recent years.

“(, The actual investigation effort in the criminal case in question was initiated
several years ago when the police became aware of remarkable contacts between
Soviet diplomats in Denmark and Danish citizen Arne Herlov Petersen. The
police were particularly struck by the fact that the foreign diplomats deployed
considerable efforts to conceal their contact with the Dane by, for instance, pre-
venting meetings from being observed and preempting the possible tapping of
conversations. Thus, it may be mentioned that the Dane was told that telephone
calls should not be made to the Soviet Embassy, and that the connection should
be concealed. At one point a special procedure was laid down for the scheduling
of meetings. The contact was maintained by three Soviet diplomats in succession.
They could all with a high degree of certainty be identified as being in the service
of the Soviet intelligence agency, the KGB.

“A connection of this sort of course attracted the attention of the Danish police
on the obvious assumption that the activities could potentially infringe on the
provisions of the Danish penal code. Therefore the police have conducted an
investigation, in which the police have obtained court warrants to tap the tele-
phone and search the home of the suspect. The search in the home of the suspect
took place in November 1981, and the suspect’s diaries, which contain notes of
significant importance to the case, were taken into custody.

“The investigation has provided information on the precise nature of the con-
nection. Thus, the material available substantiates that in a number of instances
the Soviet intelligence officers have used—or made attempts to use—Arne Herlov
Petersen as a means of influencing the opinion of the Danish publi¢ in his capacity
of author of various kinds of articles. letters to the editor and publications.
A single, but illustrative, case in point is the promise made by the Soviet Embassy
in the summer of 1981 to partially finance the expenditure incurred in connection
with the publication of a number of advertisements in which a number of Danish
artists expressed support of an initiative to establish a Nordie nuclear-free zone.
The collection of signatures was organized by Arne Herlov Petersen, who-said in
several telephone conversations that the Soviet Embassy was involved in the
matter. The Soviet Embassy was also informed of the course of the collection
campaign on several occasions. .

“The investigation has also showed that the Danish author in question has—

“—Transferred documents with allegations on foreign policy to the North
Korean Embassy at the request of the Soviet Embassy and, in so doing, has mis-
represented the source of the documents which were claimed to emanate from an
American journalist with the apparent purpose of contribution to tension between
North Korea and the People’s Republic of China.
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«_Transmitted information on several occasions to the Soviet Embassy on the .

Danish left wing and on so-called progressive journalists, who were not members
of the Danish Communist Party, however. .

«Arne Herlov Petersen has in the recent past received considerable quantities
of alcoholic beverages, cigarettes and other gifts from the Soviet Embassy a'nd
also travels free of charge to the Soviet Union. Add to this cash amounts, which
however, must be assumed to be intended for coverage of documented expenses
to a certain extent. This applies to the costs of printing a pamphlet against the
British Prime Minister Margaret Thatcher, which was published at the initiative
of the Embassy and contained a text supplied by the Embassy.

“The Embassy has told Arne Herlov Petersen that he should not join the Dan-
ish Communist Party, and that, if he did so, the Embassy would break its connec-
tion with him.

“Arne Herlov Petersen has said several times that the Embassy has pledged to
evacuate him and his family to the Soviet Union in the case of imminent war.

“D. Section 18 of the Danish penal code prescribes penalty for the person who,
provided that the offense does not fall under section 107 of the Danish penal code
dealing with espionage against Danish interests, ‘acts in a way enabling or assist-
ing a foreign intelligence agency directly or indirectly to conduct activities within
the territory of the Danish state.’

“As regards the propaganda activities which are part of the activities of the
suspect in the case, it must be expected that the courts will make a concrete
assessment of each individual count for an eventual overall assessment with the
purpose of determining whether the activity—i.e., mode of cooperation, remunera-
tion for services rendered, degree of dependence between the parties—has been
performed with the clear overall purpose of enabling the foreign intelligence
agency to pursue its aims, and whether the assistance is clearly distinguishable
from what may reasonably be characterized as normal activity on the part of a
journalist or an author in this country.

“It is also evident that the Ministry of Justice will exercise its prerogative to
determine whether or not to institute court proceedings in cases like this with
the utmost caution in part to protect the freedom of speech and in part because
other steps are frequently quite adequate. The main argumentation is that, in
a free society like the Danish society where all statements of opinion are per-
mitted with only a few restrictions in pursuance of special statutory provisions,
each individual citizen is normally the supreme judge of the merits—and the

true background—of the views that are expressed in the public debate. The erit- .

ical judgment of each individual citizen is tested, and it should not be otherwise
in a democracy whose foundation is the free formation of opinion. But this does
not exclude the possibility that it may be appropriate sometimes to react against
particularly gross instances of an externally controlled influence of the public
debate. In addition to the institution of court proceedings against individuals for
their connection with a foreign intelligence agency, such a reaction may take
place by diplomatic steps, by informing the population of the matter, or by a
combination of these measures.

“E. Even though it may be assumed that Arne Herlov Petersen, has committed
offences which in principle fall under the wording of section 108 of the Danish
penal code, the Ministry of Justice believes after an overall assessment of all
currently available facts that Danish interests have not been damaged to such
an extent as to warrant the institution of court proceedings. In addition to the
general considerations mentioned above, the Ministry of Justice has taken per-
sonal circumstances into consideration and the fact that the Soviet diplomats
who must be considered principal characters in the case have already left Den-
mark, one of them as a direct result of this case.

“The ministry of Justice wishes to add in conclusion that the police were not
only entitled but also under an obligation to undertake an investigation of the
connection that was ascertained between Arne Herlov. Petersen and the Soviet
diplomats. An accurate clarification of the activities deployed is of course of
vital importance of determining the decision by the public prosecutor, and the
Ministry of Justice, on the question of court proceedings in cases of this sort.
Therefore, it is a matter of course that the decision in this case does not in any
~ way limit the possibilities of the police to undertake investigations within the
framework of the administration of justice act under responsibility to the courts
and the Ministry of Justice. )

“Signed/Ole Espersen,
“The Ministry of Justice, April 17, 1982.”

Excerpts-from the pamphlet True Blues prepared by KGB follow:
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ARNE HERL@V PETERSEN

TRUE BLU:
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The Thatcher that couldn’t mend her own roof
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MS. THATCHER AND HER POLICIES

»Whatever you won't hear (about Thatcher) in casual conversations: A
terrible ogress . . . I'm fond of her obstinacy ... She has a nice hair-do.
An energetic wench ... A nasty woman ... I'll never vote for 2 woman
at the menopause age ... I'll vote for her to annoy men... A charm-
ing, well-educated woman, but a Prime Minister? She is an impudent
woman ... We alrcady have a woman at the head of the kingdom,

" that's enough«'). That is how a correspondent of the impartial French

daily Le Monde reported conflicting, ironic and even insulting remarks,
which, he says, the Britons made about Margaret Thatcher when she
was running for the job of the Prime Minister of Great Britain at the
Parliamentary elections in May 1979. .

This diversity of views, however, did not prevent Thatcher from
coming to power. The Conservatives won an impressive victory, getting
an absolute majority of 339 seats. The Labor won only 268 seats, that

is, even with the support of all other parties that are not represented in

the Government tha Conservatives would still have a 43-seat majority.
Thus, the Parliamentary elections of May 1979 gave the Conservatives
a sufficiently stable majority for the next five years, when Parliamentary
elections are to be held in May 1984,
Although all political observers share this view, they are far from
being unanimous in that the present Conservative leader — Margaret
Thatcher — will be able to stay in. power through this term. And not

without reason.
First, many Britons associated Margaret Thatcher with the attractive

1) Que n'entend-on pas au hasard des conversations: Terrible ogresse... Je I'eime
pour son obstination... Elle est si bien coiffée... Une pouliche rapide...
Une sale bonne femme ... Je ne voterai jamais pour une femme qui a I'dge de
la ménopause. Je voterai pour elle, rien que pour ecmbéter Jes hommes ... Une
femme charmante, bien eduquée, mais premicr ministre? Elle a du toupet...
Nous avons d¢jd une femme & la téte du royaume, cela suffite, (Le Monde,
24.4.79. page 3).
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to the USSR of equipment to be used for building two methanol plants
under the contracts signed by Davy Intcrnational. These contracts in-
dicate how Britain can be doubly hit by a declining trade with the
Soviet Union. The orders which have not been fulfilled by the Davy
company, exceed £ 300 million. The projects under the contracts signed
by Davy have been distributed among subcontracting metal-processing
firms located in the areas where uncmployment has hit Britain most: in
the North-Eastern coast, in the North of the Central counties of Eng-
land, Lancashire, Yorkshire and in Scotland.

Tn an interview to The Times on March 25, 1979 Lord Carrington
pointed out that much should be done in the field of contacts with
East European countriés. Most of the European countries and, of course,
the French and the Germans, he said, has increased such contacts, but
Britain, perhaps, had been slow. So, he added, Britain should make up
for her losses since the contacts with Eastern Europe were an excellent
thing.

However, the belligerent tone of some of the statements made by
Thatcher harms the development of those relations and leads Europe
back to the cold war. Here Thatcher once more plays into Carter’s hand
who would be glad to deprive Europe of en independent voice, to
thrust on it his inconsequent and irresponcible policy line.

Carter and Thatcher are alike in many respects. The same trick of
appealipg to the average man and intimidating him with the »Soviet
threate, the same desire to dominate their partners, the same fountain
of fantastic promises. Some observers believe that Thatcher, just like
Carter did, will face the same failures, if she is to stay at least four
" more years at Downing Street. '

For the time beeing it looks as though they are cleatly out of step
with each other. To be more exact, Thatcher is trying to march in the
same shoes with Carter, but she is always at Jeast one step behind. And
this is the first and foremost peculiatity of their »special relationship« of
inequality between a senior and a junior partner. It is always Carter
who takes initiative. Carter wants Thatcher to follow him. He wants
this not only from her personally, but from all the other West European
leaders.
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Exumir V
THE CHRISTIAN PrEACE CONFERENCE?!

1. Among the most potent forces in Soviet active measures operations is the
network of ostensibly independent but in fact Soviet-dominated “front” qrganiza-
tions established to influence and manipulate non-communists who are ignorant
of the fronts’ hidden pro-Soviet political objectives. On peace and disarmament
issues, the Soviet-controlled World Peace Council (WPC) has long played the
vanguard role in promoting pro-Soviet campaigns; but it has relied heaxtlly ona
major sister front, the Christian Peace Conference (CPC), which hfis given un-
qualified support to all WPC programs. The CPC has been, and remains, a clas_s1c
example of Soviet exploitation of religious groups to further Soviet foreign

olicy.

v 2. 'isl,‘he CPC, founded in 1957 and headquartered in Prague since that time, pas
functioned as a “transmission belt” conveying Soviet policy views to a vangty
of target audiences and in recent years has concentrated on promoting pro-Soviet
positions in European and other peace campaigns. In the 1980’s religious groups
have played a.leading role in stimulating public concern over the possibility and
horror of nuclear warfare and in promoting policies alleged to advance the.cause
of peace and disarmament. In this context, there are few more useful instru-
ments than an international, purportedly religious body that can with guile and
deception advance Soviet disarmament policies.

3. From its origin to the present, the CPC has reserved its executive positions
for -persons believed by the Soviets to be of indisputable loyalty to the USSR.
They range from Joseph Hrodmaka of Czechoslovakia, a Lenin Peace Prize
recipient and first CPC president, and his pro-Soviet staff, to the current CPC
officers who include a Hungarian CPC president who is also a member of the
highest executive body of the WPC and a CPC vice-president from Madagasear
who is also a WPC vice-president. Other CPC vice-presidents come from Cuba,
Bast Germany, Romania, Czechoslovakia, and Vietnam, as well as India, the U.8,,
and Sri Lanka. Metropolitan Filaret, a leader of the Russian Orthodox Church,
is chairman of the CPC Continuation Committee, which oversees the front’s

-functions between sessions of its assemblies. In addition a full-time secretariat

operating from the CPC’s Prague office is directed by Soviet and Czechoslovakian
church officials, aided by other personnel primarily from East Europe. A key

- position is held by Sergei Fomin of the USSR. He is a deputy secretary-general

based in the CPC Prague headquarters, where he is able to oversee the day-to-day
activities of the CPC.

4. Although non-Soviet Bloc personnel in the CPC and other front organiza-
tions hold some vice-presidential positions along with their communist coileagues,
and although non-communists are included in governing bodies, this arrangement
is intended merely to maintain the myth that the fronts are independent from

" - the Soviet Union. In reality, all of the fronts are controlled and dirccted by the
.~ International Department of the CPSU Central Committee. Soviet domination is
-generally accomplished through a given front’s secretary general (usually a com-

munist), who is assisted by administrative and executive bodies of equally

‘ trusted communists. Officers are in reality selected by the CPSU International
. Department and only nominally confirmed by the front’s congress or general

assembly. ,

5. Since visible Soviet ties to front organizations are politically -counter-
productive, the USSR has adopted a generally low profile in the CPC and to a
large extent has relied on trusted East Europeans to represent Soviet interests.
Nevertheless, Russian Orthodox Church? participation in CPC activity has re-
mained at a fairly constant level since the late 1960’s, when three high-level
Soviet church officials (Metropolitans Nikodim and Filaret and Aleksiy Buyevs-
kiy, Nikodim’s non-cleric senior assistant in the Russian Orthodox Church’s
Department of External Church Relations) were active on the CPC Working
Committee, which is in charge of overseeing CPC functions. -

1 Declassified by CIA, November 1982.

2 The Russian Orthodox Church, the largest and most influential religious body in the
USSR, is under the leadership of Patriarch Pimen, Patriarch of Moscow and All Russia,
who has held this position since 1971, Although he was “elected” to the position, there is
little doubt that he was designated by the CPSU leadership, which approves appointments
to hierarchies in charge of all religious denominations in the USSR. He is believed to be
working for the KGB.
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6. Soviet church organizations are principal CPC sponsors, and the USSR uses
groups, particularly the Russian -Orthodox Church, to help direct CPC activities
(and more recently to influence World Council of Churches (WCC) programs)
in support of Soviet policies. Russian Orthodox Church afiiliation with the WCC?
and “dialogues” with other religivus groups outside the USSK are used to
strengthen communist front aectivities.

7. The 'CPC, primarily if not exclusively representative of Protestant and
Orthodox Chnstlans, maintains close relations with a number of werld religious
organizations in addition to the WCC. These include the Berlin Conference of
Catholic Christians based in East Germany (whoese president is also represented
on the WPC Presidential Committee), the Conference of European Churches lo-
cated in Denmark, the All-Atrica Conference of Ciurches, and the Pax Christi
International. The CPC makes special eitorts to participate in WCC activities,
however, since doing so enhances its image as a non-communist religious body.

8. NATQ’s decision in December 1979 to modernize its intermediate-range nu-
clear forces (INF') in response to deployment of Soviet S8-20 missiles targeted
at Western Europe has been the target of extensive Soviet active measures, 1n-
cluding use of Sovier internativnal Tront orgamzations such as the WPC and
CPC. These fronts, while silent on Soviet and Warsaw Pact military deploy-

* ments, have been heavily involved in campaigns to condemn and cancel NATO's

INF decision and to promote Soviet arms control proposais. 1n wuis repara, susace

lines irvw we wiU wave served as the basis for many programs and activities

by the CPC and other major Soviet front organizations. Statements by CPC
leaders typically have endorsed or echoed the various arms control proposals by
the Soviet leadership.

9. In 1982 the CPC cooperated with the WPC in several propaganda cam-
paigns, such as preparations for the second UN Special Session on Disarmament
in summer 1982. Like the WPC, the CPC has expanded its “peace offensive” in
North Amenca and it has expressed satisfaction with successful campaigns

S e vvabvens samvasca aliu LUl sulsudrity with Cuba, El Salvador,
and Nlcaragua.

10. Moscow's intention to exploit the legitimate peace concerns of Christians
anA nther relirious gronps has been well summarized in a 1963 issue of the
CPC's quarterly magazine: “The Christian Peace Conference, by taking up the
work of study in a decisive position, overcomes the cold war that still burdens

. © e . weee ho veal uv So utlduse 1¢ 1> tue only church
place where Chnstlans that have adopted a left position, whose reason has led
them to approve the way to socialism, are not met with a priori suspicion, but
are taken seriously.”

The CPC, an avowed vehicle for those who “approve the way to socialism” to
advance their own political programs, has not changed since that time. It remains
“Christian” in name only, and the “peace” which it has increasingly preached
would be one implemented only on Soviet terms.

Exgmrr VI
UsE oF JOURNALISTS AND JOURNALISTIC COVER BY SOVIET INTELLIGENCE !

SUMMARY

For a great many years both the KGB and GRU have relied heavily on jour-
nalists and journalistic cover in the pursuit of their operational goals—the re-
cruitment of foreign agents and the influencing of foreign opinion in the Soviet
interest. Both services, but particularly the KGB, have for a great many years
consistently placed staff operational personnel under journalistic cover; and
have sought to recruit legitimate journalists, both Soviet and non-Soviet, as
agents of the USSR,

1. HOW MANY CAREER SOVIET INTELLIGENCE OFFICERS ARE SERVING ABROAD AS
JOURNALISTS ?

At any given time there are hundreds of Soviet journalists serving abroad.
Many of these journalists are KGB or GRU intelligence officers, mainly the for-

3The Russian Orthodox Church became a member of the WCC in 1961, and Metropolitan
Nikodim became the prime mover for Soviet activities in the WCC, as he had done in the
CPC, One of his ma.jor objectives was to encourage the WCC to support the CPC’s de
facto pro-Soviet positions.

1Declassified by CIA, November 1982,
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mer.- Soviet intelligence officers use the position of journalists to acquire access
to influential private and public individuals, to provide cover for clandestine agent
meetings, to procure papers and documents of interest, to formulate covert prop-
aganda, ete. Among the most successful of all Soviet intelligence officers was Rich-
ard Sorge, a GRU colonel who organized and ran a network of spies which suc-
ceeded in penetrating the highest levels of the Imperial Japanese Army and
Cabinet betore and during World War II. Sorge had succeeded in gaining em-
ployment with the most prestigious pro-Nazi newspaper in pre-World War II
Germany, and was sent by the paper to Japan where he successfully posed as a

. bona fide German correspondent. Stanislav Levchenko, a former KGB officer, also

used his cover as a journalist to further Soviet interests until his defection to in
October 1979. Naturally, numerous KGB and GRU staff officers are engaged at this
time in similar activities worldwide.

. 2. HOW DOES THE KGB MAKE USE OF LEGITIMATE JOURNALISTS WHO ARE NOT CAREER

SOVIET INTELLIGENCE OFFICERS?

Both the KGB and GRU recruit and run legitimate Soviet and non-Soviet jour-
nalists to assist them in achieving their missions. Some examples of KGB and
GRU use of legitimate journalists are as follows :

a. Agents of Influence.—In 1961, the KGB recruited Pierre-Charles Pathé,
a weli-known and respected ¥rench pohtlcal writer and journalist in Paris, and
ran I:im until early 1979 as an agent of influence for the Soviet government
Pathé, a highly educated man who moved in the most influential, leftist political
circles in France, was a frequent contributor of political ed:torials and think-
pieces to some of the more influential French newspapers and journals. Pathé also
published a monthly confidential newsletter called Synthesis, which contained
highly intellectual commentaries on many political subjects of the day. The KGB
provided Pathé with pro-Soviet material in raw form which he then turned
into highly readable and acceptable journalistic pieces. His work had considerable
influence in the most significant French inteilectual cireles.

b. Channels of Funds.—In late 1981, security authorities in Denmark arrested
a prominent Danish Joumallst Arne Herlov Petersen, on charges of being a KGB
agent. He was recruited in about 1970 by the KGB to serve as the channel through
which the KGB-financed left-wing groups in Scandinavia are appealing for a “Nor-
dic Nuclear-Free Zone.” The Danish journalist was also in regular contact with

. “peace” groups in other parts of Europe, also on behalf of the KGB.

¢. Sources of Political or Industrial Information.—In late 1974, an Australian
Journalist, Wilfred Burchett, lost a libel suit which challenged allegations that
he had been engaged in espionage activities for the USSR. During his long and
controversial career as a ioreign correspondent, the journalist was known as a
confident of former North Vietnamese premier Ho Chi Minh and former Chinese
premler Chou En-Lai. He also wrote for a wide variety of newspapers and news
agencies throughout the Western and Communist world. In May, 1974, a number
of Tunisians were indicted in a KGB espionage case. Among them was a Tunisian
Jjournalist, Slaheddine Amri, who was charged with supplying the Soviets with
valuable documents concerning all aspects of that country’s national security. He
was also charged with stealing a confidential document from his place of
employment and for reporting on a large international meeting.

d. Placements of Soviet-Inspired Propagande.—See the description of the
Pathé case above.

3. WHICH MEDIA ELEMENTS DOES THE KGB USE FOR COVER PURPOSES

Both the KGB and the GRU use most if not all of those Soviet media elements
which send representatives abroad for cover and have done so for a great many
years.

TASS, Novosti, and New Times are the media organizations most frequently
used for cover purposes by the KGB and GRU. We would estimate that well over
half of the personnel from these orgamzatxons stationed abroad are intelligence
officers. .

Qther press organizations are used less frequently. For instance, we believe
that the Soviet intelligence services seldom use Pravda for cover purposes,
apparently because it is the official organ of the Central Committee of the CPSU;
the Soviets seem to want to avoid the embarrassment to the Party which could
result from the .exposure of an intelligence officer under Pravda cover.
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4. ARE THERE ANY COUNTRIES THAT WILL NOT PERMIT THE PRESENCE OF
SOVIET JOURNALISTS?

Only those countries which do not have formal diplomatic relations with the
USSR ; e.g. Israel, Chile, Paraguay, Soutl: Africa, wiil not perwmit the presence of
Soviet journalists. All other countries do, although most limit the total number
and/or may refuse visas to individual Soviet journalists.

ExHIBIT VII
RADOMIE GEORGIYEVICH BoaDaNoOv (PHONETIC: BUGDAHNUF)®

Deputy Director, Institute of the USA and Canada, USSR Academy of Sciences
(since at least June 1975).

Radomir Bogdanov serves as one of three deputies to Georgiy Arbatov, the
Director of the Soviet Union’s only research organization devoted exclusively to
U.S. and Canadian affairs. He has a long history of affiliation with the Commit-
tee for State Security (KGB).

Bogdanov supervises the Institute’s study of U.S. social, ideological and arms
matters. His responsibilities also appear to include the collection of intelligence
on the United States and occasional “disinformation” activities (i.e., spreading
false information). :

Bogdanov has participated in international meetings on disarmament and
strategic arms limitation since 1975, and he does not hesitate to criticize U.S.
policy. He has argued for example, that U.S. acquisition of MX, Trident, and
cruise missile strategic weapon systems will destabilize the world power balance
and has claimed that U.S. military strategy aims at attaining the capability to
launch a successful first strike against the Soviet Union. He describes the “con-
tinuous Soviet arms buildup, on the other hand, as merely modernization. Bog-
danov attended the Christian Peace Conference Working Committee meeting
which took place in Kiev, U.S.8.R., March 28 to April 1, 1981. He was identified
as representing the U.S.A. and the Canada Studies Institute. On March 28th, the
first day of the meeting, Boganov delivered one of the major reports on the “in-
ternational political situation.” He was identified as, “an expert from the
U.8.8.R.”

FARLY LIFE AND CAREER

Born in Moscow on 26 November 1930, Bogdanov completed university studies
in philology in 1949 and then entered the foreign service. Bogdanov was assigned
to the Soviet Embassy in Warsaw from 1954 to 1956. In 1957 he began a 10-year
tour of duty at the Embassy in New Delhi, where he served as a senior KGB
operations officer and is believed to have been the resident; while there, he
advanced to the rank of counselor. He apparently was then assigned to the
Foreign Policy Planning Administration of the Ministry of Foreign Affairs
sometime after 1967, serving there until he assumed his current position.

ExgmitT VIII

CIA Stupy: THE INSTITUTE OF THE U.S.A. AND CANADA—TU.S.S.R. POINT OF
CONTACT FOR AMERICANS ?

PREFACE

The importance and policymaking role of the USSR's Institute of the United
States of America and Canada (IUSAC) have been subject to debate virtually
since the founding of the institute in 1967. Because IUSAC staffers are the
Soviet citizens most likely to have contact with Americans—and because they will
speak to Americans when members of the Communist Party Central Committee
(CPSU-CC) and the Ministry of Foreign Affairs will not—the role of the in-
stitute has frequently been overestimated.

1 Declassified by CIA, November 1982.
2 Information available as of 20 April 1982 has been used in preparing this report.
Declassified by CIA, November 1982,
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This report discusses the institute as it is—a regearch organization of promi-
nent, skilled, and learned individuals. These people are to be taken seriously, but
one should remember that: -~

—IUSAQ and its staifers do not make policy.

—Institute staffers are sometimes used as spokesmen for government policies;
but, with the exception of Director Georgiy Arbatov, they have no official
position. .

A visitor who meets with them will find that they are well informed about the
United States and apparently more Westernized than most Soviet citizens. The
visitor should remember that most of them are CPSU members and loyal to the
party : they will say what the Soviet Government wants their interlocutors to
hear, and they will tell it in a convincing way. The visitor who hopes to effect
any change in Soviet policy through IUSAC contacts will almost certainly be
disappointed.

IUSAC uses contacts between Americans and institute members to seérve Soviet
purposes. IUSAC funnels its staffers outward to a broad range of American
contacts. Americans, on the other hand, are most often subjected to a reverse
funnel effect, which usually limits their access only to institute members. =

THE INSTITUTE OF THE USA AND CANADA

How the Institute is run

Structure.~—IUSAC is organized on a hierarchical basis and in conformity with
the rules of its parent organization, the USSR Academy of Sciences. It has a
director and three deputy directors. The deputies divide responsibility for the
six departments among themselves. The departments are broken down into sektors
(subdepartments), each with its own chief. o

The institute has three secretaries. The foreign relations executive secretary
and the foreign relations scientific secretary are primarily public relations figures
for visiting foreigners. The domestic affairs scientific secretary deals with ad-
ministrative and personnel matters at the institute. About 350 people, half of
them professionals, work at IUSAC.

Superimposed above this structure are the Scientific Council (a consultative
and decisionmaking body) and its Presidium. The Scientific Council consists of
the department chiefs, all doctoral degree holders, and the highest officials of
the TUSAC Communist Party organizations. The council’s highest authority is the
Presidium, whose most important members are the director, his three deputies,
and the officials of the CPSU organs: here de facto and de jure authorities are
united.

OPSU Afiliations,—Membership in either the Komsomol (Young Communist
League) or the CPSU is required for TUSAC professional employment. Among all
institute employees, there were about 80-100 CPSU members and about 150-200
Komsomol members as of 1980. As part of their duties as members of these or-
ganizations, IUSAQC staffers are required to pay monthly dues equal to 1.5 percent
of their earnings. They are also required to volunteer time for social projects, such
as participation in the IUSAC trade union, lecturing at farms or factories, or even
aiding in the harvest.

The Institute Relationship Wilh the KGB.—Every element of the Soviet bu-
reaucracy is available to the Committee for State Security (KGB) to provide
cover or ad hoc assistance to its personnel. IUSAC is no exception. There are staff
members at the institute who have been affiliated with the KGB in the past.
Some have retained these ties in one form or another. The number of identified
KGB officers is believed to represent only a small percentage of institute per-
sonnel. It may be assumed that personality assessment information on West-
erners with whom institute officials deal makes its way to the KGB.

A few institute members who work on military-related matters were officers
in the Chief Intelligence Directorate (GRU) of the Ministry of Defense before
they joined the institute.

Consumer tasking

In line with other Soviet institutions, IUSAC production is geared to annual
and sometimes longer range plans, composed on department, sektor, and individ-
ual bases. In cooperation with its consumers, IUSAC coordinates and projects
its work goals for the next year. Provisions are made for unexpected projects.
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Individual TUSAC researchers are not, as a rule, aware of the identity of their
consumers. Requests go first to Director Arbatov, who routes them down through
channel to the responsible analyst. The prime taskers of the institute are:

—The CPSU Central Committee departments and Secretariat.

—The Ministry of Foreign Affairs.

—The KGB.

The analyst's report returns up the line, is edited by a deputy director or by
Arbatov himself, and is forwarded to the requesting agency. Any feedback on the
research effort goes to Arbatov. ’

There is no doubt that research information flows from IUSAC to its high-
level consumers. The pertinent questions to ask on this matter are:

How objective or innovative are the institute research efforts?

Do the consumers take the JUSVAC effort seriously ?

There are clear signals on both questions. If a research effort espouses an
unconventional point of view, approval often becomes bogged down in inter-
minable coordinations, changes, and arguments. For example, in the early 1970s
IUSAC was part of a progressive group working on agricultural reform—a
group that had the support of CPSU General Secretary Leonid Brezhnev. The re-
formist ideas generated by this group did not ameliorate Soviet agricultural
problems, however, and Arbatov resopnded with increasing caution on the issue.

TUSAC research efforts are also subject to intradepartmental political pres-
sure; personality problems within the institute can inhibit innovative research.
A genuine appraisal can emerge from the institute, but it becomes only one input
to the consensus. IUSAC leaders believe that the institute can suffer more from
mistakes than it can benefit from timely accuracy. None of the institute mem-
‘bers, except for Arbatov, has the clout to affect policy.

Arbatov's clout

.Arbatov provides the Brezhnev brain trust:

—Ideas.

—~Analysis.

—An effective writing style.

Brezhnev values Arbitov’s opinions and writing skills and brings them to bear
on specific foreign and domestic affairs. Arbatov does not advise the General
Secretary; rather, he provides him with analytical reporting. In turn, the
Brezhnev group provides Arbatov with access to selected information. He is
informed of what he needs to know to fulfill a specific task.

A full member of the CPSU-CC, Arbatov is an articulate representative of
Brezhnev's peacemaker program, and it is in this role that he is most familiar
to Americans.

Brezhnev looks to Arbatov as an expert on American affairs; Arbatov has
accompanied him to several high-level meetings. In 1973 he was a member of
the entourage that came with Brezhnev to the United States, and in 1974 he ac-
companied Brezhnev to a meeting in Vladivostok with then President Gerald
Ford. Arbatov did not attend the 1979 Vienna summit, but in June 1981 he sat with
Brezhnev at the Independent Commission on Disarmament and Securities Issues
Meeting ; he also accompanied him to Bonn in November 1981.

Articles published under Arbatov’s name may or may not be his—a few, actual-
ly written by Foreign Ministry or other officials, are a way for the government
to make its position known semiofficially.

Deputy directors at IUSAC

. At present no one at the institute rivals Arbatov’s prominence. Vitaliy Zhurkin,
Radomir Bogdanov, and Georgiy Skorov are loyal deputies, but they lack Arba-
tov’s strong power base.

The deputies share jurisdiction over all research departments at the institute.
Responsibilities toward consumers are divided among the institute leaders:

In Arbatov's absence, either Zhurkin or Bogdanov assumes his responsibilities.

Zhurkin.—The styles and roles of the three deputies are different. Zhurkin
often participates in international conferences such as the December 1980 meet-
ing of US and Soviet scholars on SALT and Asian security or the January 1982
informal US-Soviet discussions on arms control. He is also responsible for the
day-to-day running of the institute.

‘Whatever the basis for Zhurkin's prestige within IUSAC (he apparently sees
himsgelf at Arbatov’s successor), his abilities as a representative of the Soviet
point of view to Westerners are unimpressive. He rarely deviates from the tra-
ditional party line.
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Bogdanov.—In conduct and personality, Bogdanov is the most colorful of the
three deputies. He is wont to deliver provocative comments to Americans. Many
of his writings are oversimplified polemics comparing “honorable Soviet inten-
tions” with “selfish American desires.” Despite Bogdanov’s predilection for dis-
information, numerous Western observers have voiced respect for his intelligence
and expertise. Bogdanov has at time been tapped to deliver messages from the
highest levels of the Soviet Government.

Skorov.—Skorov is less vocal than the other two deputy directors. Although he
speaks primarily with trade and business officials, he has sometimes dealt with
visiting US politicians on US-Soviet relations, especially arms control matters.
Skorov’s special concern is the fate of bilateral trade relations in periods of
political differences.

TURSAQ staffers in general

Backgrounds—The majority of TUSAC researchers who had career specialties
before their association with the institute came from three fields :

—The media.

~—The Ministry of Foreign Affairs.

—Other social science institutes.

A background in the media is the most common.

The other social science institutes and the Ministry of Foreign Affairs have
each contributed an equal number of IUSAC researchers. Of the current institute
members, only Arbatov came directly from the Secretariat apparatus of the
CPSU-CC. There is also a group of former military officers at IUSAC, but they
are concentrated in the Political Military Department.

What distinguishes the IUSAC staffer?—IUSAC members seem to have left
behind the old dowdy Soviet image and taken on a deliberately Westernized
veneer. They dress well, they have a witty command of English, and they handle
questions adroitly. The ability to present themselves rationally and attractively
is a common feature of the staffers, who are expected either to have public rela-
tions expertise or to develop it. They make themselves available to the Western
media, and they are willing hosts to prominent visitors.

Staff members visit the United States frequently to meet with academics, gov-
ernment officials, and businessmen; and they regularly attend bilateral and
international peace and disarmament conferences. For many staffers, a knowl-
edge of US affairs is secondary to skills of presentation. There are, however,
some researchers of genuine scholarly ability at IUSAC: Trofimenko and Lukin
have been credited with substantive expertise (although even their work is not
totally devoid of propaganda).

Nepotism.—As with all prestigious Soviet institutes, the children of the Soviet
elite dominate the IUSAC ranks. Maintenance of an institute position is also
directly related to personal connections.

Sons of Politburo Members.—At various times IUSAC has employed sons of
three Politburo members:

—From 1972 until 1974 Anatoliy Andreyevich Gromyko worked there as a
senior research fellow.

~—During 1974-75 Igor’ Yur'yevich Andropov was a senior researcher at the
institute.

—From 1976 until about 1978, the son of Petr Masherov, then first secretary of
the Belorussian Communist Party Central Committee, worked at IUSAC.

Additionally, Lyudmila Alekseyevna Gvishiani, daughter of Aleksey Kosygin,
the late Chairman of the Council of Ministers, was a consultant to the institute
during its early days. X

Other Family Connections—Many other IUSAC staffers are related to promi-
nent Soviets.

—Sergey Aleksandrovich Karaganov, a junior researcher, is the son of cinema-
tographer Aleksandr Karaganov.

—Georgiy Melorovich Sturua, a graduate student at the institute, is the son
of Izvestiya’s Washington bureau chief, Melor Sturua. - ]

Yevgeniya Viktorovna Israelyan, a junior research fellow in the Canada De-
partment, is the daughter of Ambassador Viktor Israelyan, chief of the Soviet
delegation to the UN Committee on Disarmament.

Nikita Bantsekin, also a junior research fellow, is married to Aleksey Kosy-
gin’s granddaughter.

Sergey Medvedkov is the stepson of Nikolay Inozemtsev, director of the Insti-
tute of World Economics and International Relations.
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Political anngctions.—Political connections also facilitate information trans-
fer from the institute. When an IUSAC researcher has a close relationship with
a counterpart in a policymaking organization, an informal exchange of research

findings and analysis takes place. Such “friendship connections” are common. ‘

For example, Valentin Zorin, political observer, Central Television and All-
Union Radio; Vadim Zagladin, first deputy chief of the International Depart-
ment, CPSU-CC; and Aleksandr Bovin, political observer for Izvestiya, all have
or have had ties to IUSAC.

IN SUMMARY

Westen;ers can learn a great deal through contacts with IUSAC staffers.
These individuals provide insight and dialogue on U.S.-Soviet relations. Cultivat-
ing these relationships could aid in generating a freer flow of opinions, resulting
@n more enlightened perspectives on both sides. The relationship must be kept
in perspective, however. IUSAC does not make policy—it is a point of contact
for discussions with prominent Soviets, some with an intelligence background

ang all with an interest in promoting lines of thought that will serve Soviet
‘policies. )

ExamBIT IX

CIA REPORT ON SovIET FORGERIES

IXa: FORGED U.8. WARPLANS

A. Date, Place, and Method of Surfacing.—This fabrication, in the form of a
collection of documents, first appeared in 1967 in a Norwegian magazine called
Orientering and has become one of the most extensively used Soviet documentary
fabrications. During the period 1967-1971, some or all of the documents were
sent to numerous newspapers and magazines in at least ten West European
countries. The documents have begun to surface again over the last two years.
The current series of surfacings began in London in June 1980, about the time
the British government announced its decision on ground-launched cruise missile
basing sites. The documents have since surfaced in numerous West KEuropean
capitals; in almost every case, the pamphlet was mailed to the recipient from
the London area with no return address. The documents now usually surface
as a single pamphlet, entitled Top Secret Documents on U.S. Forces Headquarters
in Europe: Holocaust Again for Europe. The pamphlet purports to have been
published in England by an unidentified group.

B. Format.—The collection consists of a mixture of authentic and altered
U.S. war plans that date from the early 1960s.

C. -Content.—The introduction to the pamphlet declares that “What the docu-
ments show, when taken as a whole, is that U.S. thinking is still dominated by
preparation for war . ..” It also alleges that the U.S. would sacrifice Western
Europe to nuclear war to save the U.S. The introduction attempts to establish
the authenticity of the entire collection of documents by claiming that . . . any
hopes that they might be a brillian fake can no longer exist” and that—contrary
to fact—*‘there are no grounds for believing them to be outdated.”

D. Purpose—This operation is designed to exploit European concern about
nuclear weapons by fostering the impression that, among other things, the U.S.
would use such weapons against the territory of its NATO allies. The re-
emergence of these documents since summer 1980 suggests that-they are part of
the Soviet effort to encourage West European opposition to the modernization of
NATO!'s nuclear forces and to raise Buropean concerns about U.S. policies and
intentions. The documents are intended to support repeated Soviet allegations
that the threat to West Buropean peace and security comes not from the U.S.8.R.
and its allies but from the policies of the U.S.

B. Comment.—All the genuine documents are considered outdated by the U.S.
The Soviets received at least some of the documents from an espionage agent,
U.S. Army Sgt. Robert Lee Johnson, in the early 1960s. (Johnson was a member
of the military courier service stationed in Paris at the time he provided the
documents to the Soviets. In 1965 he was tried and convicted for espionage and
sentenced to 25 years imprisonment.) Given the scope of the operation, adherence
to the Soviet pattern in forgery operations, Soviet access to some authentic docu-
ments on which to base the collection of documents, and past Soviet involvement

in the surfacing of these documents, we conclude that the current series of sur-
facings is a Soviet operation.

The pamphlet bears the notation that it is “Information Books No. 1,” suggest-
ing that other fabrications of this type may appear in the future.
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INTRODUCTION

- It’s not every day that scmeone risks publishing a batch
of Top Secret NATO plans. The risk of {inal war in hurope is,
however. something that is always with us and tha docaments
presented in this booklet are a blueprint for that war,

Timing their publication has Leen made horvifically
simple: the Presidents and Premiers of the NATO bloc have
effectively made that decision for us by vowing to step up
their arms budgets and permit the stationing of new terror
weapons in Kurope. Bui are these NATO moves, particularly
the stationwg of Pershivg 1T and Cruise missites, really o the
best interests of western Furopeans? Judging from the
documents we now present, thev are pot,

NATOs moderaization straiepy tiurns essentinly ontwoe
“bheliefs -- first that the Warsaw Pact has a superiocity in the
European 'heatre and, second, that it sees politinnt obiectives
which could be securnd by makme use of that superiority,

Neither belief is valid, The escontial halance botween
NATO and Warsew Pact forces in Enrope is a matter of
record -- {roop ntmbers are not conificaatty, diffaeent, any

techpological supriority i western arms @ bulancesdt by

greater standardizoiion of Worsaw Pact equipment and so.on
amnd s0 forth,

Indeed, it imay te possilic o take the arguineny vl
further and say that, in {oday’s world, imbalince betweon
NATO and the Worsaw Pact is imposcible in theoty as well
as in proctice. Given that the opposing bioes hove roughly
equivaient resonrens of human brain-power st their disposal
apd have dovvclone ' theh tochnology to o roahlv equivalent
tevel. then oy imbalsvse most be eojre o alfin: ! 9 s060n
as it develape, ‘

11-262 0 - 82 - 6
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To take an obvious example, if the Warsaw Pact lxaé
calculated nuclear yield requirements like the NATO ones
revealed in this booklet, then you can bet your bottom

dollar that a copy of the calculations is on someone’s desk

at the CIA’s Langley, Virginia, headquarters.

NATO’s leaders second belief, that the Warsaw Pact
powers see a practical, political, advantage in launching ag-
gression in Europe, is even more laughable than their sup-
posed belief in Warsaw Pact military superiority.

It is laughable on both political and military grounds.
Though one scenario outlined in the NATOdocuments which
we now publish appears to envisage broad civilian support
in ecastern Europe for a nuclear strike against the area’s
towns and villages, no one in their right minds can seriously
believe thal any survivors of holocaust, in whichever part
of Europe, will feel anything but hatred for those who have
kifeid their friends and families, A

Vilitarily, the political advantage theory collapses be-
cause it s based on the false premise thai tactical nuclear
strikes can comprise the sum tofal of a nucleer war. That
concept, always considered doubtfui, was finally derolished
carlier this year by the lustitute of Strategic Studies in
Londen, a British Goverament-linked body. which success-

fully demonstrated that tacticu! nuclear strikes would have

to be followed quickly by strategic strikes if base commurni-
cations Tacilities were not to be destroyed by the enemy.

With both the mitary superiority and the poiitical
advantage arguments out of the way - und the absolute
certainty that NATO no more believes in those arguments
than do the publishers of this booklet -- what’s left and,
even more interestingly, why are apparently rational western
leaders still mouthing what they know to be arrant nonscinse?

The answer, as appears from documents reproduced n
this bhooklet, is that, though there is no *“‘Soviet threat”
there is a very real American threat to Europe.

Now, at first reading, that view probably louks very
much iike -nv1¢=f pxopag.tnda and prmt, Ju_ap prupagandd
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“has effectively decided also that all retaliatory tactical and
strategic strikes will be aimed at western Europe, thus solving,
for the United States, the defects of the tactical strike theory
revealed by the Institute of Strategic Studies and mentioned
earlier in this Introduction. :

It is even quite possibly the case, as a growing number

of exports believe, that United States’ thinking looks on a

nuclear war confined to Europe as no more than the ultimate
extension of the “little wars” of the post World War II
variety, “little wars” in which the US has played so notable
a part.

After all, the Americans dropped more explosive on
Vietnam than was dropped in the whole of World War 1I so
nuclear obliteration of an entire continent is not so very
drastic a step when weighed against the expected gain.

Final thought on this whole ‘“scenario” must be this —
what would happen if the Russians really did attack and

capture, say, Frankfurt-am-Main? How does the whole con-

cept of current NATO plans relate to that eventuality?
The answer must be the unthinkable, an American nu-
clear strike at, say, Stalingrad, followed by the inevitable

counter-strike at San Francisco and, seconds to minutes later,
goodbye everything and everybody. In other words, even if -

the Russians really were the potential aggressors that they’re
so often said to be, the current NATO strategy contains no
credible element of European defence, only the preparations
for US offence. ' '

How does all this relate to the documents which we
now present?. The answer, unfortunately, is that it bears a
very close connexion indeed, a connexion which has actually
become closer in. the course of recent days.

Our collection of Top Secret paperwork dates from
early in the 1960s and last got a major airing in the west
European press a decade and more ago. Newspaper legend
has it that the documents were amongst those photographed
by an American serviceman in NATO vaults near Paris and
subsequently passed over by him to the Russians. True or
false, the legend has never been seriously challenged in the

8
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west, and neither has the authencity of the documents.

Even though copies of the documents have been floating
around for this comparatively long period of time, they have
never been available in one batch and in convenient hook
form with theé passing of time, those who have seen them
have tended to think of thera as out of date.

So far as specific nuclear yield requirements mentioned
are concerned, this is almost certainly correct. Details of
targets will have changed, up-dated technoiogy wili have had
an effect on the precise figures given and, beyond all possible
doubts, the list of targets will have got longer.

On the other hand, there are no grounds whatsoever
for believing that the underlying concepts implicit in the
documents will have altered to any material extent. Targets
in West Germany and Austria will, for example, still be listed
for the very good reason that the geographical limitations
on possible Warsaw Pact military approath routes has not
changed.

Earlier this year rumours were going the rounds in
western Furope thal some of the more drastic elements in
the attack pians we now reveal had actually been dusted off
in the Pentagon, and found ideal as the basis for a renewed
“forward” strategy. Doubted at the tinie by most observers,
including us, these rumours seem very much to be borne out
by the “new” nuclear strategy put forward in Washington
in August 1980,

Documents included in the present bocokiet include
document 100-1 — a draft proposal for a treaty on the status
of American forces in NATO countries in the event of an
“emergency”. Its essence lies in the stipulation that the
American army command will become the supreme authority,
in other words that America’s allies will be under a martial
law occupation.

The second document, 10-1, appeared in the west Eurc-
pean press during the summer of 1969, 1t revealed the long-
suspected fact that the UUS Army contains a special military
formation dedicated to the waging of : sychological and
guerilla war in the case of an emergency. Nuclear. chemical

\
G
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and germ weapons are to be used not only in fie eastern
bloc countries but also in neutral countrics and ~ven i
countries of the NATO bloc.

Interestmgly, Britain appears to get off very li at‘ i
both these documents. This could well be hecause the Roitish,
Visiting Forces Act, plus various agreements dating hack to
the late-1940s, effectively reproduce the terms of the dirait
agreement in document 100-1. Further, Britain alone appears
to have the rather doubtful horiour amongst NATC countries
of providing units to the US psychologicai and guevilla war
teams.

The third decument reproduced. that on Nuclear Tield
Requirements, saw the light of day in the west Germar news
magazine “Stern” back in February 1970, This showe the
‘wide range of targets considered syitable for nuclear attack - -

“new” strategy - and the fact that these are siled in neutial
and NATO countries as well as. in the coamtries of the
Warsaw Pact. 93 nuclear bombs would be used to destroy
47 targets in west Germany: 31 would wine out |1 targe:s
in Syria and a further 89 would destrcy 17 targe.s in frag

Perhaps. most interesting of al! tiose reproducsed s a
further document (Operation'l’lan 10058 of the suoreie
Commander, American Forces rmnw‘) 2 ocopy of whish
we recently succoeded in acquiring. R

This docunent has been the subject of discussion
meongst the leading fghts o1 wes 2 n Burope noresept inoncbe,
discussion at Ioast artly caused »y its vse ~s5 a lnyer +0 securn
compliance witn 53 plans by the Buropean N.iio alifes
It shows thai the fate of mis:'v'f FOVOrMents . o . dern
Fuvepe will Wonerdd on the extend of .o willin oo o
ability to eniivi eifective suppoit fm‘ Uy or Diops inow e ovee
of an emergersy,

As thinys srand, the Americans wouid think thomselve:
entitled to rercove cxasting goveraments u Hetapsd Deamarls
Norway and D.igium, all because these yoverng - b
opposed the midsile deploymenrt oropossi. True s o

a range unlikely to be very significantly reduced by the

gency' vooald boonesded befors govermmiente’ conas conlk [J
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well have appreciated that approach to global domination.

What the documents show, when taken as a whole, is
that US thinking is still dominated by preparations for nuclear
war and that, by permitting the Americans to instal 7,000 or
more nuclear weapons on our soil and actively to contemplate
the annihilation of Europe, - e west Furopeans are proving
ourselves to be short-sighted and plain flabby.

As the American magazine, “Ramparts”, said in October
1969, “The plan is clear evidence of the fact that the Ameri-
can attitude towards” the allies corresponds to their motto,

‘Better Dead Than Red’, although the American chemical and

nuclear weapons can cause the most terrible death”.

In the course of the past decade and more, not one
single US official has so much as attempted to challenge the
documents’ authenticity. For practical purposes, any hopes

that they might be a brilliant fake can no longer exist. And, .

for the reasons already outlined and for one more, all-impor-
tant, reason, there are no grounds for believing them to be
out-dated.

Like ‘all military plans, these are plans for the future.
No one draws up a strategic programme for events intended
to take place tomorrow or the next day and history recalls
many a strategic plan which laid ready for far longer than
18 years. Imperial Germany did not wait until 1914 to draw
up its plans for World War 1.

The real clincher, however, is America’s present-day
attitude towards western Europe. They still consider our half
of the continent as the most likely theatre for any war with
Russia, as their very terminology proves.

Always they speak of the “European theatre of war”,
. Where in their plans, in NATO’s plans or, for that matter,
in the Russians’ plans has anyone ever heard it said that
there is to be an “American theatre of war”. The phrase
itself sounds absurd, for the good reason that it is never used
and never considered. No, the Americans’ favoured “war sce-
nario” features a war in Europe, with America unharmed
and our continent a charnel house.

In all probability, more refined plans have been prepared

13
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in the years since 1962. Even more probably, the details of
current plans have been successfully kept secrei from Amer-
ica’s NATO allies. Beyond all possible doubt, the extent of
nuclear discretion allowed to US army officers under current
plans is at least as wide as that allowed under the 1962 plan.
Development of “theatre nuclear weapons”, including neutron
weapons, in the subsequent years very likely means that the
effective leeway given US officers has been much increased.

As for the much-vaunted “dual control” system, said
to give the governments of the European NATO allies a veto
over the use of US nuclear weaponry on their national ter-
ritories, our documents — and any conceivable up-date —
shows this to be meaningless.

The ‘‘dual control” procedures may sound very fine, but
what can they possibly be worth in an actual ‘“‘emergency”
when the US army command (document 100-1) would hold
supreme authority. In any event, the odds are that any west
European NATO governments who might seem likely to seek
to exercise their veto “rights” would have been toppled before
the possibility of them doing so arose.

Effective control over the Americans’ nuclear Vxeaponry
in western Europe will, in fact, rest with 1S officers in the
field. Few, if any, of these will have the time, perhaps even
the inclination, to obtain Presidential sanction first.

In short, no one should have any illusions that there
is any reality in any aspect of all the talk of ‘“‘checks and
balances” carefully controlling the actual use of nuclear
weaponry. The danger in nuclear illusions is that none of us
will ever have the chance to suffer from them twice.

Worse and worse, the very fact that the Americans’ po-
wer to determine the moment when a European-based nuclear
war is effectively unbridled means that the chances of their
using that power are greatly increased. They can do it, they
believe they can escape the consequences and, most impor-
tantly, they believe. they can reap all the possible benefits.

If you still don’t believe that — and you will once you
have studied the documents theinselves — there remains the

fact of nuclear “accidents”.

14
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Every reader will recall, most probably with a shudder,

the computer errors of last autumn and this spring. The most
important aspect of these in many ways is the acknowledged
fact that American forces went on alert without the need
for any authorization from President J. Carter or Defense
Secretary Harold A. Browne.

Where were the “checks and balances’” then — and will
there be time to correct the consequences of computer error
once medium-range missiles are installed on west European
soil. Where will an accidentally-fired Cruise be “aborted’ once
it has crossed the North Sea from eastern England — a few
hundred feet above Frankfurt or Copenhagen, perhaps?

The facts are clear.- “Le Monde Diplomatique”, the
prestigious French newspaper, was right when it warned re-
cently that the installation of the new medium-range missiles
in Europe is a trap for the Europeans themselves, one from
which only America can gain.

We shouldn’t be in that trap and we ought to get out
of it as quickly as possible. The Americans can dream of
war with Russia if they want to, but not if their dreams
include us being burnt, blasted and shocked out of existence
in the process. :

London, October 1980

PUBLISHERS® NOTE:

This bocklet is published as a public service and as part of the growing
campaigns against nuclear war and for freedom of information on
important issues. We hope to extend this service in the future.

5
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IXb: CHOU EN-LAT TESTAMENT

A, Date, Place, and Method of Surfacing.—In January 1976 the newspaper
Sankei Shimbun, one of the most highly regarded and respected newspapers in
Japan, published a totally fabricated political testament attributed to Chou En-
1ai, former premier of the People’s Republic of China. A controlled Soviet asset,
well placed in the newspaper’s hierarchy, had received the testament from a
KGB officer of the Tokyo Residency.

B. Format.—The document purports to be the political testament of Chou En-
lai written before his death and subsequently distributed to members of the
Central Committee of the Communist Party of China by his wife.

C. Content.—The Sankei Shimbun version of the forged testament covers
economie, political, and domestic and foreign affairs. It alleges, inter alia, that
the Chinese Cultural Revolution was a mistake, that China’s economy should
stress the expansion of heavy industry, and that there should be greater co-
operation among all “democratic” and socialist forces to ensure world peace,
which implicitly would include closer cooperation with the U.S.S.R

D. Purpose.—The forged testament was intended to encourage pohtical rivalries
in China, support those elements who might favor improved relations with the
U.8.8.R. and create distrust toward China among the Japanese public.

B. Comment.—There is no doubt that this was a Soviet operation. In the words
of a former Soviet KGB officer who worked on active measures in Japan prior to
his defection to the U.S., Service A of the KGB’s First Chief Directorate wrote
the forged testament “line by line, word for word” in Moscow. When {he forgery
was complete, it was sent to the KGB Residency in Tokyo for press placement,
and the TASS office in Tokyo was alerted to be prepared for a major story the
day before the article was published. Once the testament was published, TASS
replayed articles about it worldwide citing Sankei Shimbun as the source, a
standard practice in operations of this type. The forgery was well-conceived and .
the operation well-executed. It took the Chinese several days to denounce the
“testament” as a fabrication. KGB headquarters in Moscow reportedly evaluated
this operation as highly successful.
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IXC: STATE TELEGRAM ISLAMABAD 1682

A. Date, Place, and Method of Surfacing.—This forged State telegram came
to the attention of U.S. officials in September 1980, when an attempt to surface
it was unsuccessful. It is not known to have received any media publicity.

B. Format.—The document is a total fabrication. The legend for the bogus
document was that it had been found following a fire at the U.S. Embassy in
Islamabad. To strengthen that story, the original of the forgery had burn marks
in the right hand margin of paragraph one. ] )

C. Content.—The forged telegram reports that an alleged regular CIA courier
to former President Amin has disappeared and requests that emergency contact
procedures be activated. | )

D. Purpose—After the Soviet invasion of Afghanistan, Soviet media fre-
quently charged that former President Amin had been a CIA agent. The bogus
telegram was intended to provide documentary evidence to substantiate that
charge.

B. Comment.—The method by which this forgery was to have been surfaced
publicly did not follow standard Soviet operating procedures. The Soviets in
other cases have been known to use forgeries to substantiate charges made in
Soviet and Soviet-controlled media, however, and this operation does fit that
pattern. In May 1980 the Kabul New Times, greatly influenced if not actually
controlled by Soviets, had reproduced a page written in English and allegedly
taken from Amin’s diary; this page also was designed to substantiate Soviet
charges that Amin was a CIA agent, and the article accompanying the photo
repeated that charge.
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1xd: AUSTRIA—MISREPRESENTED USG MAP

A. Date, Place, ond Method of Surfacing.—On 9 October 1981, the Soviet news-
paper Komsomolskaya Pravda, official organ of the Soviet youth organization
(the Komsomol), published an article by its Vienna correspondent which alleged
that the U.S. Government has targeted several cities and numerous civilian and
military facilities in Austria for nuclear destruction and sahotage. The article
referred to an alleged U.S. “Document No. 77706/10-70" to substantiate its
charge, and it claimed that copies of the map had been found at a special training
site near the Austrian border in the Bavarian town of Obe-ammereau. A simiiar
article, referring to the sume “document,” had appeared earlier in the newspaper
of the Austrian Communist Party, Volksstimme. on 20 September 1981.

B. Format.—The two articles engaged in deliberate misrepresentation of an
authentic unclassified U.S. Government map bearing the identification number
77706,/10~70 and showing political subdivisions, major cities, some major airfields
and selected geographie features. The map, and similar USG maps most countries
of the world, are produced for public sale.

C. Content.—The Komsomolskaya Pravda article used the map to charge that
the U.S. Government has targeted Austrian cities and facilities for nuclear de-
struction. It claimed that the “primary targets” are the Vienna-Linz gas pipeline,
the cities of Ternitz, Leoben, and Danowitz, as well as principal bridges, tunnels,
and highways. The article also alleged that the map is further evidence of the
pentagon’s plans for “mass destruction of the European peoples.” The Volks-
stimme article, a front page feature by the East German disinformation specialist
Julius Mader, similarly commented on an alleged CIA document-map showing 40
targets in Austria which would come under attack by U.S. nuclear weapons in
event of war. Like the Komsomolskaya Pravda article, it referred to document
number 77706/10-70 and claimed it had been found in a safe at “secret servige
building 605" at the Hawkins-Kasern complex in Oberammergau.

D. Purpose.—The articles and their distortions of this map’s nature are part of
the continuing Soviet disinformation effort to convince the European people that
the U.S. is the real threat to peace and security and that the U.S. has plans to
indiscriminately target nuclear weapons against civilian targets in Europe. This
map operation is thus part of the Soviet campaign to encourage opposition to
NATO’s plans to modernize its nuclear forces. Over the long term, it supports
Soviet efforts to create doubts about U.S. policies and intentions and to undermine
U.8. relations with West Europe.

B. Comment.—Neither article was picked up for replay by the European press,
and the effort lacked the sophistication of most other Soviet operations. The
Soviet journalist, for example, did not even cite the earlier Mader Volksstimme
article; although such citations are a fairly standard feature in Soviet disinfor-
mation operations of this type, since they allow the Soviets to claim they are
merely reporting “news’” already published elsewhere. Mader has been named an
East German intelligence officer by the Czechoslovakian defector Ladislav Bitt-
man, who was himself an active measures specialist and who collaborated in the
production of Who’s Who in CIA in the early 1960s, which was issued under
Mader’s name.
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IXe: MAP OPERATION: AFGHANISTAN

A. Date, Place, and Method of Surfacing.—The 11 November 1981 edition of
the Patriot, an Indian newspaper, carried an article which deliberately distorted
the significance and importance of a CIA unclassified map of Afghanistan. The
article alleged that a “specially guarded aeroplane airlifted these maps to Pakis-
tan” for distribution among “terrorist group leaders” in the pay of the U.S.

B. Format—The newspaper did not reprint the map but identified it as bearing
“index number 500546-7-71.” It alleged that the map was printed ‘“under the
auspices of the Government Security Officer in the printing office at North Capitol
and H Street, N.W., Washington.”

C. Content—The article claims that the map not only provides “proof of the
CIA’s active involvement in the entire anti-Afghanistan operations but also indi-
cates the targets of sabotage set forth by the CIA for the Afghan guerrillas.” The
alleged targets for sabotage include power stations, mines, cotton and food proc-
essing plants, and airfields. The article also claims that the map draws the atten-
tion of the “terrorists” to the area of the Soviet Union “south of Dushanbe (capi-
tol of the Tadzhik Republic in the U.S.8.R.) and Mary (in the-Turkmen republic)
just over the Afghan border where there are important railway lines.”

D. Purpose—The Patriot is a well-known pro-communist daily and a frequent
purveyor of Soviet disinformation. The Patriot article and misrepresentation of
the CIA map are part of the continuing Soviet effort to convince the world that
the nationalists opposed to the Babrak Karmal regime are terrorists and bandits,
interested in their own enrichment and in the pay of the U.S, and others opposed
to “social progress.” e T

B. Comment.—The alleged facts and their interpretation as cited in the article
are false. A map bearing the number 500546-7-72 was in fact published by the.
CIA, but it is the standard unclassified CIA topographic map of Afghanistan. (An
error in the identification number was discovered after the first printing, and-
subsequently the correct number 500545 ws overprinted in red on all maps cur-.
rently in circulation.) Thousands of these maps have been distributed to U.S8.
Government agencies, and they are also available to the publie through the Gov-
ernment Printing Office. The map was printed in July 1972, as indicated by the
numbers “7-72” in the identification number, more than nine years before the
nationalists’ opposition to the Babrak Karmal regime began. The map provides
information on the topography, population density, ethnolinguistic groups, land
use and economic activity, and political subdivisions of Afghanistan as well as
the location of roads, railways, and airfields. It also provides some detail on areas
bordering Afghanistan.

11-262 0 - 82 - 7




94

fin 2l




95

Ixf: PRESIDENT REAGAN LETTER TO KING JUAN CARLOS OF SPAIN

A. Date, Place, and Method of Surfacing.—A forged U.S. Presidential letter
was mailed to Spanish journalists and all delegations (except the U.S.) to the
Conference on Security and Cooperation in Europe in early November 1981. The
forged document was delivered by mail; postmarked Madrid.

B, Format.—The forgery consists of two documents : One is a bogus letter from
President Reagan to the King, and the other a forged memorandum to the King
from alleged opponents of Spain’s accession to NATO. : .

C. Content.—The forged Presidential letter advises the King that several of
his close advisors oppose Spain’s accession to NATO. It alleges that the opposi-
tion groups include representatives from the military, the government, political
parties and the Catholic Church. To support this allegation, the letter cites
“highly secret information” received from a “strictly confidential source.” This is
a reference to the bogus memorandum allegedly signed by, the Spanish Foreign
Minister and the head of Spain’s CSCE delegation, among others. The memoran-
dum outlines this group’s alleged opposition to Spanish entry into NATO. The
forged letter also urges the King to take steps to destroy the opposition so that
Spain’s entry can be completed before the end of 1981. In an effort to persuade
the King to take such action, the letter implies that positive action by the King
might induce the U.S. to support the return of Gibraltar to Spanish control.

D. Purpose—This forgery operation was clearly intended to complicate U.S.-
Spanish relations by making it appear that the U.S. was interfering in Spain’s
internal affairs, to fuel opposition to:Spanish entry into NATO, and to damage
- .the King’s domestic position. The Presidential letter was also drafted so that it
might be used in other areas to damage U.S. interests. This possibility is sug-
gested by a derogatory -reference to France, by a reference to “over-sensitive
North African states,” and by an implication that the U.S. would change its
position on Gibraltar. .

B. Comment—The forgery had no noticeable impact in Spain or on U.S.-
relations with Spain. Press commentary, in Spain noted that the documents were
bogus, and several journalists speculated that this forgery operation was Soviet-
instigated. It is not certain who perpetrated the forgery, but the operation
followed standard Soviet modus operandi and in effect supported Soviet opposi-
tion to Spain’s entry into NATO. Moreover, this type of forgery operation is not
characteristic of the methods used by legitimate domestic opponents to Spain’s
entry into NATO. We therefore conclude that it was a Soviet operation.
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THE WHITE HOUSE

WASHINGTON

October 23, 1981 |

Hi,A.'Majuty
The King 0§ Spain
Maduid

Yourn Majesty:

Peamit me to bring to your attention a delicate—and cenfidential matten
which, 1 deeply believe, 44 highly {mpentangy fot beth ¢f cur countries.

ersons clese 1o yeu

After oun paivate zafks, T Learned £hal 31
Onganization and

oppose Spain's entwy intc the Nonth Atlg tic
have posed new conditions §fon he mamb bg 05 SPMn.  The hignly
secnet infonmaticn 1 have teceived indle@ig¥aghal mémbens ¢4 this gneup
come {rem Spain's awmed fences, poldical MRRLER,” the govewmedt, and
even the Catheldic Church. 1& 45 md¥gegdy 50 ‘te be abfe o enclose
the duajt text of a memorandum gdZ‘él.é%lg&’L‘Ed jon yeu, which T was
z%% T 45
5

gdven by a strictly cenfident rce.

EWitally impostant to the United

B ¢lay, (n dact, in 1981, Spadn,
M4 context: Sugfice (& to menticn ine

‘hFRATO Sowthenn Cemmand 45 set up.

4N

he HEpifed States is cencenned abeut these
"dnd n20iable individuals we negard 28 cur

doubts coming §rom injPudhi )
( shatsimyi2onviction. We cannct peamit another
ol the wtitude of the French, which constantly
in efiborating its new conceplions with rzference
He Mediternanean area. 1 have always believed

objectionable postun
creates preblems gon NATER
to Latin America, Africa a
Spain's absence §rem tae Wes#nn system of degense to be a mistaken step,
because ycur esteemed country would hand2y 4eel at heme among the sels-styied
"nen-aligned" naticns.

Spain's NATO membenship, created by the greup {njlucnced by the OPUS DEI
pacifists. 1 believe it weuld help by graniting these demands whicn do net
ditectly conjlict with NATO intenests. For instance, my advisens {ngeum

me thexe ate good grcunds fon desticying the Le4t-wing cppesition. In that
event, the §ieendly xefaticns between cut two countiies weuldd Amprove. It
woudd aise neutralize the effonts admed at creating dijficulties jen Srain's

|
\

|

|

|

\

!

|

|

|

1 nespectfully ask Yeur Majesty Lo help disperse the uncestainty negarding ~
\

entiy dnte NATO,
|
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In such an. instance, Youn Majesty, 1 believe it imaginable thal America -
might considen the final solution to Gib an in gavon of Spain.

14 necessany, the United States woufd unde . 2o dispel any anxiety in
connection with Spain's new nole which mgy arisép on the one hand, fon the
Mediternanean powens, and, on the othexn,“gn the pat of the overn-sensitive
Nosth Agrican states with refenence to ‘Spaéah tenitonies in Agrica and
the Canary lslands. CF N

LTS & - ,

1 hope this message will strengthen Your Majesty's bekief that Spain will
benefit immensely by joining NQ’TD'{ Such ad act would enabfe Spain to once
again assume the place she mercts ix histony among the majon Wornfd Powers.
1 unge Yourn Majesty to act,®herefore, Bith dispatch to nemove the forces
- obstructing Spain's enthy“into the NATO.

g

o/

Youns twuly,

o -

Ronald Reagan
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A Su Mejestad

Don Juan Carlos I,
Rey de Espalla
Presente

IMajestadl

en ;Itrc de asquellos gque en

Nos dirigimos & Vuestr Alﬁnt
las diffciles horss dé% “,‘SIPQHOIC sierpre han sabido
48pde hallar su ur{%}p i?ugﬁe'dc aquellos homdbres en quie-
nes han podido aienp :igg,rso oconfiados, en los aflos crucia-
les del pasado y del“] esents, los gufas de¢ nuestro pueblo,

los gloriosos antepasados de Vuestra Majestad, el igual que
Vuestras Altess mismas, digno continuador de 1la herencis que os
legaraa 1os sntecesores. Yosotros, humildes servidores de
Vuestra Majestad, dispuestos siempre a serviros fielmente,
santizos que nuestrs Hacifn se encuentra ante uns airfeil
encrucijads, siendo nuestra sagrads obligaci8s hacie 1la Corona,
hacia 1a Hecifn Espafiols dejar oir nuestra palabra, ayudar y
contribuir a esta decisisn. Es por ello que no podemos dejar

de presentar s los ples de nuestro Soberanoc las preocupaciones,
las dudas que sentimos por la suerte de nuestra Nacifn expafiola,
de tan herSico passdo hist8rico, que vive el sufrido presente,
pero ante la cusl se adbre un indudablemente wrillante futuro.

Es el mismo tiempo empefio nuestro descubrir el eanino que
conduce hacia el felis desenlace de esta actual a1rfoid
situaeifn a fin que Cspafia, guiads por Vuestra Majeatad, vuelva

& ser nuevasente una, grande, libre y soderasa.

Los actuales gufas de suestrs Patris se encuentran snte una
complejs situmcifnt decidir si deben o no convertir Espafia
en miembro de la OrganizaciSn del Tratado Nor-Atlfntico.
tAcaso es inter§s nuestro sdherirnos & le aisma, puesto que




“do, no-<ob1£;n.tiot. iﬁ; ‘ctpfttr convertirnos tasposo en el
futuro en part{ s ¥ uﬂhgriéo de uns posible préxima hece-
tombe europee. &cnt ‘1}0.0 solamente en los pafsee geo-
(r‘ticclonto.pr881-3§§§§ comunisno. Bstos pefses.de ninguna \
nsperas podrfa eviter s suerte, consecuencia directa del so-
metimiento el extranjero de sus intereses nacionsles'y del
hader permitido que idess sudbvezbiuas subversives desorgsniszaren
ou unidad necional. Mas una Nspafila fuerte e independiente,
poseedors de antiguos y prodados ullaaoo. 20 dede sudumdbir

Junto & ellos.

‘Los intersses de muestra Patria exigen que, en luger 4e¢ inte~
. grarnos al sistems de alianss del Sor-Atlfatico, ceantremos
toda nuestrs atencifn pn'tonzitutr y reforsar las sones de
nuestra tredicional {nfluencis. 8o permitir que los intere~
ses esrsfioles sigan recibiendo nueves heridss wen el Kfrica

'y en .ol Atléntico.

_No podemos peraitir.que nuestrss Puersas ‘Armedas, siempre ga-
.rantfs de la grandess y de le independencis. espaficlas, ten

" ..queridas teadifn. .por Yuestrs Altess, pierden su libertad

de sceifn, su carfoter forjado enm ls lucha por.lograr ls uni-
dad necional, como coasecuencia ‘de uns inevitadle reorganise-
cifn .en 6880 .d¢ adhesifin o la OTAR. 3C8mo el E}freito de
‘T{erre, le Marins, €} EJ‘éeito del Alre, la tan indignazente
blasfemisde Guardis .Civil serfan capaces de.oumplir lss mi-
siones que les han sido encomendsdss en la lucha. contrs. el
enenigo exterior e interior .si se convierten en pcrt; sutonf-
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tica de un mecanismo ailitar gigantesco, ten axtrefio & los {nterssss

nscionales espaZoles? (Zs que serfexos cnpc‘iL y sobre todo -

tendr{a razn de¢ ser el contraer n.eriqgetqs a&kpriales por encims
ie tod@pSsto suceda?

d4e mnuestras propiss fuersas en lntor(u d_

\\, 2
En el decursar de nuestrs gloriq‘lxhiiiéric; os preciados
aatepassdos de Vuestra H.Jostnd‘h.n .o‘tdq;do uns luche de vida
rtd-d de le Real Corons, eontra

xot cunla: shora debderfamos ser aliados.
' lot -que defi{enden & los asesinos

© muerte, en defenss de la
aquellos estados eurocpe 4
' Los que nos robaroan Oib@
terroristas vascos({lque !@c!ﬁno ‘estarfan dispuestos & sceptar un

Bobierno de iszsquierds puoccn, -esno, ser alguna ves anigos singeros
puestros?

lNaJcléad!

"Al exponer anta VYuestra Alts Oracia Sstas, nuestras sinceras
preccupsciones, nos sentinos plenamente conocedores de los problenas -
de extrema gravedad que surgen de nuestro pertinas distanciamiento .
de la OTAN. 34 la sabia inteligencis de¢ nuestro Momarea nos dieta
integrar dicha alianza, !asf 1o haremos! lPero entonces hagfmosles
pagar a buon'ptoclo nuestra cooperacifnl

l!siJaao..t los pafses mlenbros 2¢ ls OTAY quo Oram Brasalf: rcpon;t.
sin pfrdida de tiempo, la sébof-n!g de la Cprona espafiola sodbre sl
PefiSn de Gidraltar! lque la OTAN garantice para siempre la posesifn
espafiola de las Islas Canarias y particive en su defensa frente [}
suslquiera! 2n ello cabe Jugar un papel importantea a la bdase
afrec-naval a instalerse en las misnas, que dode construirse sin
dilaci8n y funcionar bsjo mando exclusivo espafiol. ﬁebon permanecer
intocables la estructura y loe efectivos de nuestras Puerczas Armadas,
que dederfn resguardar su total lidertad de acciSn, proceder e su
desarrollo respetfndose riguroseaente nuestros propios intereses
nacionales, para 1o cual la OTAY dede ofrecer su cuantiosa ayuda
materisl y tfcnica. Debe evitarse que la ReuniSn de Madrid pueds
‘dar como resultado una solucifn que permita & potencias forfneas
posibilidades de control mayores que las existentes hasta el presente,
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atendifndose particularmente s los preparativ de maniobras

inevitablemente necesarias fuera de Europ..iimillta de todos estos -
requisitos, Zspafis no deberf firaar el A@?h@enf
~eunifn. La O7A¥ lebe presionar aobrc9?r' Ny
erradique totalmente de su propio te:rit

4e que &ats

pratextos de “"la liber as }erecho. del Dombhre” cuando llegue

" .la hors de .Juntsﬂ

Nuestra Iglesia, las
polftica y social de nues
patriotas de Espalla os ruegan s Vos, Majestad, que en esta erucial
hore procedfis en inter€s de la Yacifn y la Corona. Vuestra Majestad
rodrf contar siempre conm nosotroa, juienes en nombre del puedlo
espaflol, estanpamos nuestra firma en el presente Memorandum, hasts
tanto tensunos la plaens seguridad de que Vuestra Altags Real de
Zopafia mantenga en alto 1a sagrads bandera de nusstra independencia

4,233;"}r=ndcl. 108 representantes de ls vida
ra lMatria, los sinceros y eomprometidos

nacional, de nuestras tradiciones sociales, de nuestra moral evistiana

eristianal

$Que Dios dendige a Vuestra Majestadt
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IXg: SPAIN-NATO FORGERY

A. Date, Place, and Mecthod of Surfacing.—A forged NATO document was
mailed on 19 October 1981 to a number of Spanish journalists based in Brussels.
Articles based on the forgery were published in at least two Spanish newspapers:
El Pais on 21 October and Diario on 23 October. Both publications treated the
d(zc"tll‘xgent as a forgery and linked it to Soviet opposition to Spanish accession to
N .

B. Format and Content.—The forgery consisted of a brief covering note attrib-
uted to the NATO Information Service and an informational device showing
Spain as already the 16th member of NATO. '

C. Purpose—The forgery was clearly designed to anger the Spanish by imply-
ing that NATO was taking Spain’s accession to NATO for granted in advance
of consideration of the issue by the Spanish Parliament.

D. Comment.—The covering letter was marked “NATO Unclassified,” but NATO
does not mark letters in this fashion. There are also linguistic and grammatical
errors in the covering letter that would not be expected in a NATO Information
Service release. From a technical poit the forgery was otherwise well done.

The perpetrators of this cperation have not been positively identified. Avail-
able information indicates that other groups, including domestic Spanish oppo-
nents opposed to Spanish accession to NATO, are not believed to be capable of
accomplishing this forgery operation. Moreover, they do not have a history of us-
ing forgeries for political purposes. The Soviet Union, on the other hand. does
have a record for using forgeries for such purposes; and since it reestablished
diplomatic relations with Spain in 1977, Moscow has consistently opposed Spain’s
entry into NATO. In addition to the fact that this forgery dovetails with Mos-
cow’s opposition, it should also be noted that the technique used to surface the
forgery was consistent with many identified Soviet forgeries. It tlius appears that
this probably was a Soviet forgery.
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ORGANISATION OU TRAITE DE L'ATLANTIQUE w382

_NORTH ...AWTIC TREATY ORGANIZATICN

VI10- BRUXELLES TEL 24100 40 - 241 24T - 247 2490 TELER 1y ame

16th Octobg\:‘

Sir/Medam,

'Pléi..s‘e £ind enclosed the draft pfoi:ﬁ,ﬁa.nda material
‘of the FNATO Information Service ¢z the geserel siructure
of the XNorth Atlantic Treaty Organization =2md :the =cst
. impor:'é'é{l@s}'atis'tic'él‘dat’s c‘!';:!:;e_ﬁfgér:‘b:r'ccnntr{es to be
in 1982, .

issued

sl  We ' _c.ag'l"i i-Ayo'ur. attention to Spein mentioned as a

zember .country and that =minor alteratiors are meade on

the lay~out as a'conseguence of it

In :ga-si bf any not_i_q_e___or/anéTsugge;tf&n pleise do

‘not hesitate inform us. We also wvelcoze your orders in

advanpce. .

 ADRESS: ) FATO ‘Information Service
e 1110 Brussels ‘

: BELGIUM

““ NATO . UNCLASSIFIED




s
=
o
= ) z ‘© :
P4 & - 2~
E g st
S , = s ~
> (]
> - 2 - 2z B¢
g 3 = Ss .2
w ) o ‘
g iy wE ' ‘
S S RTE = -
Y ot 2
g ooPeziz § 3
-l =z SIg88 oz =
-l = g3 S E8 =
< v & - = agﬁ
- s 3 g 825 =
- £ g g 222
- = Siza ‘




105

‘IXh: UNITED STATES-SWEDEN : FALSELY ATTRIBUTED MAILGRAMS

A. Date, Place, and Method of Surfacing.—Between 8 and 11 November 1981
at least 11 falsely-attributed Western Union Mailgrams circulated in the Wash-
ington area. The Mailgrams were sent to U.S. and foreign journalists, including
one TASS correspondent and one Polish journalist.

B. Format.—The format in each case was authentic; however, each alleged
sender denied having sent such a Mailgram.

C. Content.—The Mailgrams offered to reveal information about an alleged
U.S.-Swedish agreement providing for U.S. use of Swedish facilities at Karls-
krona (where a Soviet:submarine had recently run aground) for reconnalssance
purposes.

D. Purpose.—The purpose of the Mailgrams was to create tenswns to U.S.-
Swedish ‘relations, raise questions about Swedish neutrality, and probably to
distract world attention from the recent violation of Swedish territorial waters
by a nuclear-armed Soviet submarine.

B, Comment.—It is unlikely the Mailgrams were the work of an amateur or
crank. The Mailgrams reveal some knowledge of the way U.S. photo-reconnais-
- sance satellites operate, and it is unlikely that an amateur would have attributed
Mailgrams to individuals who are knowledgeable about Soviet affairs but are
not public figures. The language in the Mailgrams, however, is substandard, sug-
gesting that they were drafted by a non-native English speaker.

At this time the perpetrators of this operation have not been positively iden-
tified. However, it is clearly within the capabilities of the Soviets, and it has
some similarities to frequently observed Soviet operating procedures Moreover,
the basic theme of the Mailgrams—that the U.S. and Sweden have an agreement
allowing U.8. use of Swedish facilities—seemed designed to raise questions about
Swedish neutrality and probably to divert attention from the recent violation of
Swedish territorial waters by a Soviet submarine. At about the time the Mail-
grams circulated in Washington, the Soviet news agency TASS, on 10 November
1981, -alleging that Sweden carries out radio-signal reconnaissance directed
against the Soviet Union on behalf of NATO. Tt is possible that the TASS alle-
gations were to be buttressed. by the surfacing of the bogus Mailgrams in Wash-
ington, which TASS could then cite as proof of its charges. Furthermore, a TASS
correspondent who had already left the U.S. was the .addressee of one of the
Mailgrams. His inclusion could have been aimed at deflecting suspicion from the
Soviets as originators of the Mailgrams, and the choice of a departed TASS
correspondent would incure the Mailgram was turned over to a security officer,
who. could remove it into KGB channels. Circumstantial evidence thus suggests
‘that this was a Soviet operation.
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G=0522863315602 11/11/81 1CS IFMMTZZ CSP wSHE O
1 2022983500 MGe TDMT WASRINGTON DC $i-11 1003P EST

WILHELM ®ACHT wezslaR SHEDISH AMBASSADORYS
THE UNITED STATES @ 4

600 NEw HAKPSPIRE AVE SUITE 1200 B, RS
WASHINGTON DC 20037 . - €y 3

A

THIS MAILGRAM (S 2 C IR XOu can OF THE FOLLOWING MESSAGE:
2022983500 TOMT WASHINGTON Dc 75 11 11 1003? EST
PMS MORST schRngTER, FRANKFURT RUNDSCHaU KFT DLY MGM, FONE 20233
FIRST, DLR '
4523 @ LN )
WASHINGTON DC 20007
THROUGH THE NEwS MEDJA 1 WISKH TO EXPRESS MY APOLOGIES 70 THE PEOP::
OF POLAND I HAVE JUST SawW TODAY AN AGREEMENT BETWEEN MY COUNTRY 2"
THE UKITED STATES WHICH 15 ALLOWING & SATELLITE MONITORING FACQILY
ON KaRLSKRONA NAVAL BASE SWEDEN WITHOUT THIS SPECIFIC STATION THE |
PHOTOGRAPHING BY U.S, SATELLITE OF POLAND wUULD ROT BE POSSIBLE
DISASSOCIATE MYSELF FROM MY GOVERNMENT'S ACTIONS AND ITS VIOLATION:
QUR NEUTRBLITY PLEASE RESPOND BY TELEPHONE AT 202-298-3500 a

WILHELM RACHTMEISTER SWEDISH AMBASSADOR TO THE UNITED STATES

600 NEW MAMPSHIRE AVE SUITE 1200

hASHINGTON DC 20037

22:06 EST

HEKCUMP
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20Z2cE35c0 TORT -weSHiGN 0¥, 1311 1625P EST

FrS . JLTK ANDERSON AFT DLYNMSH  WROKE 202¢2831660-2hD OLR, OLR

1561 16°ST LORTHAEST =

~2SRIMETUN DE .
1#RCLGK THE NEWS MERIL 1 1SR 70 EXFRESS MY A50LGSY T0 ThE PEOPLE OF

PULAND T FAVE JUST SAaw TODAY "aN (GREEMENT BETHAEEN MY CUUNTAY AND THE
UHITED STATES WHICK IS ALLCAING & SATELITE MCNITOIING FACILITY Ow
AARLSKACNA NAVY BoASE S»EDPEN WITHOUT THIS SFECIFIC STATION TRE
FROTUGRAFPIHING BY U § SATELITE CF PUGLAKND wCULD NOT :E FOSSIiBLE 1
CISASSOCIZTE BYSELF FRUM MY GOVERNMENT 2CTION IN 11S VIOULATION OF OUR
NELTFALI1Y PLELSE RESPOND TO ME BY MY PRCNE NUMZIER »kICH 1S
202¢5821500

WILMELM WACHTMEJSTER <kEDEh EMB4SSADCOR TO THE U S

£00 NEW EAMPSHIRE AVE

"hASHINGTOMN Dg 20037

223170 EST
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MIDDLETOWN, VA, 2264S

4-0157575312002 11/08/81 1CS IPMMTZZ CSP WSHE 3
1 3015510176 MGM TOMT BETHESDA MD 11~0B 1026P EST
FRED ¢ IKLE

7010 GLENBROOK RD
BETHSDA MD 20014

3!

THIS MAILGRAM 1S 4 cONFIRnAggzg CoPY oF THE FOLLOWING MESSAGES
o¥m37y ~H8 To26P EST

3019510176 TDOMT BETHEY M
PMS TASS NEWS AGENCY, DL
883 NATIONAL PRESS BLDG
WASHINGTON DC 20045 \
ATTN ALBERT N, 80BIKOV, s T
WILL ENTERTAIN NEGOTIATIONS FOR OFFICIAL COPY OF U,S, SWEDISH
AGREEMENT ON USE OF KARLSKRONA NAVAL BASE S~EDEN FOR U,S, SATELLITE
RECONNAISSANCE MONITORING OF POLAND FROM RELAY STATION wniCr SENCS UP
CODED SIGNALS TO SATELLITE GIVING IT COMMANDS TO PHOTOGRAPK POLAND
FROM KARLSKRONA WITHOUT SUCH A FACILITY ON KARLSKRONA SATELLITE
MONITORING OF POLAND IMPOSSIBLE BY U,S, SATELLITE, PLEASE RFPLY 1F
INTERESTED IN cOPY OF SWEDISH U,S, AGREEMENT OF SUCK I FOUND MYSELF
COMPLETELY DISGUSTED WITH MY GOVERNMENT AND ITS KNOWLEDGE OF SWEDISK

NEUTRELITY BY THE U,8, REPLY BUSINESS PHONE 202-697+7200 .
FRED € IKLE
22:30 EST
HGMCOMP
Yl b THSS

70 hEPLY BY MAILGRAM, SEE REVERSE SIDE FOR WESTERN UNION'S TOLL - FRFF PHANE uinsacec
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. .LGRAM SERVICE CENTER Bo3L0an N}
- .COLETOWN, VA. 22645 ::;4413
z %f;

LT

4-0669705313002 11/09/8) ICS IPMMIZZ CSP FCHC
1 7037594231 MGM TDMT GREAT FALLS VA 11-09 1040P EST

RAYMOND SEITZ
10300 GEORGETQWN PIXE
GREAT FALLS VA 22066

»
€h 11599 1040P EST
BLFHAND PHONE 5751388

3174 WESTOVER DR SOUTHEAST ¥
WASHINGTON DC 20020

HAVE OFFICIAL COPY OF US SWEDISH AGREEMENT ON US PRESENCE ON
KARLSKRONA NAVY BASE SWEDEN THE REQUIRED INSTALLATION OF A TECHNICAL
US FACILITY STATION ZNABLING US TO PHOTOGRAPH POLAND I AM
REPRESENTING RICHARD V ALLEN AND BOBBY INMAN WITH SWEDEN IN A POWER
PLAY HAVE NEWS STORY FOR YOU RETURN CALL MY BUSINESS PHONE IN
WASHINGTON DC AT 202-632-0954

RAYMOND SEITZ

10300 GEORGETOWN PIKE

GREAT FALLS VA 22066

2247 &sT
MGMCOMP MGM

/{ %\,
TO AEPLY 3¥ MAILGRAM, SEZ REVERSE SIDE FOR %ESTERAN LNICN'S TOLL - FREE ’HCN: NUMIERS

11-262 0 - 82 - 8
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SEROHA SATELLITE MINITAZING nF POLAND
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1 UMD WSELT SCNPLETILY nISEUSTED
UFOLATICH OF LIUTASLITY °Y ~WE .S, REPLY
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IXi : PRESIDENTIAL REVIEW MEMORANDUM FORGERY

A. Date, Place, and Method of Surfacing.—The first confirmed surfacing of
this forgery was on 12 September 1980, when it was hand-delivered by an un-
known individual to a radio station in the Washington, D.C. area; four days
later, a journalist in New York gave a copy of the forged memorandum to a
member of the U.S. delegation to the United Nations. Articles citing the forced
memorandum have appears in Soviet publications, including Red Star and
Moscow News as well as in a TASS item, and also in Zambian and Mozambican
media. The memorandum has also circulated in South Africa. In late November
1981, Volkskrant, a leftist paper in the Netherlands published an article based on
the forged memorandum, without noting that the memorandum had been de- .
nounced by the Presidential press secretary on 17 December 1980 as a forgery.
The Volkskrant article was the last known appearance of the forgery.

B. Format.—The bogus document purports to be “Presidential Review Memo-
randum/NSC 46” and an NBC study on Black Africa and the United States
Black Movement, dated March 17, 1978. (There was an authentic Presidential
Review Memorandum/NSC 46; but it was dated May 4, 1979, dealt with U.S. pol-
icies toward Central America and differed in format.) a

C. Content.—The document calls for American support for South Africa and
surveillance of black leaders in the U.S. It also suggests that steps be taken to
prevent “‘coordinated activity of the black nationalist movement in Africa and
the black movement in the United States.” It advises that American intelligence
agencies monitor the activities of “black African representatives and collect sen-
sitive information on those, especially at the U.N., who oppose U.S. policy toward
South Africa.”

D. Purpose.—The document is clearly intended to undercut U.S. effort to
improve relations with African states, to support accusations that U.S.. domestie
and foreign policy is racist, and to put the U.S. on the defensive internationally
on human rights issues. These are all charges made frequently by the Soviets
publicly and privately ; the document could thus be used to “substantiate” Soviet
propaganda.

B. Comment.—The perpetrators of this forgery operation have not been con-
clusively established, but the contents of the document are useful as support for
Soviet propaganda efforts against the U.S., particularly in Africa, and Soviet
media have commented on the document without noting that the U.S. Government
had publicly denounced it as a forgery. In addition, at least one of the individuals
responsible for surfacing the document in the U.S. has been identified as a former
member of the Communist Party of the U.S.A. and is now affiliated with the
World Peace Council, a major Soviet front organization. These facts all imply
Soviet involvement, although the method of surfacing the document differed from
past Soviet procedures. .
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L B . . Mareh 17, 1972
SECRET: ' . S = '
' . Ceees - TEorEEer
._‘szudr.n.t'ul Heview .‘.H-n\(vl.nn-lulnjHSC’(é, E '.'1 B . .
3 TO: Theé Sevretary of Sl;lc S N
‘fhe Stcreticy of Dolaace ’ Lt

‘The Dircctor of Ceatral ln\alllgqnco
. EUBJECT: Wack Africa and ths U. S, Dlack L(ovoac:‘)

The Pvuulem han divected that ¢« comprehensive reviaw bc,:.tﬁ-g ei
current develepaicnts 10 Llack Alrica frum the point al vl-ow of ue.r

¥ith oacontiradicd the. S‘) Gt

% : Yl 'k .

the deygtee
. intorast.

to whitch they are con

S Prbnpu:u foc durable. :onnc“m,
ce nd Jeltler lazders of (?m . ter,
. Y (« '8 4,
N ‘,‘,‘.vf\p-propn.(c stcped Lo b:\)&k{r mudo and eulside the townt m,,ﬁ

ordor to 1nkibit sufy y!’u?’u::*ﬁ»f ‘radical Afr%nn laaunn ’—r‘ .

el The Seorwtary ol the Treasury
T Tho Secrstary of Comnetce
Tha Attorucy Genvral
The Chaitman, Joint Chiely of Stali

SECRET
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3.

objectives of cur pollicy toward black Africa G pravent

cuz policy in the reglon duﬁi:do thc solucioﬁ of tnternationzl

\
and internal imsu ‘%hnpqr:‘ogcu» f’or tha United Btates Lp

on the increast,

SECRET
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IX. .A. U.S. INTERESTS IN BLACK AFRICA

2 )my elesont in our felations with the black statas, :ﬁ.! be ° .'-"

I
3ub)ecr.«.d by tlo ).au.m. to gre.t pressurc for fundamontal cha:.qg»,
.7hus the West may fac_u a real danger of bM.ng deprivad ol ao:.a:m

i to t_ha enormous yaw material resourcco of noutharn :\!xlcn whichﬂ,

A:o vital tor our dofenss needs a3 well aa of loning coantrol ;. ':"
_ over tha Cope psoa routes Ly which approximately 65% of Hlddlo :
Zastezn oll ‘is nupplied to Heatern Europe.

\
Moreover, cuch a development may brang about irr'vrnal po}. 4'

difficulties by intennifying
in the Unlited States itself.

ITt. should aluo Lo borne in mind that black Africa ia ?:5‘

i !.-'b‘-,

intagral p.xrt_ ot a contxncnt where tribal and rogional ciseq-.t

ecaenonic backua;dne.xu, inadeguate infraostructures, droughf‘. Q.r;q-

ik s

famine are conscant featurus of the scene. 1n conjubction n}.rh‘, .
. L ;

the aerxtificial porders imposed by the formor colonial pm.a:aé

guarrilla werfara in Bhodusia and widespread mdlgnatiop goe.,nq‘,,

-n-',, ,‘ 1

apartheid in Scuth Mrica, the .above factors provido tho c(m
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statos with ample opportunities for furthering thgir alms,

intcraa:a.
2. Lconomic ’f"“.

Blsck istrica 13 ine rcaal@ becom‘ing’
I RO
Lﬁgrn%)vg/nhrgou of the arsa cou n#:

Yir <

,cxporta and invest'ment.

to bs of greot valuc(
ed éBuntrLcs. In }977, U. 5. dlzaa:

totaled about § 1.8 billicn nnd nx?:tta

the United Stateu and all

—— e e

invsstmant in black Africa
8 2.2 bllliou. Nuw prospects of nubatontial profit would ooa*knuu?
il ., ENEY

N . s e gft vt

tor emrT etz ios cO5G2Ened. . \o 1y
. e s WUWIL.T,
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SECRET

IV. BLACK AFRICA AKND TiN: U.S. BLAfﬁbHQyﬂ “RT

Apart from the abovc—n;ncfﬁhed Ioc;\?%;‘ verss to U.f.
b

\ N
arrategic intorests, the qgﬁlonn!kbk\rxbbration mwovamsnt 1nr i
A .
black Africa can act 1!%% cqta' ee\yxnh rnt-xaachlnq ettacto.
3 {3

< B ¥y

.pn the Anerican bINgk ctaiﬁgxcy by stimulating its orqaniza-

tional canooliuation’ nd by inducing radical actions. Such

a :agul: would bLe likoely if zaire went the way of Angola and -~
.éazahbiquu.

" A recurronce of the events of )967~60 would do qriovouu:hnru
go V.8, prestige, especrally in vicv of the concern of tha‘ptuunn'
Aduinlatration uxth hunbn rights issves. Hoxeovo:, the Adm.qrt‘&

E RN
_tion would havi to take speclfic ateps to atapilize the altuattn?

Such stops maighit be misunduratood botli insido &nd ocutaide the

"uni:ad States.

_ carry out effechive countermeanurces.

1. Yossibility of Joint Aaction by U.S. Blacka and

Af:lcan ationalist Hovgnan

In elaboratiny U.S. policy toward black Africa, due uaiqnt,

must bo given o the fact that there are 29 million Amerlcen

hlacks whoge_routa are Mtrican and who consclously or subcon=—

pciously sympathize with African nationalism.
The living conditions of the black population nhould al:i'

be token into sccount. lnwense advances in the aocial liald a:o
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national security.. In tha preseat cag:?;§m‘
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o .
the ‘N of Bxs. interests in black Africa,

tha, impcertance ol black Africa fogdh.

and wilitary interests.
Recomacndat . nz

1a weighing )
‘basic recammcndng f/ ’ ringﬂd without intent to.}mply p:lo;l-;
are; . ’ ‘ .

1. Specilic otepy should be taken with the holp of’

appropriate government agencies to inhibit coordinated activity

of the black nstionalist movement in Africa and tho blacik
movenent in the Unitod Statas.

2. Special clundestino operations shouldibo lounched by
the CIA to gunarate mistrust and hoatility ia Amsricean end |

wozld oplinion agarnat joint activity of the two forcas, and .

to cause division among black African radical nntlorgllnt - %
groupa and thotir leaders. o - ; !

3. U.S. Eabsasies to black Afrlican countrias spaclally e
interestod in coutharn Africa muat be highly cixcumnpoc: in viqu
of the activity of certain political circles and ntluant.al
individuals opposing the oblectivec and mothads of U.S5. pollcy
toward South Africa. It nust be kepz in mind that the tallpro'
ol U.S.Aetrateqy i South Africe would advoersely affpct
Anoricnn standing thioughout the world, 1in oddition, thia
would mean a slgniticant dlminution of U.S. influonce 1n.ntzica
and the omorgence of new dlfficultics in our internal nLtuatLon

due to worseniny cconomic prospects. .
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IXj: GREECE: STATE DEPARTMENT LETTER -AND STUDY

A. Date, Place, and Method of Surfacing.—The two documents involved in this
operation surfaced as a pair in January 1982. They were mailed from Athens to
geveral Athens and provincial Greek newspapers.

B. Format.—One of the two documents purports to be a covering letter, dated
23 September 1981, from then-Undersecretary of State William Clark to the
U.S. Ambassador in Greece, Monteagle Stearns. The second document is an
gll((efed State Department-sponsorpd analysis of the “current political situation”
in Greece.

C. Content.—The bogus study, by an unspecified “research institute,” suggests
that the United States support a military coup in Greece in order to preserve
U.S. mijlitary bases there. The forged letter calls Ambassador Stearns’ attention
to the attached study, endorses the study’s contents, and recommends that the
Ambassador make use of the study in his “diplomatic activities.”

D. Purpose.—This forgery operation was clearly designed to undermine U.S.
rela'ions with the new Grcek government elected in October 1981. It also sought
to damage the reputations of pro-U.S. Greek politicians alluded to in the alleged
study and to raise doubts about the political reliability of the Greek military.

B. Comment.—These forgeries were crudely done from a technical standpoint.
The language was often ungrammatical and the structure awkward ; the sta-
tionery used for the covering letter was not in use by the Department of State
at that time, and the lefter's Washington. D.C., return address was incorrect.
There is no direct evidence of Soviet authorship of these forgeries; but they
served Soviet interests in seeking to undermine U.S8.-Greek relations, and the
method of surfacing them followed a frequently observed Soviet pattern.
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AT
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. _
Dear Ambassa/doz‘lfﬁ ‘
€ %%

rent politicel situation in fGreece

"dealing vith %_ e
prepared by a r;ﬁgi:ch institute vithin the f{rapewvork
of the State Departiment's prcgrsmmed studies.

Please, give your attenticn to the ideas of the
excerpt's conclusions and consider them to be correct.
I should like to reccommend you to use the excerpt in

your diplomatic activity. _-
Yours truly,

Q,)WM @Z_ﬂz-@g\

Williem P. C 1l a r k

Azbessedor lMonieeglie Steurns

Athens
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Grecce (1981)~ ~—a

In the long term interest of the U.S. Forcign
Policy we have to support the New Democracy

Party in Greece, especially the incumhent Minis- /‘nf tiie: rgglm
ter of Defense, Mr. Fvanpelos Averof hmlw\ §

ment's victory in the October |&Xlection +Could
not be prevented. it would be fortus an imper-
ative to re-consider the question of supporting
some liberal groups within the Panhellenic So-
cialist Movement, including Mr. Georgios Mavros
who, as we have: found out. promised to join
this socialist party together with his well-known
group. Furthermore. it could be indispensable
to enhance the influence of the New Democ-
racv Party in order to block any new.stiempt
of the upcoming Greek government’s initiatives
that might harm our plans in upholding of U.S.
bases in Greece.

In view of the fact that the future political
situation in Greece may become once again un-
stable, it would have been impossible to exclude
even the preparation for an action to be carried
out by the reliable army officers who would be
able to take a decisive step that could at the most
convenient moment counterbalance the expected
political attitudes of the East block in the crisis
areas.

. al.-poliltda] aan
\conticts mx choosed military persons should

States needs in the SoulhE st @ing, of (then
N.AT.O. § B, 3}5 SN
N
However. if the Panhelleni cxam\ )Move

Tho;mam ta X to cdevote the attention
of rhc use §l:48c GreeWgrmy for the overthrow
evaludte it in practical terms
ces of such action from glob-
military point of view. Closer

incl ud\n_y consequ

beé-. 5 blished, and we should proceed ‘in this
diréClion so as to keep our initiatives concealed.

We should like to point out to the possibility
to utilize the recent example of Turkey, whose
military Covernment was recognized by the inter-
national public including our allies without sub-
stantial reservation. This fact notwithstanding,
leads us to the conclusion that an eventual mil-
itary action in Greece should be combined with
positive gestures by the friendly Governments.
Thus the action itself would not bc presented
like a pure military coup.

Special attention should be also paid to the
U.S. - Greek agreement on military co-operation.
What is the most important fact in this respect
is the status of our military bases in Greece.

.' Any delays in this field are undesirable; they

impair U.S. credibility in the Eastern Mediterra-
nean. At the same time they also complicate
our noble efforts to form a wide front to counter
the Soviet threat.
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xk : HAIG-LUNS LETTER

A. Date, Place, and Method of Surfacing.—This forged document surfaced in a
Belgian leftist weekly, De Nieuwe, in April 1952. 1t appeared again in May 1982
in the Luxembourg communist party newspaper Zeitung, even though the docu-
ment had been publicly denounced as a forgery in April by NATO and U.S.
officials.

B. Format.—The document purports to be a copy of a two-page letter, dated
26 June 1976, allegedly sent to NATO Secretary General Luns by then-Supreme
Allied Commander Haig. The document carries the letterhead, “Supreme Head-
quarters Allied Powers Europe” and is stamped “NATO SECRET.” .

C. Content.—The alleged letter is in the nature of a farewell to Luns from the
departing NATO commander. It outlines “aspects of alleged NATO strategy that
demand our further attention and effort,” claiming that one desideratum is speedy
implementation of “current projects for the limited use of U.S. nuclear forces in
Europe in an emergency” this strategy will be more effective, the lettér con-
tinues, if Allied “tactical nuclear forces” are modernized. Looking ahead to the
NATO ministerial meeting in December 1979, the letter urged countering “any
hesitation or vacillation. among the allied nations during decision-making meet-
ings.” Should argumentation fail, the letter foresaw a need for “action of a sensi-
tive nature” to “jolt the faint-hearted.”

D. Purpose.—This document was intended to support and stimulate European
opposition to NATO’s modernization of its intermediate-range nuclear forces
(INF). It tried to accomplish this in part by distorting NATO strategy and
playing on European anxieties over the possibility of limited nuclear war in
Europe. The letter’s references to NATO. nuclear forces as “tactical” and to
NATO’s possibly being “forced to make first use of nuclear weapons” were clearly -
designed to heighten these anxieties. In addition, the NATO decision on INF
modernization in December 1979 is depicted as having been state-managed by
Haig and Luns, who allegedly pressured various NATO member states into ac-
cepting INF modernization. Behind-the-scenes collusion between Haig and T.uns
is further insinuated through the use of such expressions as “our joint plans” and
“gction of a sensitive nature which we have frequently discussed.” The forgery
also foretells continued collusion between Luns and Haig after the letter was to
become Secretary of State; this is brought out in a passage in which Haig
allegedly says he will continue to monitor the European situation from the United
States “in any role I may be called upon to play.”’

B. Comment.—This document is the latest in a series of forgeries in recent years
involving NATO, Luns, and Haig. It was well done from a linguistic point of
view, having incorporated several expressions that the public has been condi-
tioned to expect in bureaucratic correspondence, such as “finalize current proj-
ects” and “activizing our collaboration.” It was, however, less accomplished in
format : the letterhead -stationery was inappropriate to General Haig’s personal

" letters in 1979.
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Excellenéy Joseph M.A.H. Luns

‘He \n.ll fnever be able to put into effect ou%]@.nl plans in thu
ivital area unless quite exceptional efferts are i to check European
tendencies toward neutralism, pacifism and \lﬁ?i’& erwlisn. To achieve
this, it is necessary, I fe:l, to emphasize ‘he“thu hat the nuclear
veapons balance, particularly in the Eu apean‘ ’i‘?ea:er,',;hu changed
lha’gly in favor of the East. We ﬁ;’o‘uld :bﬂscn:f} bear in bind the
tnecessicy of continuously dzrwmx atrention to the Soviet military
threat and of fur:hez sccxvxz gour,’ 'Qllaboranon u:.th :he nass nedxa.

e 1 atguwent su

with no alternan‘%u: ﬁl: ‘the faint-hearted in Europe through the’
‘ereation of situatidlug coinc¥y. by country as deemed necessary, to con-
.vince ‘them vhere :hei‘%tefesta lie. This would call for appropriate

" x& and u\pac:i/ng the nedia fn.l, we are left

and effective action o sensitive nature vhich we have frequently
Biscussed and I have bedn grear.ly encouraged by the absence of disagree-
went between us regarding ptxo::.txes. Back in the States, I. shall not
cease to monitor the European situation ia any role I may be called
.upon to play aand hope to continue our hitherte fruitful exchange of
‘views. The courses of action which we have in mind may become the only
su:e means of securing the interests of the West. \ ..
. e/ R .-
To this end, your authority ard your active assistance, especnny
sia the Ner.hezlands. can hardly bé overestimated. I am avare that the
‘work of eoordination will place additional burdens on you. Yet I am
_sure that your devotion to allied objectives and ideals vxll enable yo
‘to shoulder this dxffxcul: task. .

AR Sincerely,

ALEXANDER M. RAIG, JR.

. Ceneral, Uniced States Axmy
. ’ : Supreme Allied Cocmander
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IXl: MAP OPERATION : CUBA/LATIN AMERICA

A. Date, Place, and Method of 8urfacing.—On 12 March 1982 The Ethiopian
Herald, published by the Ministry of Information and National Guidance in
Addis Ababa, carried a lengthy article by Dr. Julius Mader which alleged that
the U.S. CIA is waging chemical, bacteriological, and meterological warfare
against Cuba. To substantiate the charge, the article referred to an alleged “U.S.
Document No. 502988/1-77: Basis for bacteriological attacks in the Caribbean/
Neutron warheads against Europeans, and viruses against Latin Ameri¢a.” The
article reproduced one of the “partial maps” from this alleged CTA document :
the map was described as related to-the CBW objective of “agriculture-epidemics.”
A highly similar article, also by Mader, appeared in the pro-communist ILisbon
daily, Diario de Lisboa, on 13 April 1982 under a different title.

B. Format.—The articles are a deliberate misrepresentation of an authentic
CIA-produced unclassified map bearing the number 502988 1-77. The genuine map
shows the island of Cuba from seven vantage points, including population, land
utilization, and economic activity. The Ethiopian Herald article reproduced the
economic activity map, without alteration, but distorted its nature. The genuine
map is on public sale through the U.S. Government Printing Office, and is one
of a series done on numerous countries throughout the world.

C. Content.—Both articles refer to the map to substantiate charges that the
CIA has been engaged in chemical and biological warfare against Cuba. They
claim that the map provides ‘“all the necessary key data” for waging CBW and
that a companion map shows sugarcane areas “as a basis for large-scale acts of
sabotage.” The other companion maps shown on the alleged “Document No.
502988/1-77" are described as showing population density—said to be “primary
planning indices” for CBW—and targets for economic-industrial sabotage. The
articles claim that Cuba is only a “testing ground” and that there are “great
potential dangers” for other Latin American countries in Light of the existence
of similar CIA maps for Nicaragua, Fl Salvador, and Argentina.

D. Purpose.—The aritcles are in part an attempt to provide tangible evidence
to back up Cuban charges that the U.S. has been engaging in CBW against Cuba
for at least two years, during which Cuba has suffered, according to Fidel Castro,
five major epidemics affecting plants, animals, and humans. More broadly, the
articles are part of a continuing Soviet campaign in recent months to deflect
attention from U.S. charges of Soviet use of CBW in Afghanistan and Southeast
Asia and to claim that it is the U.S. that is engaging in CBW. The articles al-
leging U.S. CBW activities in Latin America.

B. Comment.—Julins Mader was involved in an earlier disinformation opera-
tion in September 1981 involving an unclassified CIA-produced map of Austria.

11-262 0 - 82 - 9
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IXm : SECRETARY OF COMMERCE MEMORANDUM

A. Date, Place, and Method of Surfacing.—In May 1982 a forged document
purporting to be signed by U.S. Secretary of Commerce Baldrige appeared in
Brussels when it was mailed locally -and anonymously to a number of foreign
correspondents stationed there. The document is not known to have received
any media publicity.

B. Format.—The document was prepared as a three-page “Secret” internal
Commerce Department memorandum signed by Secretary of Commerce Baldrige
and purporting to convey recommendations of an interagency “Special Presiden-
tial Working Group on Strategic Economic Policy.” The document is a total
fabrication.

C. Purpose.—The text of the forgery distorts U.S. economic policy in a manner
calculated to aggravate U.S. relations with its European trading partners. The
timing of. this forgery, on the eve of President Reagan’s visit to Europe for
economic summit discussions, was almost certainly deliberate. )

D. Content.—The document recommends undertaking actions “whose objective
would be the definite severance of the gas pipeline” between the U.S.S.R. and
Western Europe, and it cites certain benefits to the United States, at West
European expense of achieving this objective. For example, it recommends pre-
paring “an anti-dumping suit” against West Huropean steel suppliers,- which
the memorandum predicts will help the U.S. overcome its “steel crises” (sic) and
at the same time “will deepen the crises (six) within the exported states.” The
document. estimates that this in turn will have political consequences evén “the
possibility of cabinet crises,” which would open the door to U.S. influence on
these cabinets concerning “anti-nuclear and other campaigns.” Another tactic
recommended is to export coal “at give-away prices” to corner the ‘West Tluropean
coal market. ’ -

B. Comments.—Several errors were made in technical format that would
distinguish this document from a legitimate Secretary of Commerce memo-
- randum, and the name of the Secretary of Commerce himself wag misspelled

“Baldridge,” instead of “BAldrige,” in a list of the alleged Working Group mem- )
bers. In addition, the list of specialists included a former head of CIA’s Office
of Economic Research, but the perpetrators apparently did not know that this
office had been reconfizured and renamed well prior to the 18 February 1982
date on the bogus memorandum. Despite such shortcomings, the format appears
official and bureaucratic, including use of. the Department of Commerce letter-
head and could probably deceive someone unfamiliar with actual Secretary of
Commerce memoranda. Linguistically, the document uses generally grammatical
language appropriate to the subject. An educated native speaker of English
would not make several of the idiomatic and structural mistakes that are in the
text, -but the document would probably impress most others as bureaucratie
American English. This is thus a fairly sophisticated forgery, whose exact
perpetrators are unknown. We suspeet it was Soviet instigated, based on the
Soviet. forgery pattern in the past and Soviet political motivation ; but we have
no direct evidence to prove this suspicion.
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IXn: U.S. BUSINESS FIRM’S CORRESPONDENCE

A. Date, Place, and Method of Surfacing.—A newspaper article appeared in
the Harare (Salisbury) Herald on 5 June 1982 which alleged that a New Orleans-
based U.S. firm, Aviation Personnel International (API), has been contracting
to recruit mercenary helicopter pilots for the South African Government. Similar
allegations subsequently appeared in Tanzanian and Zambian media, and the
Soviet news agency TASS replayed the charges.

B. Formet.—The allegations concerning API were based on a letter allegedly
written by API to a South African general. The fabricated letter used letterhead
stationery generally resembling that used by API, although a logotype was in-
correctly reproduced. The letter is written in generally acceptable business
English and format. )

C. Content.—The forged API letter refers to an alleged secret agreement by
API to supply South Africa with mercenary helicopter pilots trained in jungle
. warfare. It alludes to alleged previous API of the South African Air Force, and
with other unspecified parties. The document also claims that API is functioning
in this regard as a go-between for unspecified “competent bodies of the U.S.
Government.” The letter contains a vague reference to the abortive coup attempt
in the Seychelles in November 1981 and insinuates that South Africa, API, and
the U.8. Government played a joint role in it.

D. Purpose.—The forged letter is clearly designed to substantiate charges,
common in Soviet propaganda, that the U.S. Government has secret military-
related agreements with the South African Government ; such charges are calcu-
lated to damage U.S. relations with other African states, especially those located
close to South Africa and in conflict with it. The letter also is intended to lend
credence to charges, also common in Soviet propaganda, that the CIA was in-
volved in the Seychelles coup attempt last fall.

E. Comment.—The API letter is a total fabrication, and its contents have no
factual basis whatever. API is a legally constituted, chartered, and registered
Louisiana corporation, but presumably not itself the target of this forgery opera-
tion. The actual perpetrators are unknown, but the surfacing of the letter’s con-
tents in several black African states at roughly the same time, the apparent
political motivation behind the forgery, and Soviet forgery practice all suggest
Soviet involvement.
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Aviation Personnel International -

P.O. BOX SCO44a _6 NEWGRLEANS,LA 70150 o (S04)392-3256

April 6, 1982 .

e

Lt.-Gen. A. M. Muller
South African Air Force

Nedbank Centre, canr Church and
Priv. Bag X199 R
0001 Pretoria, SOUTH AERICAH Y

Pear Sir,

“December 1981 in which
you request a conti $o1) of incoming pilots who
are capable of worki@\ in<ide the SASCAF; we now forward
the personal data of $2lots who - dccording to our
evaluation - meet standards stipulated by you. Said
pilots are qualified to operate Type YAH-64 combat heli-

copters &nd are well-trained In jungle watfave.

Based on our agree

We repeatedly wish to direct your attention to the fact
that we only recruit and recommend the pilots and the
engagement procedures are the responsibility of your
representatives. On instructions received from the competent
bodies of the U.S. Government and becaunse of political
factors, this go between activity of our organization

calls for top secrecy from your side in full accgrdance
with earlier guarantees. This-‘is especially justified by
circumstances that emerged as a result of the Seychelles
action. e do not desire to undertake another similar risk
that stems from the lack of careful judgement of given
circumstances.

We believe you will understand our motives and can be

mutually satisfied with how our business relations are
shaping-up. We completely understand your position so
we shall continue to seek out comrades-in-arms vho are
trustworthy in every respect.

Sincerely yours,
IR 5‘-”@:_7

Michelle Lang
Assistant Registrar : ;
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IX0: PENTAGON “NEWS RELEASE”’ ON THE FALKLANDS CRISIS

A. Date, Place, and Method of Surfacing.—In late June 1982 it was learned that
the Argentinian ambassador in Washington had received a fabricated Pentagon
“News Release,” dated 5 May 1982, which purported to provide remarks by Secre-
tary of Defense Weinberger regarding U.S. support to Great Britain in the Falk-
lands crisis. The forgery also circulated among Argentinian officials in Buenos
"Aires. The forgery did not receive media publicity, as far as can be determined.
The Pentagon public affairs office denounced the document as a forgery as a press
conference on 29 June 1982.

B. Format.—The general appearance of the forged document is similar to that
of a genuine document in the Pentagon’s “News release” series, known informally
as ‘“blue-toppers” because of a wide blue stripe in the heading. However, several
technical errors were made, including the use of the wrong shade of blue printing
ink and the wrong type.of paper. Linguistically, the forgery was very clumsily
done. The text was in understandable English but contained diction and strue-
tures in appropriate for a native English speaker. Moreover, the forged News
Release document number had already been used on a different topie.

C. Content.—The forgery lext grossly overstates the nature and extent of U.S.

- support for th:e British in the Falkland Islands crisis, saying in part that Secre-
tary Weinberger had “defended to give (sic) all our military assistance and other
support to our British ally.” The document also refers to the sharing with Bri-
tain of U.S. intelligence information on the Falklands military situation and
alludes to alleged U.S.-British operational combat planning. The document also
contains insulting references to Argentina, such as its alleged “stubborn and sel-
fish attitude for one-sided solution of the conflict” (sic).

D. Purpose.—This forgery was ¢learly designed to damage U.S.-Argentinian
relations. References to allegzed U.S. assistance to Great Britain in the areas of

. Jjoint combat planning and provision of military intelligence were intended to ex-

ploit the issue of Argentina’s combat losses and assign some direet responsibility
for them to the U.S. Government,

BE. Comment—This was an unusually erude forgery from a linguistic point of
view, perhaps reflecting haste and carelessness in its preparation. Certain features
of the text point to a Slavic-language speaker's having prepared it, including
numerous errors in the use of definite and indefinite article and the use of “Bra-
zilia” is in fact the Russian word for Brazil. The apparent lack of effort to
generate media publicity for the forgery suggests that the perpetrators intended

the forgery to do its damage privately, calculating that the recipients would not

detect any technical errors.
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/ Current Britain-
a ¥9th century comical
184" an unenviable, but not

Mon. We are facing the problem
atrds Great Britain within the

The time has come when Washing
Argentina conflict as a second £
opera any longer. The U.S. ha
incapable to solve this compadd
to comply with our allied @
NATO as well as towar

jhe/ghuttle diplomacy of the, State

in%f position that this mission cannot
contribute to a settlemen ‘the conflict by diplomatic means in
keeping with our policy. accordance with my opinion the Britain-
Argentina conflict might have a negative impact on the role of the U.S.
as the leading NATO power and we are well aware of that. From that
point of view 1 defended to give all our military assistance and

other support to our British ally.

From the very begi
Secretary Mr. A. Haig I

Should the Premier Mrs. Thatcher's Falkland policy break down,
for Washington would be evident to face the possibility of a future
Labour Government in Great Britain. According to our recent analysis
on Great Britain we have come to a conclusion that the Labour Party
tends to cppose the nuclear rearmament in Europé cpmming into
consideration in 1983. We are strongly opposed to.Labour Party power
in Great Britain. For our policy it is much more important to
strengthen our influence in Western Europe than fully compliance with
the 1947 Rio de Janeiro Treaty. Every U.S. politician preferes the
unity of NATO allies to the second grade.dispute initiated by- the
Argentina’s Government. If we bear in mind General Galtieri s
pro-American approach, we may well presume that the loss of our
positions in Argentina will not be so serve after the end of the
conflict.

Under the pretext of Argentina's stubborn and selfish attitude
for one-sided solution of the conflict President Reagan has suspended
all military exports to Argentina as well 1s all U.$. EXPORT AXND
IMPORT BANK credits. From our side we cr- ited all conditicns for
an-cpen and all-out support to Great Brit in.
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The intelligence information we are delivering is also appreciated
by Mrs. Thatcher s cabinet as a very efficient means of valuable
assistance. The fact that this information is taken advantage of
is demonstrated by many attacks of British forces to Falklands,
especially to Puerto Argentino. British forces arg given very great
importance to the information on the Argentina d and air forces
movements which will affect in a decisive manane outcome of the
third and final stage of the conflict provi 3 an of combat

operations is not altered. -,
P . {l’ ’3_“\ b

I am not going to elaborate on sr myys port to
our British ally which is typical f . the E@c age of the
conflict now under way. Yet I ot rexeaking ‘any secret if

I refer to our plans to grant
planes. Not quite negligi
foodstuffs and other gy

Qsﬁép séveral AWACS radar

RN dur*deliveries of fuel,

) §§f§31 al assistance.

irhortant for the British Navy to
create conditions for buXjding<up land bases for the Harrier
interceptors which in the YWesent state of things must operate

from the Hermes and Invinc@BIe carriers. The interceptors are

thus not taken full use of 'and therefore we will accept the

British demand for granting them some KC 135 air-refueled airplanes.

A
At this stage it w

Though the occupation of South Georgia island has not posed .
any special problems to the British task force, the landing on the
Falklands must be supposed to be a much more challenging task due
to the fact that there are six Argentine battalions of 5,000 men
operating there. Four of those battalions are stationed around the
Falklands' capital of Port Stanley.

Based on the preliminary talks with the British side we have
jointly arrived to the conclusion that the islands could be held
against the Argentinians only under the condition of a strong
British fleet operating there. At present, however, we cannot
afford the NATO positions to be impaired by stubboyn policy of
Argentina, Peru, Venezuela and Brazilia. U.S. supbort to Great
Britain wiil bring us the future military presence on the Falklands
which will assert our control of the whole of Latin America continent.






SOVIET ACTIVE MEASURES*

WEDNESDAY, JULY 14, 1982

U.S. HoUSE OF REPRESENTATIVES,
PerMaNENT SELECT COMMITTEE ON INTELLIGENCE,
Washington, D.C.

The committee met, pursuant to notice, at 9:05 o’clock a.m., in room
H-405, the Capitol, the Honorable Edward P. Boland (chairman of
the committee) presiding.

Present: Represcntatives Boland [presiding], Mazzoli, Mineta,
Stump, McClory, Whitehurst, and Young.

Also present : Thomas K. Latimer, staff director; Michael J. O’Neil,
chief counsel; Patrick G. Long, associate counsel; Sharon Leary, as-
sistant _clerk of the committee; and Herbert Romerstein, Richard H.
Giza, G. Elizabeth Keyes, Annette H. Smiley, and Diane E. La Voy,
professional staff members; and Ira H. Goldman, counsel.

The CaHAIRMAN. The committee will come to order.

We are delighted to have with us this morning and we welcome
Stané{slav Levchenko, a KGB Major who defected to the United States
in 1979.

Our understanding of Mr. Levchenko’s background as supplied by
himself and also by those who are with the CIA, is that he is one of
the most knowledgeable people in the West on Soviet active measures.
In fact, only Major Levchenko and Ladislav Bittman, who testified be-
fore this committee in 1980, have had actual experience in running
active measures and are available to this committee and to the intelli-
gence community.

For the information of Mr. Levchenko, this committee is split into
-a-number of subcommittees, one of them being the Subcommittee on
Oversight. We held hearings on Soviet use of propaganda and covert
action against the United States 2 years ago; and those hearings con-
centrated on Soviet propaganda and forgeries which apparently, ac-
cording to at least one recent press item, seem to be increasing. I am
sure that you will have additional knowledge that you can expand on
for the committee.

It is an area that we think is terribly important for the security
of the United States, and yesterday we opened these hearings and
had Mr. John McMahon, who is the Deputy Director of Central In-
telligence Agency, and John Stein, the Deputy Director for Opera-
tions. They were accompanied by Martin Portman.

It was the kind of a meeting where we wanted to get some informa-
tion on the extent of Soviet propaganda all around the world, how

“effective it is, and how to counteract that kind of propaganda.

1 Sanitized and released, November 1982.
(137)
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I have read most of your prepared statement. I think it is a fine
statement, and the clear indication, of course, is that you have consid-
erable knowledge on Soviet propaganda around the world and the
II{Jingl of infrastructure that is built into this operation by the Soviet

nion.

So, we welcome you as a very knowledgeable witness to these hear-

ings, and we are delighted to have you.

Mr. Young? '

Mr. Youne. Mr. Chairman, thank you. 5

I would like also to welcome Major Levchenko to our hearing today.
Maybe it is a coincidence, but I think it is appropriate that he be here
today to testify on Bastille Day. Bastille Day, of course, is the day
that symbolizes the fight for freedom that Major Levchenko continues
to wage here in the United States. He has shown great courage in his

~defection from the KGB. He has been of significant help to our Gov-
ernment in our efforts to understand the KGB threat, particularly
active measures. TSR

I welcome Major Levchenko to our committee, also to the fellowship
of free men, and hopefully, in the future, as a fellow American.

Thank you, Mr. Chairman. -

The CHaIRMAN. We would have held the hearings on your birthday,
zgl(liich will be on July 28, but that is too far away. So we decided on

ay.

You are a relatively young man at the age of 41. You have had as
much experience, I guess, in the field in which you operate as any
particular person that we have knowledge of, and that of course gives
us great confidence in your ability and in your knowledge.

Are there any other statements by any of the members ¢

So why don’t you proceed as you wish.

STATEMENT OF STANISLAV LEVCHENKO, FORMER KGB MAJOR

Mr. Levcaengo. Thank you, Mr. Chairman.

Mr. Chairman, I have the prepared text of my testimony which I,
with your permission, would read. It is typewritten, but I as well have
the original of this statement which I would like to be put in the record.

Mr. Chairman, gentlemen, it is a great honor for me to testify to
the representatives of the legislative body of the leading country of
the free world. I would like to begin my testimony by first introducing
myself with a summary of my life and my career. I would like also to
point out the motives which brought me to resentment of the Soviet
Socialist system. )

I will be happy to answer afterward all of your questions on the
matters I personally witnessed during my career within the Soviet
hierarchy. : o

My name is Stanislav Levchenko. I was born on July 28, 1941 in
Moscow, U.S.S.R. My father was a major general and department
chief in one of the Soviet military research institutes. By profession
he was a chemical engineer. My mother died when I was 3 years old.
Within a few years my father remarried. My stepmother was a pediat-
ric surgeon. . :
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In 1958 I graduated from the special high school No. 1 of the Sokol-
niki district of Moscow. Some of the subjects in this school were
taught in the english language. That same year I became a student of
the Institute of Asia and Africa affiliated with the Moscow University.
For 6 years I studied Japanese language, history, economics, and
literature.

After graduating from Moscow University, I was assigned to work
for the Institute of Maritime Fishery as a junior rescarcher. In 1965
I was called to the International Department of the Central Commit-
tee, Communist Party, Soviet Union, and was proposed to work as a
secretary-interpreter for the Moscow correspondent of the Japanese
Communist newsparer Akahata. Formally, I was supposed to be on
the payroll of the Soviet Red Cross, which according to the directive
of the Soviet Communist Party leadership, is paying monthly stipends
to most foreign Communist newspapers’ journalists assigned to Mos-
cow. But, actually, I was to spy on a Japanese Communist journalist
and to report his activities to the Japanese Sector of the International -
Department on a daily basis. I did not want that kind of job, and
rejected it. T used the excuse that I already was passing exams to be-
come a postgraduate student at the Institute of Peoples of Asia and
Africa of the Academy of Sciences of the U.S.S.R.

In November 1965 I was formally admitted to postgraduate study
and started to write my master’s degree thesis on the history of the
Japanese peace movement. The above-mentioned institute is actually
guided by the International Department of the Central Committee of
the Communist Party, Soviet Union, and provides it with studies of
political, economic and military situations in most of the Third World
‘countries. I also had to take part in several of such studies.

‘While being a postgraduate student in 1965-67, T was working as

-a. part-time consultant for the Soviet Peace Committee, which is an

active tool of the International Department of the Central Committee,

Communist Party, Soviet Union, in manipulating one of the major

Soviet front organization, the World Peace Council (WPC). I was

assigned to work as an interpreter to most of the delegations of the -
Japanese peace movement which had visited the U.S.S.R. During these

years, I had to collect information on the current situation in nu-

merous .Japanese leftist public organizations and to submit it to Inter-
national Department. :

In April 1966 I visited Japan for the first time as an interpreter of
the Soviet Trade Union Delegation. But actually under orders of the
Sector_for Japan of the Communist Party Soviet Union’s Interna-
tional Department, I had to meet with several leading figures in the

-Japanese peace movement and to collect information on the latest
- developments in it and to report this information to the International

Department. Since then, and before I was assigned to Japan as a KGB
officer, I visited Japan about 12 times as a member of different delega-
tions of the so-called Soviet public organizations, all of which are
closely affiliated with the International or other departments of the
Central Committee, Communist Party, Soviet Union. ,
In 1966 I started to work full time for the Soviet Afro-Asian
Solidarity Committee, which manipulates the Afro-Asian People’s
Solidarity Organization, headquarters located in Cairo, as a referent.
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The Soviet Afro-Asian Solidarity Committee, under the close guid-
ance of the International Department, is involved in political, finan-
cial and, to an extent, military support .of the so-called national libera-
tion movements in the Third World countries and maintains unofficial,
sometimes confidential, contacts with the pro-Soviet leaders of the
political parties in countries of the Middle East, Africa, and Asia. This
committee also organizes worldwide campaigns aimed at the weakening
of the influence of the United States and other free world countries
in the Third World. I can give the following examples of the Soviet
Afro-Asian Solidarity Committee’s activities in the 1960’s.

Under the directives of the Soviet Politburo, it was a key front or-
ganization responsible for running the anti-Vietnam war campaign on
a worldwide basis.

The Soviet Vietnam Support Committee, actually a department of
the Soviet Afro-Asian Solidarity Committee, in close cooperation with
the KGB, politically exploited deserters from the U.S. Armed Forces
in Vietnam who had been smuggled from Japan into the Soviet Union
and finally immigrated to Sweden. The deserters had been forced to
give anti-American interviews to the Soviet journalists which after-
ward had been replayed in most countries of the world.

KGB and the general staff of the Soviet Army are accepting soldiers
and officers of such terrorist organizations as the PLO for guerrilla-
type training in the U.S.S.R., according to the lists which the Soviet
% Lrs—Asian Solidarity Committee obtained from the leaders of the

For many years before the PLO opened its official representation in
Moscow, the Soviet Solidarity Committee had been responsible for
maintaining relations personally with the PLO leader Yassir Arafat.

In 1966-67, being an army reserve officer, I underwent 3 months of
training as an intelligence operative-illegal. In the case of development
of a preworld war situation, I was trained for a mission where I was to
be brought to the territory of Great Britain to detect and report to the
GRU the state of readiness of British nuclear strike forces located in
the area of one of their major seaports.

By 1970 I became one of the spokesmen of Soviet Afro-Asian Soli-
darity Committee, taking part in the organization of several interna-
{ional conferences of Afro-Asian People’s Solidarity Organization,
including the-Cairo Conference in January 1971.

In the same year, I was approached by a senior officer of the First
Chief Directorate of the KGB (External Intelligence), and was asked
to join the First Chief Directorate as a case officer. In 1972, T gradu-
ated from the 1-year intelligence school of the KGB’s First Chief Di-
rectorate, a very sophisticated training facility where the future intelli-
gence officers are taught the basics of spy tradecraft, structure and

" methods of operation of the foreign intelligence and counterintelli- -

gence services, use of electronic eavesdropping devices, as well as a
variety of other subjects of the intelligence gathering profession.

By the fall of 1972 T had been assicned as a case officer to the Jap-
anese Desk of the 7th Department of the First Chief Directorate of
XGB. At that time I had a military rank of senior lieutenant. I had
to handle about 20 files on acents belonging to virtually all strata of
. the Japanese society, on the Socialist Party of Japan, and on methods
of operations of the Japanese intelligence community.
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In 1974, after finishing the course of on the job training, I was told
that the First Chief Directorate was going to assign me to Japan as a
field case officer to collect political intelligence. On the final stage of
preparation for this assignment, I was sent to work for almost 1 year
for the Soviet international magazine New 7'émes. I had to-improve my
journalistic skills—I had been writing for Radio Moscow while work-
ing for the Afro-Asian Solidarity Committee—and to study the mech-
anism of editorial work and to publish several long articles in the
magazine. After arriving in Japan I was supposed to use the position
oi T'okyo correspondent of New Times as a cover for my intelligence
activities. To bo able to dissolve into the international journalistic com-
munity in Tokyo and in order to hide the real purpose of my assign-
ment to Tokyo from Japanese counterintelligence, I had to have real
journalistic experience.

New T'imes magazine, which is published in Russian, English, Span-
ish, Arabic, Czech, Polish, and German languages, formally belonged
to the Soviet Trade Unions, but actually it is a propaganda hand of the
Communist Party of the Soviet Union International Department and
of the Active Measures Service of the First Chief Directorate, KGB.
It is also used by the KGB as a cover for its operatives stationed
abroad. When I was going through the onjob training in the New
Times, the magazine had 12 foreign correspondents. Ten of them were
KGB operatives.

In February 1975, with my family, I arrived in Tokyo and started to
work as a case officer for the Tokyo residency of the KGB, line PR,
political intelligence. :

One or two times a month I sent articles to New T'/mes magazine.
Two weeks after I arrived, my predecessor turned a developing con-
tact over to me, a prominent figure in the main opposition party of
Japan, the Socialist Party. In several months I started to handle sev-
eral agents of the KGB’s network in Japan, and during the next 4
years I had recruited four agents. By 1979 I was handling ten agents
and developmental contacts with whom I had from 20 to 25 clandestine
meetings a month,

Four of the agents I handled were lprominent Japanese journalists.
Having high level contacts in the ruling liberal democratic party or
contacts with high level government officials, including members of
the enhinet of ministers, thece agonts vrere providine the Soviets secret
oral information and documents on the Japanese Government’s plans
in internal and external politics. One of the agents was a close confi-
dant of the owner of a major Japanese newspaper with daily circula-.
tion of more than 3 million copies. He had been used by the Soviets to
implement a variety of active measures through this newspaper.

Shortly before he was turned over to me, he published the so-called
“Will of Chou En-lai,” which was one of the most successful Soviet
forgeries in the 1970’s. This will was fabricated by specialists in the
active measures service nf tha KGR’s Fivet Chinf Directorate and was
intended to show that the leadership of the PRC had been deeply di-
vided on the major political issues in the period before the death of
Mao Tse-tung. The forged will then was replayed in the mass media of
most of the countries in the world. (See exhibit IX b, pg 88)

One of the other agent-journalists had access to confidential docu-

11-262 0 - 82 - 1p
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ments issued by the Japanese intelligence and had been providing in-
formation from them to the KGB. . o

Another agent is a high ranking member of the Japanese Socialist
Party. He was used mainly for implementing active measures in his
party responsive to interests of the Soviet Union, to prevent its shift-
ing to the right or to closer relations with the PRC.

uring the years I had been assigned to Japan, the KGB had a
network of recruited agents in that country numbering more than
200. They were utilized by political intelligence, external counterin-
telligence and scientific ana technological intelligence of the First
Chief Directorate. ’ »

Among the most effective agents were a former member of the
cabinet of ministers, head of a major parliamentary public organiza-
tion; several senior officials of the Japanese Socialist Party; one of
the most prominent scholars on the PRC who had close contacts with

- government officials; several members of the Japanese parliament.

More than 50 percent of my time I had to spend on implementing
the great variety of Soviet active measures in Japan. The major ob-
jectives of Soviet active measures in Japan were:

First, to prevent further deepening of political and military cooper-
ation between Japan and the United States.

Second, to provoke distrust between Japan and the United States in
political, economic, and military circles.

Third, to prevent further development of relations between Japan
and the People’s Republic of China, especially in ‘political and eco~
nomic fields.

Fourth, by any means to eliminate the possibility of the creation of

-an anti-Soviet so-called triangle, Washington-Beijing-Tokyo. :

Fifth, to create a new pro-Soviet lobby among prominent Japanese
politicians, first of all, in the Liberal Democratic Party and the Japa-
nese Socialist Party, which would be consistent in its activities of devel-
oping close economic and political ties with the Soviet Union.

Sixth, to convince the leaders of the Japanese Government of the
necessity of drastic broadening of economic ties with the U.S.S.R.
through high-ranking agents of influence, prominent business leaders,
mass media.

Seventh, to organize in Japanese political circles the movement for
signing the friendship and neighborly relations treaty between Japan
and the U.S.S.R. .

Eighth, to penetrate deeply the main opposition parties, first of all,
Japanese Socialist Party, to influence their political platforms in order
to prevent the Liberal Democratic Party from creating its political
monopoly in the Japanese parliament.

_Ninth, at the same time, to discourage the leaders of opposition par-
ties from creating a coalition government, the Soviets need a politically
stable Japan.

Tenth, to maintain a high level of activity in implementing opera-
tion KORYAXK, which Moscow intended as a means of affecting the
Japanese perception of Soviet intentions by sending military contin-

- gents to the Kuril Islands, by construction of new housing complexes
on Northern Territories, et cetera, and thus to show the Japanese Gov-
ernment the uselessness of disputing Soviet control on these territories.
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Let me give you more examples of active measures implemented in
Japan while I had been there and in most of which I personally had to
take part.

In the 1970’s an agent of the KGB who was a high ranking member
of a Japanese political party and a member of parliament, under
instructions of the Tokyo residency, organized a parliamentary associ-

ation for Japanese-Soviet cooperation. The Soviets started an inten-

sive exchange of delegations between the group and the Supreme
Soviet of the U.S.S.R. Every chance was used to persuade the Japanese
parliamentarians to influence their government to deepen political and
economic relations with Moscow. The head of the group received from
the KGB substantial amounts of money to pay the salaries of the staff
workers of the group and for publishing a monthly magazine..

The KGB in the 1970’s had been able to effectively control -the
political platform of the Japanese Socialist Party, having. recruited
more than 10 of its high-ranking leaders as agents of influencs.”

‘On direct instructions from Moscow, I told an agent with:&lose
access to the Ministry of Foreign Affairs that the Italians were think-
ing of selling a nuclear reactor to the People’s Republic of China and
that this sale was to remain a secret. The information circulated
around the Ministry of Foreign Affairs, and the Japanese military
attaches in Europe were reportedly asked to check out the story. This
active measure was considered a success in that it served Soviet policy
objectives by providing an irritant to Japanese-Chinese relations.

I had some KGB assets in Japan pass the following story orally to
influential Japanese Government officials. According to “top secret”
information, just before the People’s Republic of China attacked Viet-
nam, there was a meeting which considered the question of whether
to attack at all. Hua Guofeng and some others were against it, but
Deng Xiaoping was for it and Deng won out. If the attack failed,
Deng will fall from power. The objective of this operation was to
discourage the Japanese from developing too close ties with China
and to make them uneasy over the course of their relations with the
PRC government. The operation was considered successful since the
KGB believed that it would lead the Japanese leadership to continue
to have doubts about the stability of Deng’s control. 4

In support of the worldwide Soviet ban-the-neutron-bomb cam-
paign, the KGB residency in Tokyo was told to get President Carter

- labeled publicly as “neutron Carter.” KGB headquarters told the resi-
dency that its effort was part of a global campaign. They were to go
ahead and get the words “neutron Carter” in the Japanese press so
that they could be replayed in other free world countries. .

The above-mentioned active measures operations in Japan consti-
tute only a part of Soviet operations of this type in Japan. The Tokyo
residency of the KGB receives daily three to five directives on all kinds
of active measures. This means that the total number of active meas-
ures directives in Japan alone is several hundred a year. It does not
mean that the residency is able to imE}ement all of them, but it would
be proper to say that one-third of this number is implemented with
various degrees of success.
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In early 1979, I was promoted to the military rank of major and
was appointed to the position of the acting chief of the active measures
group of the Tokyo residency of the KGB, which consisted of five
case officers operating about 25 agents. However, any other asset of
the KGB in Japan also could be used for implementing active
measures. v

My career in the KGB was developing successfully, and it promised
to be even better in the future. But my KGB and party superiors did
not know that for many years I was developing dissatisfaction with
and finally total resentment of the Soviet socialist system. When I
was a university student I had the chance to learn about the night-
marish cruelty and atrocities of the Stalin regime which slaughtered
up to 20 million Soviet citizens. After graduating from the university
and being transferred from one Central Committee, Communist Party,
Soviet Union-affiliated organization to another, I witnessed firsthand
the fact that the Soviet socialist system was not working for the good
. of its citizens. I came to the understanding that it is a totally -corrupt
dictatorship-type regime with rotten moral standards. Most of the
slogans put forward by the Kremlin leaders I came to understand are
aimed at deceiving peoples of the 17.S.S.R. and of the world. And I
-clearly understand that Marxism-Leninism is actually a perverted
type of religion imposed on millions of people.

I turned to God and secretly started to visit church—secretly, be-
cause if my former colleagues would know about it, T would be perse-
cuted by the Soviet authorities. My career in the Soviet Union was
successful not because I believed that it was proper to do what I had
been doing. I was working as a high performance robot, sinking my
frustrations in long hours of work. I agreed to become a military re-
serve officer and then a KGB intelligence officer because that kind of
job at least was challenaing and risky. I thought that this type of ac-
tivity would serve the interest of my people.

But fairly quickly I understood that the Soviet intelligence com-
munity is just another tool in the hands of the Politburo, and that it
has all and even move disgusting features than any other part of the
Soviet socialist machinery. :

I could not, however, ficht the Kremlin inside the country as an
cofficer of the KGB. If I had taken such actions, I would have ended
up in one of the Siberian concentration camps or, most likely, in a
mental asylum for the rest of my life. :

So I came to the decision to defect to the leading country of the
free world, the United States of America, and fight the agonizing but
still very powerful and dangerous Soviet regime from the outside. It
was not easy to come to the decision to defect. I had my wife with me
in Tokyo and a son who was attending school in Moscow. The decision
to defect was not discussed with my wife who at that time did not
share a]l my political views. She also could not make the same decision
because of attachment to our son and her relatives in the Soviet Union.

In October 1979. I contacted a 17.S. official in Janan and was immedi-
- ately granted political asvlum. The kind response toward me by the
American Government will never be forgotten. I felt free for the first
time in my life, being then already.38. I have provided the Central

Intelligence Agency with-the information I had. I hope this informa--




145

tion will help the cause of defending the free world against the menace
of Soviet expansionism and aggression. )

I am proud to say that now I have the absolutely morally satisfying
opportunities whicﬁ give me excellent chances to use all my talents to
ficht the Kremlin’s policy. It is also an honor for me to meet such
higlily professional, highly motivated, and determined officers whom
I'have met from the Central Intelligence Agency.

Several months ago I learned that in August 1981 I had been sen-
tenced by the Soviet military tribunal, after a secret trial, to death
in absentia. I consider this to be an honor for me because the Soviet
leaders showed that they recognize that I am a dangerous enemy of
theirs. They are right in this sense. It is my intention to maintain the
fight against their system by all available means for the rest of my
days. And I am not afraid of the hired assassins whom they possibly
will send to try to kill me. Now for the first time in my life I have a
God-given chance to do what is proper to do for the cause of freedom
of my oppressed people. And it is better for a man to be killed in action
rather than hiding in a hole.

After my defection, the Soviet authorities, primarily the KGB, had
begun to implement savage and revengeful actions against my family.
Over the past 3 years the Soviet authorities are progressively using all
ruthless and, even by Soviet law, illegal means to force and blackmail
my family to cooperate with them. The main reason for the indescrib-
able torture of my family by the Soviet authorities is that the KGB
is obviously under pressure to present the Soviet Politburo with
“proof” that the reasons for my defection to the United States was not
political. They cannot admit that a major in Soviet intelligence could

ossibly be a hidden dissident. It is my hope that I will gain assistance
1n the noble cause of saving my wife and son from the brutal prosecu-
tion by Soviet authorities. I have requested assistance from the State
Department in this regard.

1 declare, gentlemen, that there are honest people in the Soviet
Union belonging to different nationalities who, in spite of persecutions
and prosecutions by the Soviet regime, do not accept the devilish char-
acter of the system imposed on them and are considering the freedom,
of which they are deprived, to be God’s blessed gift to the peoples of
the free world and to the truly democratic society of the United States
of America. And I am happy to be a part of this society.

Thank you for your attention, gentlemen.

The CHAIRMAN. Mr. Levchenko, thank you very much for a very
moving and a very courageous statement, and I think that reflects the
opinion of all the members of this committee. The statement, of course,
shows that you have considerable knowledge on the operations of the
active measures that the KGB has been involved in.

Let me ask you, with reference to the Russian Embassy in Tokyo,
how large a contingent is there in that Embassy of KGB personnel and
also the total number of Russian employees in the Embassy in Japan.

Mr. Leveuengo. Mr. Chairman, the number of the Soviet people
with diplomatic rank is somewhere around 50. :

The CHARMAN. Around 50. '

Tllg. LevcHENKO. But the Soviet colony overall was quite large in
okyo. .
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The CaARMAN. And you say that the KGB have 5 active measure
officers with some, did you say—with 25 agents under their juris-
diction ?

Mr. Leverenko. Yes, roughly this number.

The Caamrman. Five active measures case officers.

Mr. Levcrenko. That is right.

The CraRMAN. The KGB has.

Is that five the only number of KGB officials in J: apan?

Mr. Levorenko. No. Mr. Chairman, in my statement I was mention-
ing that period of my activities in Japan when T was nominated to be
an acting chief of the Active Measures group in the residency. It is
a part of the political line, so-called Line PR, which is quite a large
outfit within the Tokyo residency. The political intelligence line con-
sists of the Active Measures group of the so-called Main Enemy group
which is United States, and Chinese group. So the Active Measures
group is just a part, and it consists roughly of five case officers.

But the KGB residency also consists of a CT group, which is ex-
ternal counterintelligence, and a very large S&T group, which collects
scientific and technological intelligence. So the overall number of
officers of the KGB in the Tokyo residency is probably between 50 and
60 officers. '

The CraRMAN. What kind of cover is assigned to the KGB officers
in Japan? Are they all journalists or are other kinds of cover desig-
nated for some of the KGB operatives?

Mr. LevoHenko. Quite a few of them, Mr. Chairman, are using
diplomatic covers. Many of them are using journalistic covers. Some
covers they have in the trade mission. Some covers in the Aeroflot rep-
resentation, which in Tokyo is fairly large. It has about 20 employees.
Roughly half of the Aeroflot office are KGB, mainly scientific and
technological intelligence officers.

Then there is quite a group of KGB officers who are using so-called
short-term temporary duty cover. They are visitine Japan to work
with certain Japanese private business companies to buy certain equip-
ment and things like that, and they spend sometimes 6 months over
there, 1 year, but still many of them are KGB officers.

‘The CrmamMman. Russian journalists that are assigned outside of
Russia to various countries around the world, are all of those journal-
ists KGB officers ?

Mr. Leveaenko. No, Mr. Chairman.

The Cramman. They are not. )

But a lot of the KGB officers use newspaper reporting as cover for
their activities.

Mr. LevereENnko. Yes, that is right, Mr. Chairman.

The CaamrMAN. Mr. McClory. :

Mr. McCrory. Well, thank you, Mr. Chairman.

You as a journalist, or posing as a journalist in Tokyo, had many
contacts with other journalists, did you not?

Mr. LevcHENKO. That is right.

Mr. McCrory. And then as a person who is securing other. assets to
work with the KGB, you had contacts with other journalists from
other countries than you?

Mr. LevcrENko. That is right, sir.
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Mr. McCrory. And did any of the other journalists undertake to
cooperate with you in the KGB line that you were advancing in
Tokyo? .

Mr. LevoHENKO. You mean some other Soviet journalists or foreign
journalists ?

Mr. McCrory. Foreign journalists.

Mr. Leveuenxko. The foreign journalistic community in any country
of the free world is continuously targeted by KGB. In Japan they
did have certain successes in recruiting foreign journalists in other
countries. : ‘

Mr. McCrory. Were you personally able to line up other persons to
work with you? What agents did you recruit? You mentioned several
members of the Japanese parliament.

Mr. LevcHENKoO. That is right.

Mr. McCrory. And how about foreign journalists?

Mr. Levcuenko. Few of them. I know for sure, for instance, about
one Yugoslavian journalist who, although not recruited by 1979, was
developed to the point that relations with him were almost operational
already. I knew about approaches to certain journalists from Philip-
pines, and I have knowledge on certain approaches to some British
journalists. .

Mr. McCrory. You have made mention of a parliamentary group,
the Japanese-Soviet parliamentary group.

Mr. LevcHENEKO. Speaking about that parliamentary association on
Japan-USSR Friendship, we are talking about the public organiza-
tion within two chambers of the Japanese Diet consisting of about 500
members of Parliament. It does not mean that all of them or even a
majority, or even a minority of them are Soviet agents, but several of
them are, and they are manipulated by the Soviets.

Mr. McCrory. Do you still have your wife and son in the Soviet
Union ? Do they want to get out?— —— :

Mr. LevcHENKO. Yes, they do want to get out, sir. ,

The CrAIRMAN. With respect to the family, let me ask whether or not
there are any other known instances of where the Soviet government
has freed the wife and children of people in the same position as you.

Mzr. LeverENko. No, there is no such record. The major thing which
probably can be done is to show the Soviet authorities that that type
of persecution which they are implementing against those two abso-
lutely innocent people is a very terrible and immoral thing.

Speaking about the position of the Soviet Government, sometimes
they are very unpredictable and they do change. For instance, the fam-
ily of the famous chess player, Mr. Korchnoi, chess master, was let out
0({ the Soviet Union. It happened 2 months ago. This is a sort of prec-
cdent.

So bearing in mind that the Soviet Politburo sometimes really can
make any kind of unpredictable movements, you know, hope can exist.

Mr. McCrory. If the Chairman will yield, the Helsinki Charter actu-
ally covers this, so under the Helsinki Charter, the USSR should re-
lease your family if they want to leave the Soviet Union.

Mr. LevoHENKO. That is right. ‘

- IT'have gone through the formality with the Soviet Embassy required
for that. I have filled out the affidavits necessary to provide statements
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of support, to provide an invitation and all of the rest of the require-
ments which apparently the Soviets have completely disregarded. And
the Soviet Embassy in Washington did lie to me, Mr. Chairman, be-
cause in the presence of several senior Department of State officials,
the Soviets told me that they will deliver those invitations—they call
those papers invitations—to my family, which they never did. )

The CrarmaN. Have you felt any harassment at all since 1979, since
October of 1979 when you defected or indicated to the U.S. officials 1n
Japan that you wanted to defect? Has there been any harassment at all
from the Soviet Union? Have you felt any pressure from them, have
you felt any concern about your own life?

Mr. LevorENKO. Mr. Chairman, actually I had three confrontations
with Soviet officials in the Department of State. I renounced my Soviet
citizenship, and during the third confrontation I told them that I am
declaring my personal war against them. So our relations in that field
are absolutely clear on both sides. I don’t think that they have any
doubts left.

The CrATRMAN. Mr. Mazzoli.

Mr. Mazzovi. Thank you, Mr. Chairman.

Mr. Levchenko, we appreciate your coming forward today. It is
very unusual for us to be in the presence of one who has risen to that
high rank in the intelligence agency of a foreign country. The CIA
has assured us of your reliability, but I just wonder what one or two
things could you tell us today to assure us on this point.

Mr. LevcaENKoO. I just know I trust people myself and I hope to
get the same thing back from this committee. My life is absolutely
clear, now, like the open page of a book, so I don’t think that anybody
can have any false ideas in that field. On top of other things, I under-
went thorough checking by the CIA, and this checking proves that I
am an honest man.

Mr. Mazzorz. Mr. Chairman, one last question, if I might.

Mr. Levchenko, yon talked about Soviet lobbying ¢

Mr. Leverenko. This is right, sir.

Mr. Mazzorr. And the contact between the Japanese parliamen-
tarians and the Russian parliamentarians——

Mr. LevcHENEKO. Soviet parliamentarians, yes, sir.

Mr. Mazzor1. Soviet parliamentarians, and the way the KGB was
able to more or less manipulate a lot of members.

Are you aware, to your knowledge, of the extent that the KGB has
either infiltrated or has influenced other international parliamentary
groups, and if you have any knowledge, can you tell me if such other
groups are being influenced ?

Mr. LevcaENKo. You mean, sir, relative to this country ?

Mr. Mazzor1. Involving U.S. parliamentarians.

Mr. Levcaenko. I do not have any knowledge in that field about
anv cases involving U.S. parliamentarians.

But whenever the KGB has a chance to study certain targets, they
usually won’t lose this chance.

Mr. Mazzor1r. So that you think that they probably do use inter-
parliamentary meetings as opportunities to gain information ¢ :

Mr. Levcaenko. The KGB would use such meetings as an onpor-
tunity to study people. Whether they can recruit certain individuals
or groups of individuals, it depends upon many other things.
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Mr. Mazzorr, Thank ydu very much.

Mr. Levcaenko. With the Japanese group they were fairly success-
ful, but I don’t have any knowledge on the American group.

The CraIRMAN. Mr, Whitehurst.

Mr. WrHiTEHURST. Thank you, Mr. Chairman.

In your testimony you made a reference to the Soviet military
occupation of the Kuril Islands and at the same time, I got the impres-
sion that there was an inconsistency on the part of Soviet policy. Here
on the one hand Moscow is suggesting to you various moves to bring
about friendly relations between Japan and the U.S.S.R. On the other
hand, the stationing of military forces in the Kurils demonstrates that
it is fruitless for Japan to do otherwise but to make an accommodation
with the Soviet Union.

It seems to be a peculiarly Russian technique or attitude which
flies in the face of logic because the Japanese resent very strongly
this action, and it would have seemed to have been more consistent
tc have extended the full olive branch and not a little bit of an olive
branch while at the same time coming in with a mailed fist.

Did this inconsistency never appear to your superiors in the KGB ¢

Mr. Leveaenko. Let me try to answer your question, sir, by stating
that Soviet policy appears sometimes inconsistent—different policies
apply to different target audiences.

Mr. Warreaurst. Given the nature of Soviet society, I realize it
would be difficult, but did you ever notice among any of your associ-
ates, or perhaps even friends, in the KGB people who shared the same
reservations that you did about the Soviet system ?

Mr. Levcuenko. It is very difficult, sir, to openly find some other
person like myself because understandably people like myself and
some other people, they would rather be silent.

Mr. WHITEHURST. Yes.

Mr. Levcrenko. I assume, however, that there is a group of officers
in KGB and in GRU who in their personal political attitudes came to
practically total resentment of the Soviet system, and I do think that
after my defection some other defections will follow. That is probably
§he only way to know how many people are left over there who thought

ike I did.

And that is one of the reasons why I am trying to fight the Soviet
regime in every way I can, and to show that I did not come here to the
United States just to live the rest of my life in some nice looking area.
The KGB internal propaganda tries to show that any defector would
be punished by death. The Soviets will try to kill me at some point.
Before this attempt will be made, however, they will torture families
morally, financially, and by other means. They don’t publish mistreat-
ment of families in the newspaper, but believe me, all KGB officers
and GRU officers know about that thing. ’

So that is why I think that my responsibility is even more than
probably can appear from first sight, because I have to think that some
other neonle nrobablv will come Tere. and T am sure that thev will come
here in a while, if they realize why I defected and how I am living
now. : S

Mr. Wraterurst. How did you know that you were sentenced to
death in absentia ?
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Mr. LevcaEN®o. Through a few messages received from my wife and
son and through others who have talked to them. But virtually all the
contacts with my family have been cut off by the KGB, correspond-
ence, anything. Nothing reaches them, and there is not any correspond-
ence traffic back and forth. The KGB is very vicious in that thing, and
they have huge manpower available. They stop everything except that
they didn’t cut off the telephone line. So once in a while, I have had a
phone conversation which, of course, must have been monitored by the
KGB.

Mr. WarTEHURST. You have been able to call.

Mr. Leveaen®o. I had the chance to call, and my wife told me that
they wanted to subpena her to say something derogatory about me.
She flatly rejected cooperation with the KGB. But, it is not only the
death sentence which I received ; the verdict went further: The confis-
cation of all her property as well as joint property and my own was
ordered. There is supposed to be a certain legal system in the Soviet
Union; so by law they had to notify her what happened. And, that is
why she has knowledge about the sentence, because they sent her official
notice that I am sentenced to death and all property confiscated.

Mr. Warrerurst, What is the KGB opinion of the CIA ¢

Mr. Levonenko. I think professionally they regard the CIA as a
very sophisticated and very capable intelligence service.

Mr. Warreruorst. It is not a topic of much discussion among your

associates or your superiors?
"~ Mr. Levocaenko. No, there have been quite a few discussions. Most*
-of those discussions, sir, were a sort of professional assessment of——

Mr. WarterURST. Right, that is what I was seeking.

Mr. Levcaengo. That is right. The KGB’s professional assessment
is they regard the CIA very highly, as a very capable and able intelli-
gence service.

Mr. Warresorst. Thank you very much.

The CHATRMAN. Mr. Mineta ?

Mr. Minera. Thank you very much, Mr. Chairman.

Again I want to thank you, Mr. Levchenko, for your very fine state-
ment and your appearance here today. '

In your testimony you also talked about the general staff and KGB
training of the PLO terrorists.

Do you have knowledge of any other training, or training of any
other terrorists by the general staff or the KGB ?

Mr. Levcuenko. To my knowledge, when I was working with the
Soviet Afro-Asian Solidarity Committee, they provided certain train-
ing to some cadres of the late Augustinio Neto’s MPLA, the organi-
zation for the liberation of Angola, the so-called national liberation
movement in Angola, before they took power in that country.

As well, they were providing training for certain other so-called
national liberation movements. _

I know that the training was done by the KGB and GRU because
one of the facilities, about 20 miles away from Moscow, belongs to
KGB and is run by KGB. The other facility in the Crimea is about
1,000 miles south of Moscow, belongs to the General Staff of the So-
viet Army, where they provide guerrilla-type training.

Mr. Mivera. And to whom are the Soviet authorities directing those
efforts, or who is being trained, let’s say, in the Crimean site?
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Mr. Leveaenko. Mainly officers and warrant officers, some soldiers
of PLO affiliated organizations and some national liberation move-
ments. — :

Mr. Minera. Of which countries?

Mr. Levcaenko. I knew for certain about Angola and the PLO.

Mr. MineTA. So it is not only the GRU officers who would become
agents in those countries, but also people from those countries who
would also be trained, who are being trained in the Crimean or this -
other site not too far from Moscow.

Mr. Levcuenko. Those facilities, sir, are maintained just for train-
ing of foreign people.

Mr. MinEeTA. T see.

Mr. Leveaenko. It is not where GRU or KGB officers are also going
through training. Those two facilities are special facilities just for
that purpose of training foreigners. :

Mr. MinETA. T see. R

Now, you mention also in your statement about the deserters from
Vietnam who eventually immigrated to Sweden. SRR

Mer. T.rvcuenko. That is right. ) .

Mr. MineTa. And could you tell us in any more detail about what
you know about the Soviet exploitation of those U.S. deserters from
the Vietrnam war? o 8

Mr. Levcaengo. Yes, sir, by the Vietnam Support Committee,
which I stated in the statement was an independent public organiza-
tion just on paper, but actually it was Department of the Soviet A fro-
Asian Solidarity Committee. That is really the same committee to
which I was assigned to work with all American deserters, except for
the first four who deserted from the aircraft carrier. They were han-
dled by the Soviet Peace Committee. All others were handled by the
Soviet Afro-Asian Solidarity Committee. So I knew all of them, and
I had to be with them throughout the whole period of time they spent
in the Sovet Union.

The main assistance, if vou can call it that, which the KGB provided
to the Afro-Asian Solidarity Committee was the establishing of a
route of escape from Japan to the Soviet Union. The KGB hired a
counle of Joranese fishing boats and recruited their captains indirectly
through a Japanese organization. The organization does not exist any-
qmore now, but in those years it was called the Vietnam Peace Commit-
tee. It was a very active organization which consisted of mainly intel-
lectuals, very liberal or very radical minded. The KGB recruited one
of the key leaders of that organization, and through him they estab-
lished that channel, those fishing boats. The fishing boats would go
close to Soviet territorial waters, and then Soviet patrol boats picked
%}) the next group of deserters and smuggled them into the Soviet

nion. :

Then when on the territory of the Soviet Union, officers from the
KGB and GRU routinely questioned them. We are talking about GI’s
who can provide low-level information, such as who his platoon com-
mander is and his battalion commander and probably brigade com-
mander. and what kind of rifle he was using—not that much.

But the KGB and GRU were extracting even this information. al-
though this collection activity was not the main thing for the KGB or
the GRU. The Politburo, as the main effort, decided to utilize that
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chance in active measures, as a propaganda showcase, and that is why
the Soviets extracted from all of these GI deserters very long state-
ments or interviews denouncing the role of the United States in the
Vietnam war and related issues, which the Soviets played and replayed
all over the world.

The KGB and GRU did not directly try to recruit them, let’s say,
because again we are talking about 18-, 19-year-old GI’s: The main
things they wanted to do with those deserters concerned propaganda
because they deserted exactly at the very critical moment of the
Vietnam war, when the Soviets were already staging a worldwide
campaign.

Mr. Minera. You first visited Japan in April of 1966 as an interpre-
ter of the Soviet Trade Union Delegation. -

Mr. LevceENKO. That is right.

Mr. MineTA. Were you at that point a referant of the Afro-Asian
Solidarity Committee ?

Mr. LevcaENKo. No, not yet. I was still within postgraduateship and
T was still with the Soviet Peace Committee.

Mr. MinETA. And this is after the time you were in training as an
illegal intelligence operative ?

Mr. Leverenko. That is right, sir.

Mr. MingTA. Around the 1966-67 timeframe.

Mr. LEvecrENEKO. That is right, sir.

Mr. MineTA. And then you were in Cairo, is that correct?

Mr. LevcEENKO. Yes, that is right, in January 1971.

Mr. Minera. Why would they smuggle them into Japan for transit
to the Soviet Union if these were defectors or deserters from Army
units in Vietnam ?

Mzr. LevcHENEKO. All of them:

Mr. MineTa. Would there not be more direct ways to get them into
the Soviet Union?

Mr. LevcaENKO. No, those deserters were trying their best to save
their lives and to feel themselves secure, so that is why certain radical
lawyers provided them very comprehensive consultation in that matter
because if they would desert directly from Vietnam to some third
country, they would be court-martialed because it is cowardness on bat-
tlefield and things like that. They can end up with very bad, very long,
at least, term in jail. So some smart radical type lawyers advised them,
especially bearing in mind that all of them had been wounded in action
and Japan was like a huge hospital at that time, and they were bronght
‘to Japan, and following advice of those lawyers, they defected from
Japan because it was not a country where the combat was going on.

Mr. MINETA. I see.

So these military people had not defected in Vietnam ?

Mr. LevcHENEKO. No, not in Vietnam.

Mr. MingTa. They had come back to a base hospital or something of
this nature, and then from there they——

Mr. Leverenko. That is right, sir. Let’s put it in this way, that they
defected from the Vietnam war but not from the territory of Vietnam.

Mr. MineTA. T see.

Now, was your time in Japan mostly as a cover as a journalist ?

Mi. Levcrenko. That is right.
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Mr. Minera. Now, given the facts that you felt that there were at
least, did you say 50 KGB officers in Tokyo?

Myr. LevcHENKO. At least. I think probably more than that. .

Mr. MineTA. And then there was some reference in answer to Chair-
man ?oland’s question, to the figure 200. The 200 is in reference to
what?

Mr. Leverenko. No, 200, it is the figure from my statement saying
about the approximate number, yes, approximate number of Soviet
assets recruited, agents in Japan. The Soviet colony in Japan is some-
where around 300 people probably, the Soviet physical presence in
Japan. The Embassy relatively is not large. It has about 50 diplomatic
officers. I don’t count some support officers, technical staff, and things
like that, 50 diplomats. But the Trade Mission is fairly large. It
probably has over 50 people. Aeroflot has about 20 people. The No-
vosti Press Agency has about six people, or seven now, probably. And
the Tass wire agency is another six or seven people. Then so-called
short-term TDY ’ers continuously there from probably 20 to 50 people.
So the whole Soviet presence is relatively large over there, and ap-
proximately 50 percent of it are either KGB or GRU officers.

Mr. MingTA. So of the, let’s say, the KGB in Japan was receiving
three to five directives on active measures a day ?

Mr. Levcaenko. That is right.

Mr. Minera. And if that kind of effort is being directed in Tokyo,
would you have any idea of what kind of activity along that line would
be directed in a place like Washington, D.C.?

Mr. Levcienko. I wanted to remind you, sir, that we were talking
about the cable traffic, so there were from three to five incoming di-
rectives on active measures. It does not mean that every cable was
dealing with one active measure. Some of them were followup cables,
some of them were backup cables, but the overall number of actions

probably ran up to 100. T mean actions which had been taken one way
* or other with different degrees of success. That figure is for 1 year.

Some active measures are of large scale. Some of them are small
things. They will ask some agent to go to some Member of Parliament
and tell him just some small thing, but still this will help the Soviets
to achieve certain goals or will hurt feelings of a certain group in
t{nle Liberal Democratic Party on certain political issues, things like
that. :

Japan is considered by the KGB to be the easiest country in which
to run active measures operations because of the legal situation and,
because of very easy contacts by Soviets with Japanese journalists,
who are very friendly. The Japanese are very sincere, open people,
and sometimes, you know, the KGB is very tricky and misleads serious
people by talking them into serving Soviet ends sometimes, while their
contacts even don’t understand whom they are doing the thing for.

The same thing I would say even is true even with many people in
the Japanese Diet. Some are very easily accessible, and the Soviets are
very active there. They are continuously targeting many of them and
‘continuously pushing all kinds of ideas. Some ideas they push not
only through their trusted agents. They just go to some member of the
Diet. They will start certain political conversation, and they will insert
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in this conversation certain ideas which they want to push through,
and in many cases even that type of semiovert operation will work.

So, the number of the active measures actions in Japan, I think is
probably the largest in the world because it goes relatively easy. It is
hard for me to say how many operations they run in the United States.
I assume that in the United States, it is my personal opinion, that the
Soviets would rather prefer to be involved in semiovert type of ac-
tivities, visiting different figures in the U.S. academic world, some peo-
ple on Capitol Hill, some otl:er political figures, and trying to have cer-
tain discussions, and insert in those discussions ideas which they want
to push through, which for a professional intelligence officer in that
field, basically it is not that difficult a thing to do.

Mr. MineTa. Besides the Embassy in Tokyo, how many other con-
sulates or other kinds of offices do the Soviets have in Japan?

Mr. Leverexko. They have the Embassy in Tokyo and a very large
trade mission. We already discussed Aeroflot and other outfits.”They
have consulates, fairly large consulates—in Sapporoion Hokkaido and
an even larger newly built consulate in Osaka.

‘Mr. Mingra. Do they come under any kind of travel restrictions as
we might place on Soviet diplomats here in the United States?

Mr. Levouenko. That is right, sir. People with diplomatic covers,
Soviets with diplomatic covers, they are restricted in traveling around
the country.

Speaking about journalists, Soviet journalists can travel in any
part of Japan without any notification to the press department, the
press bureau, or the Japanese Foreign Office. -

I personally had the experience of visiting Okinawa, which is fairly
far away from Tokyo. Twice, I have been to northern Japan, and was
never stopped—there is no such regulation to notify anybody about
press travel. That is why the journalistic cover is liked so much by
the KGB, not only in Japan but elsewhere.

For some diplomat, sometimes it is rather difficult to walk into
the office of a Member of the Japanese Diet because it already puts this
meeting sort of in a very formal way, because it is a foreion dip'omat
and a Member of Parliament. Sometimes it can lead to sad happenings,
but it is very positive that Japanese parliamentarians are very much
like journalists, and they are very easy to gain access to. If you call any
. Japanese Member of Parliament, you will get an appointment let’s
say 2 or 3 days after the phone call. Sometimes it would be the next
day, sometimes it would be the same day. And they are very open and
sincere with foreign journalists. So they don’t feel themselves under
stress or whatever, which naturally people feel while talking to official
representatives of the Embassy.

So, the number of topics for free, easvgoing discussion for journal-
ists is basically enormous, and the point is that if a professional in-
telligence officer who is using journalism as a cover for his main activi-
ties takes part in a conversation, sometimes he can influence certain
politicians. By utilizing different techniques. Sometimes he can take
his subject on an ego trip, sometimes encourage arrogance, sometimes
enconrage dissntisfaction with the policv of the Government. For ex-
ample: as you know, when Japan and China had siened their treaty
for peace and friendship, many politicians, especially very conserva-
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tive politicians, were against the treaty. They were very unhappy. And
some of them during that period of time, basically in an overt way,
disclosed a lot to the Soviets. They had been outraged. They wanted
to hurt that treaty. The Soviets had many chances, basically through
journalists, to insert into the minds of those gentlemen some ideas,
which were prefabricated by Service A of the First Chief Directorate,
which is professionally very smart in creating a small story that will
be exciting and which some Member of Parliament won’t forget. He
will go to his friends, or even to the leadership of his party, and he
will convey his story. I simplify the process, but that is how it works.

Mr. Minera. You say roughly six KGB officers were journalists
under cover ?

Mr. Levcaenko. In the Tokyo residency ¢

Mr. MineTA. In Tokyo with the New Times. You were a journalist
with the New Fimes.

Mr. Levcaenko. That is right.

Mr. MiNneTA. And you just mentioned the figure six journalists in
Japan as part of the colony ? :

Mr. LevereNKo. No, no.

I mentioned just 6 working for Novosti Press Agency, another 6
working for TASS telegraph agency, which makes 12 overall. Then
there are so-called independent journalists, if you can call Soviet jour-
nalists independent : radio, television, New Times, Pravda, [zvestiya,
and 7'7ud—the labor union newspaper—presented in Japan, and some
others, so the overall number would be I think 18 Soviet journalists
that were working there. ‘

Mr. MinETA. But in 1975 you say only two were not KGB.

Mr. LevcHENKO. I was saving, sir, that about New 7T#mes magazine
in the whole world not just Japan.

New Times magazine that year had 12 foreign correspondents. Now,
if T am not mistaken, they have 14. That year they had 12 correspond-
ents scattered all over the world, but 10 of them were KGB officers,
and 2 of them were so-called clean. But those two so-called clean
journalists, at least one of them was a. very active person doing quite
a variety of things for the International Department of the Central
Committee of the Soviet Communist Party.

Mr. Minera. Thank you very, very much, Mr. Chairman.

Thank you, Mr. Levchenko.

The CaatrRMAN. Mr. Stump ?

Mr. Stome. Thank you, Mr. Chairman.

Mr. Levchenko, let me commend you for your courage. -

To what extent was there any public statement made of your -
defection?

Mr. Levcaenko. When I came to the United States, there was no
public statement other than that I was granted political asylum by
the United States.

Mr. Stomp. Was there ever any acknowledgement, particularly in
the Soviet Union, of your defection?

" Mr. Levcuenko. After I came here, in probably 2 days, the New
York Times published a very tiny item with a very tiny photo of mine
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saying that New Témes magazine “Tokyo correspondent Levchenko,
age 38, defected to United States; nothing else.

I myself started to make some public statements when I started to
. know what the KGB was doing with my family over there. I published
“one article in the Russian language newspaper which is published
in New York, a very fine newspaper that is published by emigrees. My
article was called I Declare War, in which I reminded the Soviets
about my confrontation with them in the Department of State and I
sort of invited them to look into this problem really, to take this prob-
lem seriously, that it was not just words, that I am going to fight them,
seriously. It was a long article.

Then another article was published in one of the major West Euro-
‘pean newspapers, also basically saying the same thing.

Speaking about the Soviet Union, they have a problem, because my
file in the KGB does not lead them to find anything bad about me
because there is nothing—it is impossible for them. It is against the
Soviet Communist nature to admit that a KGB major defected for
political reasons. It just cannot happen by their ideas—they know
that it can, but they cannot tell that to the Politburo or the Russian
people.

The KGB also probably doctored the damage report because they
probably didn’t want to show the Politburo extent of what I knew.

Then for quite a period of time they were tryine to dig up anything
bad on me because that’s the only way they can. They started to inter-
rogate my wife and my son on a weekly basis for more than 2 years.
They couldn’t extract anythine from them, and they wanted to—they
tried to force her to make TV appearances or an interview for some
s}elven newspapers denouncing me. They couldn’t force me to do this
thing.

Si) that’s why they are silent. And finally they arranged the secret
trial.

Mr. Stump. What are these so-called confrontations that you had?
Where and how did they happen?

Mr. LeverENKO. They were organized in a very professional way by
officers of the Department of State. From five to eight Department
of State officers were present on one side of the table. I sat with the
State Department officials on the other side, the opnosite side of the
table, usually two or three high ranking Soviet Embassy officials sat.

Mr. Stuae. That was here.

Mr. LevceeEnko. Yes, yes. They made a transcript of the whole
thine, and I could leave at any moment because at times like that
graciousness carries nobody.

The last time I did leave because the Soviets started to try to em-
barrass me.so I inst left that meeting.

Mr. Stome. What means did you use, or what was your most suc-
cessful tool in your recruitment of acents? Was it monetary comnen-
sation, or one of philosophy, or what when you approached these
people?

Mr. LevcaEENKO. You mean
Mr. Stonme. When vou recruited— : v _

Mr. LevcrEN®o. The methods of the KGB or my personal methods?
Mr. Stome. Well, both.
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Mr. Levenenko. The ideological method of recruitment gradually
loses its priority now because even in many countries with fairly pow-
erful Communist Parties, still people don’t like the Soviet Union for
one reason or other reason, things like that. So there are only a few
really devoted, absolutely pro-Soviet Communists or Marxists and
people of that sort in the Free World. But the KGB uses an ideologi-
cal basis in a little bit different way. For instance, the way they re-
cruit many politicians, they are looking for politicians who are very
upset about the present government or about a certain issue—an inter-
nal or external issue—in the government which makes them unhappy to
the point that they want to fight against this thing by all their means,
and usually they need some sort of good advice, outlet, at least, for
their outrage and things like that. And sometimes that outlet can
happen to be a Soviet journalist or, you know, a neatly dressed nice
looking Soviet diplomat who will understand everything and who,
being a professional intelligence officer, will never forget in a very
suave way to ask quite a few sympathetic followup questions.

And that’s how he will start to study that individual. And if
that individual will show any other kind of vulnerability the KGB
will try to re~ruit him. If, while studying him, they will find out that
he just bought a townhouse or some other piece of property elsewhere,
and he wanted it very much, but he didn’t think that much about his
financial situation, and he now finds himself in deep trouble; if he has
such vulnerability, the KGB will try to give him money. -

So it is a sort of diversified approach.

Sometimes, you won’t believe it, but you know, sometimes the KGB
will recruit agents on personal basis, on the basis of personal friend-
ship because Soviets sometimes are very patient in the recruitment
process. Sometimes they will spend weeks or even months just on nice
discussions of certain problems. They won’t be even that nosy, because
they are professionals. They are studying. They know how to read
the person, plus they utilize that time as a time out for che~king that
individual through other assets or through other means available. And
only in the long run when they understand all the target’s vulnerabili-
ties, how they can cope with the person, will they recruit him.

At the same time, I want to say, sir, that in the 1950’s, the KGB was
involved in that Stalinist, goofy type of recruitment, professionally
goofy type of thing; when they know that somebody can be black-
mailed, he is rine for recruiting whether he is an ideological friend or
whatever, the KGB then produces in some restaurant while drinking
coffec or whatever, a piece of paner, and they will tell that poor indi-
vidual to write them a sworn statement that from now on he con-
scientiously will work as a secret agent of KGB.

Today they don’t use this method often because only a few indi-
viduals will sign a statement like that and will be able to sleep nights
thereafter.

Many of the Soviet agents abroad, of KGB agents abroad, do not
know that thev are working for the KGB, because KGB officers are
developing all kinds of covers or professionally speaking “flags.” They
will, for instance—1I can tell you a personal example : one agent whom I
recruited assumed that he was working for the New 7mes magazine;
I told him that New Témes was very influential; that it published a
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confidential news letter for the top Soviet leaders, where names of the
sources were not quoted so everything is secure, and on top of other
things, money is paid for writing articles. So that person was working
for something which never existed, ever. But he couldn’t check it
because it is confidential.

So many of the Soviet agents are working for the Soviet Union, but
for all kinds of weird things which don’t really exist, because the KGR
understands that psychologically many people like prominent journal-
ists or politicians or whoever want a fig leaf, If somebody would
rudely tell them that from now on you will be on the payroll of KGB.
1 bet with most of them it would be last conversation. That person will
never, ever meet the KGB officer again. That is why they create all
kinds of cover stories.

I would term these tactics a highly professional but devious tactic
for recruitment of agents. Some agents they will just buy. It depends.

Mr. Stome. Thank you.

The CHAIRMAN. I am going to yield the remainder of the time to
Mr. Young who has evinced considerable concern over the worldwide
propaganga efforts of the Soviet Union, and particularly some of the
peace organizations and the activities of the International Department
and the International Information Department of the CPSU, on the
kind of propaganda and the effectiveness of that propaganda through-
out the world, and we will wind this up at 5 minutes to 12.

Is that satisfactory to you, Bill? You have the remaining time.

Mr. Youne. Yes, that 1s fine. Thank you very much, Mr. Chairman

Mr. Levchenko, as the member of this committee who had requested
these hearings, I would like to ask several questions before I get into
the general subject. :

Are you here willingly ?

Mr. LevoaEnko. Yes. I was looking forward to this day for, let’s
say, 8 years almost. .

Mr. Youwe. And you are under no duress of any kind to be here.

Mr. LevcrENEoO. Not at all. ‘

Mr. Yoone. As you presented your oral statement, I followed it with
a handwritten statement, and I show that to you.

Is that your handwriting?

Mr. LevorENKO. Yes, that is my handwriting.

Mr. Youne. In the preparation of that statement, did you do this on
your own or did someone dictate it to you? -

Mr. Levcaenko. Not at all.

Mr. Youne. It is totally your product.

Mr. Levorenko. Absolutely. It was written in my house personally
by myself, sir.

Mr. Youne. Well, frankly, I can read your handwriting easier than
I can read my own. But T wanted to establish that fact, that you are
here as Stanislav Levchenko because you have a mission, as you stated
in your own statement, your own personal war that you have declared
against the Soviets.

Mr. Levcuenko. That is right, sir.

Mr. Youxe. If nothing else comes of this hearing, it appears to me,
then, that this statement which is your statement has to be considered
a valuable weapon for us in the fight for freedom because it certainly
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establishes the fact that the Soviets are doing and will continue to
do certain types of things that some naive people here in our country
refuse to recognize. o

In a meeting that you and I had some time ago, we discuss the ques-
tion of some folks being a litle naive on this subject.

I wonder if you would have any comments about your experience
in finding people who really don’t believe that the Soviets would do .
something like this. ‘ v

Mr. Levcrenxo. I didn’t have that many experiences in that field,
but once in a while, I do lecture to certain audiences, and I just love
these audiences because people ask you any kind of question, sir, and
your mind is working and you feel yourself happy because it is crea-
tive. But, some questions are—I won’t call them exactly naive, but I
would say they show the lack of knowledge of why the Soviet Union
is really dangerous, to that extent, why 1t is using active measures
actions and operations as a totally offensive political weapon against
the free world. That kind of experience I did have. Usually you
have to spend quite a lot of time to explain to people what this
whole thing is about. S

But I consider it a great honor for me to proceed with those lecturing
activities and things like that, to talk to people and to explain to them
details of Soviet active measure. . e B

Mr. Youne. I want to go to page 4 of your handwritten statement,
and I acknowldege that the page numbers don’t coincide with your
typed statement, but on page 4 of the handwritten statement you say
the Soviet Afro-Asian Solidarity Committee, under the close guidance
of the International Department Central Committee Communist
Party Soviet Union, is involved in political, financial, and to an ex-
tent military support of the so-called national liberation movements in
the Third World countries and maintains unofficial, sometimes con-
fidential contacts with the pro-Soviet leaders of the political parties
in countries of Middle East, Africa and Asia. »

‘This Soviet committee also organizes worldwide campaigns aimed
at the weakening of the influence of the United States and other free
world countries in the Third World.

That is quite an objective for this Soviet committee. -

Mr. LevcaEnko. That is right, sir.

Mr. Youna. And the Communist Party, Soviet Union. .

How much detail can you provide us on financial support that is
provided by the Soviet Union either through the Afro-Asian Solidar-
itv.Committee or through the KGB or any of the other organizations
that they operate? A

How much detail can you give us on their financial support of these
various efforts throughout the world ? '

Mr. Leverenko. Yes, sir.

If you don’t mind. let me give you, sir, one example. You know some
radical elements in this country still are wearing a sort of ski hat, sort
of a flat ski hat, woolen, knit. That hat created a fashion, which came
to the United States because exactly those types of hats had been worn
by the MPLA. guerrillas in Angola, and all of them were Soviet made
and provided en masse, just like 100,000 of them.
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Clothing, uniforms, it is not just directly money, but products like
the hats that cost money, which adds up because you are talking about
providing things like uniforms to sometimes tens of thousands of

ple.

p‘?"(I)‘hen, the Afro-Asian Solidarity Committee, through the Interna-
tional Department, makes arrangements with the General Staff of the
Soviet Army to provide such so-called national liberation movements
with arms, including tanks and other heavy weapons. '

So that is why I have said what I have in my statement. For instance,
weaponry is not shipped directly from the Soviet Afro-Asian Soli-
darity Committee, but the committee takes a very active part in these
negotiations. It would be Afro-Asian Solidarity Organization officers
which would get the list of all needs of those so-called national libera-
tion movements, then provide it to the Central Committee, Communist
Party, of the Soviet Union. The Secretariat or Politburo would then
make a decision, for instance, that they are going to spend $20 million,
$30 million, $50 million on some project, and then action would be
taken. And, if it is weaponry, then the Soviet-Army will provide the
weaponry.

In the Soviet Union, all organizations like the Afro-Asian Solidar-
ity Committee, which is affiliated to the International Department,
all of them are co-related, and they are coordinating their activity
on literally a daily basis.

Another way of providing financial support by the CPSU can be
seen when, for example, the Soviet Afro-Asian Solidarity Committee
organizes lots of congresses on the territory of the Soviet Union or
abroad. All the expenses, including air tickets, for those conferences
are paid for by the Soviet Afro-Asian Solidarity Committee, and the
cynicism of this situation is that the money in rubles, in Soviet currency
basically does not come directly from the Soviet Government; so, if
some gentleman like Mr. Arbatov will say that the government has
nothing to go with it, in a way it would be true, because the CPSU has
the so-called peace fund, the peace foundation, which is a type of public
organization. But the peace fund too comes under the guidance again
of the International Department, which ensures that the Soviet Peace
Fund spends its money for the right causes. Every member of the
Soviet society is like a soldier, especially if you are a party member.

So the party, for example, will tell you, you have got a Nobel prize,
like two Soviet academicians who got them, and the funds granted
with those Nobel prizes, the party forces the recipients to give away to
the Soviet Peace Fund. Then the case of Soviet football teams, which
ave fairly good, because they are professionals while they are saying
that they are amateurs. Thé party says to them that proceeds from to-
dav’s game will go to the peace fund.

Then, in huge factories some workers will spend a full working
day in which they “donate” their wages to the peace fund. They are
working for free. so that that money will go into Soviet peace fund.

And then all this type of money—again I repeat the name of the
organization, it is Soviet peace fund—is utilized by the World Peace
Council which talks about peace, and by Afro-Asian Solidarity Com-
mittee, which provides everything including the military uniform and
arms to the so-called national liberation movements.
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Mr. Younc. They do make an effort to cover their tracks so that it
can’t be traced directly back to the official Soviet Government.

Mr. Levcuenrko. That is right, sir, but in certain cases they even do
this thing openly.

Mr. Youne. This Mr. Arbatov you mentioned, is he the gentleman
“asso~iated with the Canada-U.S.A. Institute?

Mr. Levonenko. That is right. He is Director, to my knowledge, of
that research institute.

Mr. Youne. Well, again, back to that part of your statement that I
read when you said that the committee organizes campaigns aimed
at the weakening of the influence of the United States and other free
world countries, et cetera, of course, here we are talking about the
active measures, here we are talking about the propaganda, we are
talking about the forgeries which we are seeing more and more of all
the time.

What other types of things are you talking about that they would
use in that campaign ?

Mr. LevcHENKO. Are you talking, sir, about the Afro-Asian Solidar-
ity Committee?

Mr. Youne. Yes.

Mr. LevcHENKO. No, the Afro-Asian Solidarity Committee is not in-
volved in forgeries or in professional-type KXGB-type active meas-
ures. They are involved in active measures of the International De-
partment type. Most of them are overt.

What do they do anyway. There is a presidential council of the
people’s Afro-Asian Solidarity Organization, which had its headquar-
ters in Cairo. All of the members, almost all of—it would be wrong
to say all—the majority of these members of the presiding council of
the solidarity organization with headquarters in Cairo are continu-
ously used, influenced or manipulated by the Soviet Afro-Asian Soli-
darity Committee, for which vou can read “International Department
of the Central Committee.” Whatever conference they have on what-
ever topic, you know, freedom to people in Fiji Islands or whatever.
(Sometimes they have very unpredictable conferences and congresses)
—the Soviets know the results, the outcome of this congress or that
congress beforehand because everything is prepared ahead of time, all
papers, and everybody is prepared. The Soviet managers already had
very lengthy discussions with potential speakers, and things like that.

Mr. Youne. So there is no question as to the outcome? __

Mr. LevcaENKO. Sure, because you know, sir, you know, it is sort
of instinctive, it is in the blood of the Soviet leaders, rubber stamp
voting, and they cannot afford to have a mistake in any kind of inter-
national conferences or congresses.

Sometimes they do have minor troubles because sometimes a certain
individual will go out of control. We are not saying that everybody,
100 percent, is manipulated, but the majority is. There is no question
about that, sir.

Mr. Youncg. Well, I am going to stick to this line of questioning
dealine with the attempt to weaken the influence of the United States.
and related to all of these committees, and including the KGB, and
that is where you were specifically involved.
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When they—and this is any of them—when they do whatever it is
they are going to do to try to weaken the infiuence of the United States
or whatever else their objectives might be, what kind of restrictions
do they operate under? ¥or example, let me give you an example of
what 1 am asking. )

The subject of the use of journalism as a cover, as a front has been
discussed throughout the whole hearing this morning. If the CIA were
to attempt to use journalists as cover, there would be such an outery. .
from certain areas in the United States that we would really have
more political problems than we couid handle. That would be a re-
striction on the way that our intelligence community-functions.

‘What about the KGB? Are there any restrictions at all as to who
the KGB is allowed to recruit or to work with or to use as agents of
influence or planting propaganda or forgeries or-anything like that?

Mr. LEvcHENKO. Sir, speaking about the way the KGB uses all
kinds of covers for their oificers, they have the whole variety, but you
mentioned journalism. Practically every Soviet newspaper or magazine
has some KGB officers using that certain publication as a cover, New
Times magazine is really, I would say an astonishing example, because
we are talking about 12 foreign correspondents, 10 of which are KGB
officers. . :

Novosti Press Agency usually in large countries has up to six jour-
nalists stationed. They have bureaus in large countries. You can be sure
that out of the six, three will be KGB and one or two will be GRU.

So in some countries, the Novasti Press Agency bureau has only one
so-called clean person who usually will be chief of the bureau, a very
hard working person because all the other crowd doesn’t bother itself
to do something for that poor Novasti Press Agency; all of them are
working in the intelligence field. ‘

. The TASS wire agency, telegraph agency, which is the official Soviet
telegraph agency, the same thing. In Japan, for instance, they had, yes,
six I think, three of them KGB and one GRU, two clean.

New Times magazine we have already discussed.

Then Komsomolskaya Pravda, which is the Young Communist
league publication, its daily newspaper with a large circulation in the
Russian language—their correspondent in Tokyo is also an officer of the
KGB political line, political intelligence, and as he told me, in most
countries, Komsomolskaya Pravda journalists are also in fact KGB
operatives.

Izvestiya in some countries has KGB operatives using its cover but
not in every country. '

The only newspaner with which KGB has certain difficulties to use
as a cover is Pravda because it is the official Communist Party news-
paper, but I know for sure of one examnle. Pravda had four of them
here in United States, (two I think in Washington and two in New
York) one of them until he left recently was a high-ranking KGB
officer. So even Pravda sometimes has KGB officers as their cor-
respondents.

Mr. Youxe. What about the academic community? Are there any
restrictions on the KGB preventing them from using academics, the
. academic community, professors, students?
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‘Mr. LevcaeNEo. Sir, there is an Academy of Sciences in the Soviet
Union, and its executive body 1is the so-called Presidium of the Acad-
emy of Sciences of the USSR, and they have a bureau or department
of international relations in that executive body, which is responsible
for the whole exchange of Soviet scientists and foreign scientists, who
are going: here and there. The first deputy chief of this department in
the Academy of Sciences is a KGB colonel. So none of the Soviet
more or less high ranking researchers or members of the academy of
sciences can go abroad without the knowledge of that KGB colonel.
. 'This does not mean that every Soviet academician is spying wher-
over he goes, not all of them, you know. Some-of them, sure, are going
for a real exchange in some certain scientific research field or what-
ever. But again, we are talking about the Soviet system, where poten-
tially the KGB can recruit practically anybody they want. And it is
very hard to answer this question, for instance, how many Soviet sci-
entists are cooperating or so-called co-optees of the KGP.? Many of
them are. Many of them are KGB co-optees on a regalar basis. Many
of them are not on regular basis, but they are approached by a very
high ranking KGB official, who will ask them just to do one thing at

-9, time, and probably he will never ask them again, but one way or
another, a majority of Soviet scientists can be used by the KGB for
gathering intelligence information. '

But speaking about the use of such institutes as a cover, the KGB
does use such institutes as a cover, but we are talking about not that
many KGB officers working there, because if you are going to pretend
to be a professor you have got to be a professor, but this is a tech-
nicality. _

‘Mr. Youne. But the point is, with the Soviet system there are no
restrictions against who they can recruit or who they can use, right?

Mr. Leveiiengo. Not at all except for former Soviet illegals and
former KGB officers after they are retired. ‘

Mr. Youne. I see. '

Mr. Leveuenko. That is the only group of people whom they can-
not rehire,

Mr. Youna. As a KGB officer, were you aware of many of the re-
strictions that your U.S. counterparts had to work nnder?

Mr. Leveaenko. I did have knowledge, but not comprehensive, be-
cause the United States was never my-specialty, sir.

Mr. Youna. Well, I understand that, but I just wondered if it was
one of the little jokes that——

Mr. Leveuenko. Yes, I knew, and there have been certain jokes.
For instance, in Tokyo there is the largest foreign journalistic com-
munity in the world, about 1.000 foreign journalists are continuously
residing in Tokvo, and the KGB knew for sure that none of the Ameri-
can journalists belonged to the Central Intelligence Agency.

Mr. Youne. As the KGB prepares its officers, are the training facili-
ties extensive or adequate or inadequate? How would you describe the
:training facilities? ‘

Mr. Levenenko. Training facilities are very adequate. The KGB

~has nice, spacious buildings with gymnasiums, with swimming pools
and everything, good -cafeterias, auditoriums are fairly modernly
equipped.
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- Mr. Youna. Is there enough of the.equipment, for example?

Is there a shortage of equipment or do they have whatever they
need ¢

Mr. Levcaenko. They never experience any shortage of equipment
because usually in the Soviet budget system, the KGB and the military
have the highest priority in getting whatever money they want.
~ There could be some very temporary shortage in something like, for
instance, instead of 100 chairs in the auditorium they get only 70; so it
would take them a couple of weeks to write letters and to buy them,
but not serious things. ‘

Mr. Youne. But they don’t have to make do with someone’s leftovers
or improvise something to be something other than what it was in-
tended to be. They have basically what they need for these training

rograms.
P . LevcaENEO. Yes, the KGB has what it needs for training pur-
poses, sir.

Mr. Youne. We talked earlier about Mr. Arbatov. There is a gentle-
man named Radomir Bagdanov who also works with Arbatov.

Do you know anything about him, or did you while you were in the
KGB know Bagdanov?

Mr. Levoaengo. That name is familiar to me, sir; and I did know
that he is one of the deputies of Mr. Arbatov. I knew that one of his
deputies is a high ranking KGB colonel. I personally suspected Mr.
Bagdanov to be the KXGB colonel.

- Mr. Youne. As the Soviets pursue their objective of weakening the

" influence of the United States and expanding the influence of the

Soviet Union, they use a lot of organizations, and we have talked about
many of them.

. Can you comment on the role of some of the international Soviet

fronts in the active measures program ¢ .

Mr. Levoaenko. First of all, sir, I will say again that primary are
the Soviet Peace Committee and the World Peace Council: The World
Peace Council probably is the most active in that field. It exists since
1949, and the Soviets developed the whole machinery. They have a lot
of expertise in that field. They know how to manipulate other coun-
tries’ movements and things like that.

Then I would say the Afro-Asian Solidarity Committee goes high
up on the list with all its experience in active measures around the
Vietnam war time. :

The Soviet Women’s Committee is also very active abroad. They
send all kinds of delegations and organizations abroad. The Soviets
have lawyers’ organizations, they have organizations of international
democratic journalists and quite many fronts like that, and all of them
are doing their thing under directives of the International Depart-
ment. There is a scction in that department which deals with so-called
international public organizations. So they guide them, and if, for
instance, they are after one major goal, all of those fronts are doing
basically the same thing but from different angles. That is why un-
fortunately sometimes when they are involved in certain global type
actions, the Soviets can mobilize really large crowds of people.

Mr. Youwe. Is it the International Department that provided guid-
ance for all these international fronts, or is there some other organi-
zation in the Soviet system that also fills that role?
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Mr. Levcuenko. The Soviet Politburo, sir, first of all, because the
Soviet Politburo develops long-range plans. For instance, they would
say that we want an antineutron bomb campaign. Members of the Po-
litburo, sure, many of them do not know how to run the actual cam-
paign. Then specialists will write appropriate papers, and then the
campaign would be implemented by a directive which is a party
directive which is the same as a law in the Soviet Union. And those
directives will go to Soviet Peace Committee, Afro-Asian Solidarity
Committee, Women’s Committee, and then these committees will start
guiding the so-called international front organizations related to those
committees. ’

Mr. Youne. Are you familiar with an organization called the Af-
rican National Congress?

Mr. LeverENKo. Yes, I've heard about this organization, sir.

Mr. Youne. Do you know whether the Soviet provided any support
of any type for this organization ?

Mr. Leveaenko. I don’t have information on that, sir, but years
before when I was working for the Soviet Peace Committee and Soviet
Afro-Asian Committee, I do know that a few leaders of this organiza-
tion—and if I am not mistaken, the name of one of them is John
Marks—have been visiting the Soviet Union on a very regular basis
and have been involved in very confidential conversations of a political
nature.

But personally, because I was specializing on Far Eastern problems,
I personally did not take part in those meetings, so I was not a witness
in detail of that.

Mr. Youne. Sure, I understand that.

In the area where you were assigned, what can you tell us about So-
viet subsidies to organizations in Japan?

Mr. Leveaenko. The Communist Party of Japan is not subsidized
by the Soviet Union because it has a rather profound financial basis
itself. It is a large and strong party. The Socialist Party, which is the
main opposition party in Japan, indirectly is supported by the Soviets.

Mr. Youna. When you say indirectly, what is the route by which
that indirect support occurs?

Mr. LevcaENKo. It means, sir, that money is not directly brought
into the headquarters of the party in cash. It means that Soviets are
providing that kind of support through so-called friendly trading
organizations. By friendly trading organizations they mean medium
or small-sized businesses which are mostly involved in trade with the
Soviet Union, and usually they have secret or confidential, whatever
you call it, clause in the agreement with the Soviet trading organiza-
tion. Sometimes it will be written, sometimes it would be oral, but
that secret clause will say that that company is supposed to give, let’s
say 15 or 20 percent of the net pro‘it to a certain grcup or faction of
the Socialist Partv of Tanan. and there are anite a few companies like
that. So that is why, sir, I called it sort of indirect. Tt does not mean
that Soviets generally are bringing the money directly.

But the Soviets are supporting directly one group, at least one group
in Japan. It is a small, splinter Communist Party guided by very old
man. Shiga Yoshio. His party has about 2,000 or 3,000 members, and
the Soviet International Department through KGB officers delivers
directly to him money in cash.

N
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Mr. Younae. Is that rubles or is that yen?

Mr. LeverpNko. It would be yen, but the Soviets basically don’t
have trouble in choosing the foreign currencies. :

Mr. Youne. So this is a direct—the Shiga group is directly funded
then by the Soviets.

Mr. LevcHENEKO. That is right, sir. :

Mr. Youwe. Do the Soviets also direct the group in its activities?

Mr. Levcaenko. Excuse me, sir, the Shiga group is not directed by
the Soviets now, because their influence is practically zero. And that
is the major issue in relations of the Soviet Communist Party with the
large Miyamoto Communist Party of Japan, but since Suslov’s times,
the Soviets have assumed a sort of moral responsibility for that old
man Yoshio Shira, and they don’t want just to leave him alone, and
they are paying him money.

But on the territory of Japan, I witnessed personally, it was the
vears when I was there, that the Soviets were delivering money, again,
International Department using KGB officers, was delivering money to
the illegal Communist Party of Philippines in bags with two bottoms,
everything just like in spy movies.

Mr. Youne. Let me make sure I understand now, who delivered this -
case? Does the KGB provide the delivery?

Mr. LevoHENKO. Yes; people in—officers in International Depart-
ment are not intelligence officers, and they donot undergo professional
spy tradecraft-type training, so that is why the KGB is used. The In-
ternational Department is the hand of the Politburo and KGB is also
just another hand of the Politburo, and if Politburo wants to deliver
money to somebody, they will use a specialist. I am talking about this
business sir, because I personally witnessed how it works. I had to go
to the Communist Party headquarters in Moscow, and there was an
accountant who brought a sack with money, and it was put in a spe-
cial suitcase, and I had to give him a receipt; and then this money went
to Japan, was special couriered, and in Japan, a KGB officer who
knows all those things in spy tradecraft technique went to another
city of that country and delivered that money to Mr. Yoshio Shiga.

Mr. Youne. Does this happen in other countries as well as Japan,
or is it just limited strictly to Japan ?

Mr. LevcuENKo. I cannot give you many examples of that, sir, but
I am sure that it is a fairly routinely typical procedure which they
utilize for cases like that.

Mr. Youne. And in the case of Japan you personally have witnessed
this?

Mr. Leveaenko. That is right, sir. T personally was receiving that
money and then I knew the officer who went to Osaka to deliver this
money.

Mr. Youna. Can you tell us anything about the Communist Party
of the Philippines?

Mr. Levcaengo. Unfortunately, sir, I don’t know anything about
Communist Party of Philippines except that their messenger visited
Tokyo during those years, was visiting Tokyo on a more-or-less regu-,
lar basis to get monev from the KGB, through the KGB. let’s put it
this way. I witnessed this personally. T had to help that KGB case
officer to clear his way, if we may use professional terminology, to be
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sure that Japanese counterintelligence was not surveilling the whole
operation. So, I was driving the car to a hotel, and that KGB case
officer disappeared from the car with a heavy bag of money and went
back without anything in his hands.

Mr. Youne. Are you familiar with a publication that purported to
identify CIA assets in the world media and was distributed from
Switzerland ¢ : L

Mr. Levcaenko. That is right. T am familiar with it.

Mzr. Youne. Can you tell us something about that ? el s

Mr. Lrvenenko. I read that public brochure while being witli*the
Tokyo Residency of KGB, and to my knowledge it is a progu(:t of the
CI, counterintelligence service, of the First Chief Directorate of the
KGB, with the help of the Service Active Measures of the KGB, and
according to my knowledge, even the KGB at that time was not that
happy about that product because, for instance, when officérs in the
Tokyo Residency looked through the list of Japanese names they
didn’t like it at all because at least one of them was targeted by the
Tokyo Residency and had nothing to do with the American intelli-
gence service. .

So some parts of the KGB didn’t consider that publication to be
a big success. : ,

Mr. Youne. A copy of the publication referred to—CIA Insider—
is available. (See exhibit X, p. 170£.) .

I want to go back to a subject that all of us have talked to you about
today, and I have already and I want to again dealing with media,
journalists, publishers. i : :

Do vou know anything about Soviet funding of western press, media,
publishers, et cetera?

Mr. LevorENKO. T do not have knowledge of direct involvement of
KGB in this field, not because I know that they are not involved in
that kind of activity except I was not involved, so I did not witness
this thing,

My logic says that yes, they do support quite a few publications.
As a matter of fact, sir, we were talking earlier today about the par-
liamentarian group on Japan-U.S.S.R. friendship in Japanese parlia-
ment. They publish a magazine. You can say that that magazine is
published 100 percent by Soviet money. That I know for sure.

Mr. Youne. Did you by any chance deliver the money ¢

Mr. Leverengo. No, I did not. I had the personal experience of
helning one KGB agent to start his publication which appeared to be
more or less stillborn thing, I delivered—I don’t remember, I'm sorry,
exactly, either 1 million or 114 million yen to that Japanese politician,
as well Jater T had to help him with money for an election campaign.

Mr. Youna. Obviously we are all curious about the media and pub-
lications and journalists because they certainly get to a lot of people
and they are oftentimes very influential.

Mzr. Levcrenxko. That is true, sir. _

Mr. Youne. You mentioned that it was somewhat of a joke, but at

 least it was commonly known in Japan with the group that you

worked with and your fellow KGB officers that U.S. journalists ther:
in Japan would not be assets of or agents of the CTA., :
You just knew that.




168

Mr. Leverexgo. I knew that, yes, sir, that American journalists
stationed in Tokyo are not working for CIA. '

Mr. Youne. Yes. Now, my followup question on that is did you or
are you aware of any other KGB officers who might have approached
and attempted to recruit or successfully recruited an American jour-
nalist in Japan ? o

Mr. LevcaeNko. I know about several approaches. sir. T knew about
two cases, and in both cases the American journalists appeared to be
honest people and obviously they reported to somebody about this ap-
proach, rossibly to the security officer in the Embassy. Anyway, they
reported to some Government official definitely because the next meet-
ing after the first approach they started to ask the KGB case officer
lots of questions about his backoround and thines like that. which
shows that they were already prepared by some counterintelligence
officer on how to handle that.

Mr. Youne. On the subject of age and when a person gets to the
point that he is really no longer, because of advanced age, is no longer
useful in ongoing projects, what does the KGB do? Do they retire
him, take him off the books?

Mr. Levcaenko. The KGB is very ruthless toward their agents
and they don’t have anything like, vou know, retirement pay for
agents who have been working for them for many years. To begin
with, usually they sort of underpay their agents. Their agents are
not paid much at all except for kinds of real important agents who
are bought literally. That type of person gets a lot of money.

But when some agent loses his source of information, and if he is
not old yet and he is still in working condition, the first thing they
will try to do is either use him as a support agent to check addresses,
directories, to put some forgeries in mailboxes and things like that.
Or, some of them would be rerecruited by that terrible Department
V for possible sabotage activities because I know—and I witnessed
that thing—that before you give to archives any case, any file on any
agent, you cannot do this before this transfer to archives would be
approved by a high ranking representative of Department V. So they
are trying to think of utilizing them anyway. But if the agent really
becomes sort of elderly, advanced age, disabled, the KGB just forgets
about him, and that’s it. .

Mr. Youna. What is this Department V¢ Now, this is the first time
we’ve heard that mentioned today. .

Mr. Leverengo. Department V is an outfit now belonging to the
Tllegal Service of the First Chief Directorate of KGB. Previously it
was an independent department in the First Chief Directorate. Its
main activity is recruiting foreigners as agents for sabotage, assassi-
nations and all kinds of things like that, primarily in case of very
serious aggravation of the international situation. This department
also sends its own illegals abroad to sit and wait and recruit some
mobster type individuals who would be ready to blow up a certain
bridge or telecommunications system and things like that. .

Mr. You~e. Do you have any closing statement that you would like
to make before we recess the morning hearing, any summary of what
we talked about and anything we left out or forgot to ask you?




169

Mr. Levonenko. I wanted, sir, to repeat that it was a great honor
for me to be here and I was looking forward to this day for the last
3 years, basically since the first day I came here. It was a great honor
for me to answer questions of such distinguished representatives of the
17.S. Congress, and I just want to assure you that all my activity
here from now on will be devoted to the noble task of mine which
means to fight Soviets in the most clever, smart, calculated way which
my talents permit me, and I would like to be helpful to the Govern-
ment of this country for the rest of my life. —

Mr. Youne. Well, I would like to thank you very much for those
comments. Certainly that is—I think my greatest motivation is the
security of the way of life that we enjoy in the United States, and I
want to thank you very much for being willing to be here today, for
your very frank statement, and your willingness to respond very
-openly to every question that was asked of you.

And on behalf of the committee, I want to thank you.

At this point, the committee will be in recess until 2 o’clock this
afternoon when our witnesses will be from the FBI.

Mr. Levcuenko. Thank you very much, sir.

[Whereupon, at 11:56 a.m., the committee recessed, to reconvene at
2 p.m. the same day.]

[The KGB produced pamphlet C.1.4. Insider follows:]
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CIA INTERPRESS has been compiled by 7 journalists-
volunteers, seeking no royalties, who think their duty
is to put an .end to perverted abuse by the CIA of press
and information freedom.

The information below is a small part of facts from
_ the Agency files. The authors express a hope that this
publicationvwould escape the fate of other innumerable
documents which disappeared forever due to efforts of
_some high-ranking CIA officials.

That is also the reason why the authors have
preferred to aveid their own comments and limited
themselves to hard facts in the contents and in the use,
‘to the smallest degree, of press excerpts.

We wish to thank all present and former members of ©
the relevant. official US agencies, who, sharing the
authors' views, have made it possible for them to have
access to CIA documents and materials, without which
it would not have been .possible to compile this book.

The'autpors feel, however, that their task is by
no means completed. Throughout the world scores of
other intelligence .services, among which the Soviet K&B,
the British $1S, the West -German Bundesnachrichtendienst
and even the South Korean CIA,:continue their activities.
That is why we would welcome cooperation with &ll those
whom we intend to approach in the noble cause of defending
.the freedom . of the press.and information. ’
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~ "They are part of a network of several hundred
individuals around the world who provide intelligence.
for the CIA and at times attempt to influence foreign
opinibn through the use of covert propaganda. Thegg
“individuals provide the CIA with direct access to a
large number of foreign newspapers and periodicals,
scores of press services and news agencies, radio and.
television stations, commercial book publishers, and
other foreign media outlets. "

Report of the Senate Select Committee to
Study Covernmental Operations with Respect
to Intelligence Agtivities '
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paID CIA AGENTS,SOURCES OF
'INFORMATION OR ASSISTANCE IN
THE WORLD MASS MEDIA

CAFBGANTSTAN

ABBAS] AOHAMMAD IBRAHIM
Anis, editor-in-chief

IBRAHIM HOHAMAAD
Kabul Times, correspondent

RAHEL WMOHAMMAD SHAFIE
Kabul Times, editor-in-chief

RAHIA] NOUR MOHAMMAD
Kabul Times, editor

ARGENTTINA

GAINZA PAZ ALBERTO
La Prensa, editor and publisher

RAVINES EUDOCIO
La Prensa, correspondent

MAGRINI CEZAR

Cronista Comercial, correspon- -

dent

RENARDO NEUSTADT
Extra, director

AUSTRIA

BROER WOLFGANG -
Kurier, observer

DALMA ALFONS
Die Presse, foreign correspone
dent o

GROLIG ERICH
Die Presse,
tor

HUTTER ERHARD
Tv & Radio, correspondent -

IN DER MAUR WOLF
Radio, editor

responsible edi-

11-262 0 - 82 -~ 12

N

MOLDEN FRITZ
Die Presse, owner

OLSCHEWSKI MALTE

" Arbeiter Zeitung, observer

- RINDL PETER
Obercesterrefchische Nachrichten,

observer

BANGLADESH

AMANULLAR .
Bangladesh Sangbad Sangsta News

Agency, general manager

ANAYTULLAH XHAN
Bangladesh Times, editor

HOSSEIN ANWAR
Ittefaq, editor

HOSSEIN #O0INUL
Ittefaq, publisher

" PATWARI NURUL ISLAM

Dainik bangla, publisher/editor
BELGIUM

©HATHIL POL

alias UNGER Leopold

" Le Soir, observer
.BOL IVIA
© MUNOS GONZALO LOPEZ

IPE, pudblisher/editor
NOYA JORGE

5 Ultima Hora, editor

ZAVALA DONALD

.- Presencia, editor




BRAZIL

De BARROS ADIRSON
Expresso, staff member

_BOMFIM OCTAVIO
Jornal de Brasilia, staff member~

FELGHUZEN MATHFUS
Foreign News Service, correspon-
lent

FERRENTINI NELLO
Diario Popular, owner and editor

PIERNES GUILHERMO
tatin, correspondent

BULGARTIA

BOURNE ERIC EZRA
Washington Post/Christian-"
,»Sc1ence Monitor, correspondent

FREUND LAWRENCE
Voice of America, correspondent

HOPPKINS MARK
Voice of America, correspondent

SALTUS "NICHOLAS
AP, correspondent
W L URMA

U OHN MYINT .
free-lance journalist .

U NYO MYA
Oway, publisher

CAMEROON
{Federal Republic)

OBENSON TATAW
Cameroon Outlook, editor-in-chief

CANADA
BEST JOHN

Ottawa Journal, free:dance
journalist

-WORTHINGTON PETER

CHILE

. De DIOS VIAL JUAN
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DREWERY JOHN
C8C, diplomatic observer

GAYN MARK
Toronto Star, cqlumnist :

Toronto Sun, editor of
editorial page’

ZINK LUBOR
Toronto Sun.'opserver

ARAZENA CARLOS:
free-lance journalist

ARNELG MARIO
free-lance journalist

Que Pasa, staff member

DUQUE PAUL :
Mercurio/UPI, correspondent

ERRAZURIZ MAXIMIANO
El Colchagulno(‘director

GALLEGUILLOS DANIEL
Tribuna, direcﬁor

]
GONZALEZ VALDEBENITO HERNAN
free-lance journaljst

IBANEZ JOSE MIGUEL
La tercera, staff member

De NAVASAL JOSE MARIA
Mercurio and TV, correspondent

OTERO RAFAEL
SEPA, staff member

OYARZUN MARIA EUGENIA
La Tercera, staff member

PINTO SILVIA
El Cronlsta.'director

- PUGA ALVARO

Press Secretary of the President

SANFUENTES EMILIO
-Que Pasa,. staff member

.




SEPULVEDA CARLOS i/
free-lance journalist

_UGBY FEDERICO WILLIOQ
SIS, staff member

VASQUEZ MURUAGA LUCIANO
free-lance journalist

VILLARINO JOAQUIN
Ercilla, staff member

YANKELEVIC ADOLFO
free-lance journalist

COLOMBIA

ACOSTA ALBERTO
TV sucessos, observer

ABELLA ARTURO
Telediario, observer

CALDERON AUGUSTO
Cromos, director

CASTI(LO ENRIQUE SANTOS.
El Tiempo, director

DANGONG URIBE ALBERTO
free-lance journalist

GIRALDO HERNANDO
El Espectador. correspon-
dent

SAMPER ANDRES
El Tiempo, correspondent

COSTA RICA

BOLANIOS JULIO RODRIGUES
La Republica, deputy director

CHAVARIA WILLIAM CESPEDES
La Republica, correspondent

GARCIA LOUIS SIMON
La Nacion, observer

LEAL JULIO SUNOL
La Nacion, correspondent

MADRIGAL DANILO ARIAS
Telediario, editor
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SAINZ MARIANO
Telediario, editor

© SOLANO HUBERT
La Republica, political observer

" ULIBARRE EDUARDO
La Nacion, internacional news
editor

CZECHOSLOVAKTIA
BERAN KAREL

Der Spiegel, correspondent in
Vienna

" KUBIC MILAN
Newsweek, correspondent

HAWAS Z20LTAN JOSEF
© New York Times, chief of Bureau
©.in Paris

ZWERINA IVAN
UPI, UN correspondent

CYPRUS

GHALANOS DIOMIDES
Makhi, editor

HADJICOSTIS COSTIS
Simerini, editor

HADJINICOLAOU GEORGE
Mesimvrini, publisher

. JACOVIDES JACOVOS
Cyprus Mail, managing director

KONSTANTINIDES ALECOS
. Simerini, editor

-KOSHIS NICOS-
Agon, owner/editor

PAPAFILIPPOU LOUKIS .
Allagi, publisher

.. PAPADOPOULOS ELEFTERIOS
.. Patris, editor~in-chief

SAPSON NICOS ter
‘Makhi, publisher
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XENOS GLAFCOS

Simerini, editor
DENMHAREK

AUNING-HANSEN MOGENS
Berlingyske Tidende, corres-
pondent.

ARNDAL OLE
Radio, observer

o I0YRUP FRITS

Exstrabladet, correspondent

JACK KARL
Asrhuus Stiftstidende, editor

ROSSEL OLE STIG
Politiken, editor

THOMSEN BERTEL
Berlingske Tidende, editor

THOMSEN JENS :
" Berlingske Tidende, corres-
pondent

SCHLEIMANMN JORGEN
Danish Radio, observer

EGYPT

ALL AD-DALI
. Al Gomhouria, correspondent

AMIN HUSTAFA
Al Akhbar, publisher

EL-GAMAL AL HAMDI
Al Ahram, editor

SAADA JBRAHIM
Al Akhbar, correspondent

SABRI MOSA
Al Akhbar, editor

FRANCE

ARON RAYMOND
Le Figaro, political observer

CHRISTITCH KOSTA f
Le point, editor %

80LO FELIX
AFP, correspondent .
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- DAIX PIERRE ’
free-lance journa!ist

FAURE ROLAND -
L'Aurore, editor-in-chief

GRANDMOUGIN JEAN |
L'Aurore, observer,

GUILLEME-BRULON JACGUES
Le Figaro, chairman foreign
news department

GORDEY MICHEL
L'Express, chief reporter

KAROL K.S. ’
Le Nouvel Observateur. chief
reporter

LABBE JEAN-CLAUDE’
Le Monde, reporter

REVEL JEAN FRANCOIS
L'Aurore. editor

FINLAND

"KARE KAUKO. AATOS i
Nooti, editor-inechief

RAISANEN KARI
Express, edxtor-in chief

VUORELA VEIKKO
free-lance Journalist

GERMANY ; .
BARWOLF ADALBERT

Die Welt, foreign correspondent

BOLTEN EdIL

General Anzeiger, correspondent

HEYSING GUNTER :
free-lance journallst

KREMP HERBERT ’
Die Welt, edxtor-in chief

BARON von KLEINST WOLF-JAROSLAW
Deutsches Allgemeines Sonntags-

blatt, editor
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Von LOEWENSTERN ENNO X GUTMAN ROY
Die Welt, correspondent Reuters, correspondent
LOEWENTHAL GERHARD MOSS ROBERT
I0F-Magazin, political editor Foreign Report, editor
MITTELSTAEDT HERBERT PINCHER HARRY‘CHAPMAN
Der Abend, editor Daily Express, observer
Von RADZIBOR CYRILL STEWART-SMITH GEOFFRY
free-lance journalist Times, observer
RAZUMOVSKY ANDREAS "G REECE
Frankfurter Allgemeine Zei-
tung, correspondent ATHANASIADIS TITOS
Vradini, staff member
. SIEBERT HORST-ALEXANDER .
.Die Welt, foreign correspon- "CAMVISIS PAVLOS
" dent . Acropolis, chief political editor
" +STROM CARL GUSTAF ' CONSTANTOPQOULOS SAVVAS
Die Welt, East European Dest Eleftheros Kosmos, editor-in-chief
director .
: : PAYATAKIS SPIROS .
SPECOVIUS GUNTHER ERNST Apogevmatini, staff member

free-lance journalist
PSIHARI STAVROS
SCHILLER ULRICH To Vima, staff member

Radio Bremen, correspondent
¢ THEODORACOPOULOS TAKIS

GERMANY - EAST. National Review, correspondent
LOEWE LOTHAR GUILANA
Norddeutscher Rundfunk, corres-
pondent . MOULVI M.HOOSAIN GANIE
Muslim Information Bureau,

SCHMIDT LOTHAR ~ executive chairman
RIAS, editor :

MEHNER KLAUS-WERNER
free-lance journalist TAUBINGER L.M.

. free-lance journalist
G REAT BRITAIN

ICELAND
ARNOLD-FORSTER MARK .
Guardian, correspondent GUNNARSSON STYRMIR
R Morgqunbladid, editor

HUNGARY

BONAVIA DAVID ) . .
Times, correspondent TORTSTEINSSON INDRIOI GUDAUNDUR
Visir, free-lance journalist

LORD CHALFONT
{(ARTHUR GWYNNE JONES) JOHANNESSEN JATTHIAS
New Statesman, columnist Morgunbladid, editor

FLOYD DAVID WILLIAM
Daily Telegraph, observer

ot f ‘e
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BHATIA B.H.
Statesman, correspondent

BHATIA PREWH.
-India News and Feature Allian-
ce, director and editor :

BHATTACHAJEA AJIT
"dxan Express, correspondent

EHAUMXKH KIRIT
Times of India, correspondent

BHATHAGAR Y.KX,
Hindustan, correspondent

BHATT V.R.
Hindustan Times, correspon-
dent

CHAKRAVARTY SUBHASH
Times of Indla, correspondent

CHAKRAVARTY PRITHVIS
Hindustan Times, correspon-
dent =’

DAS SITANSHU
Tribune, correspondent

GUPTA RANJAN
‘ndian Express, correspondent

\"521N GIRILAL

Times of India, correspondent

KUMAR KRISHNA
New Day, publisher

NANPORIA N.Y.
Statesman, editor

NAIR V.M,
Statesman, foreign correspon-
dent

PADGAONKAR DILIP
Times of India, correspondent

PHADNIS U.N,
Hindustan Times, correspondent

PASRICHA GHANISHAM SINGH
Spokesman, publisher
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PRABHU R,
free-lance Journalist

REDDYG.K. ‘
Hindu, correspondent

SARKAR CHANCHAL
Indian Express, correspondent

SINGH NIHAL
Statesman, political observer

SAGAR AHLUWALIA
Young India, editor.and poblisher

TIVARI B.K.
Indian Express, foreign correspon-
dent

TIRKHA ’
Navbharat Times, correspondent

VIDYALANKAR SATYA PAL’

- free-lance journalist

I NDONESTA

GANJAR
Indonesia Times. correspondent

KASKOYO0 SOEROSO

- Berita Judha, staff member

KHARS NASRUDDIN
Angkatan Bersenjata, editor

SOEKITO WIRATMO -
Angkatan Bersenjata, Berlta Judha,
Pelita, Suara Karya, correspondent

SURQDJO SOETARSO
Angkatan Bersenjata. editaor-in-
chief

SOEBAGIDJO
free-lance journalist

SUSANTO JUSAK
Berita Judha. deputy editor-ln-
chief
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JAAFARIAN MAHMUD '
pars Information Agency,
director general

JAHANSHAHI ALI REZA
Teheran Journal, political
observer

TAHERI AMIR
Kayhan, editor

I1RELAND

AL SE_R-A L

de KASSEL JULIEN
The Irish Press, foreign
news editor

RUSHE DESMOND
., lrish Independent, observer

I TALY

CARRETO ENIO
La Stampa, correspondent

GILMOZZI MARCELLO
11 Popolo, managing director

" LEVI ARIGO
La Stampa, managing director

SELVA GUESTAVO
TV, editor

STERPELLONE ALFONSO
11 Messaggero, observer

TEDESCHI MARIO
Borgeze, director

JAPAN

~AKIO KIMURA
Asahi Shimbun, advertising
manager :

GOSUKE UCHIMURA
observer

. HARUO rMORI
Asahi Shimbun, chief editor

HAJIME SUZUKI )
Sankei Shimbun, editor
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HIDEQO MATSUOKA
Mainjchi Shimbun, managing editor

KEISUKE SHIMIZY
Chuo Koron, chief editer

KOINJIRD HARA
Pen, journalist

MASAQ SASAE
Jiyu, editor

NOBORU SATO

- Shogun, observer

TAKURO  SUZUK!
Asahi Shimbun, reporter, managing-
editor

TEIKICHI KAVAI
observer

TAKASHI TACHIBANA
Shogun, ‘observer

TAKAYUKI NAKAZAWA
Jiji Tsushin, reporter

YOSHIHISA QJITANI

‘ Asahi Shimbun, observer

YOSHIRO ROYAMA
Kyodo Tsushin, observer

LEBANON

" ABDEL GANI SALAH

Al Liwa, owner and editor

ABOU CHAHLA FARID
Al Jadid, publisher

 ABOU DJAUDA MICHAEL B
~ An Nanhar, staff member

KARAM MELHEM
Al Bairaq, editor-in-chief

.

KISLIK GALAL

© Al Hawadess, free-lance journalist

" LAWZI SELIM

Al Hawadess, owner and editor
AALEK ABDEL e

BBC and Radio Monte Carlo,
correspondent




LI1BERTA

MARSHALL JAMES
Liberian Star, editor-in-chief

L 1BYA

154AIL OTHMAN
Al Fajral-ladid, editor

MUSKAT FREDERICK
:diterranean News, editor

SHATER ABDURRAHMAN
Mediterranean News, edltor-ln-
chief

MALAGASY REPUBLIC

RALAIRIJOANA
Maresaka, editor-in-chief

MEXT KO
BORRELL NAVARRQ EDUARDO
Excelcior, staff member

'GONZAGA Y ARMENDARIZ LUIS
Impacto, staff member

GOMEZ MOYORGA MAURICIO
Impacto, staff member

M{CHEI ENA MARGARITA
celcior, staff member

RIDING ALAN
Financial Times, Economist, New
York Times, correspondent

VERDIN LULS MORENO
Business International Corpo-
ration, regional director and-
correspondent = |

MOROCCODO

ALAQU! AHMED
Maroc Soir, Le Matin, editor

BENNIS ABDELLATIF
Le Matin, editor

BEN DIDDOUCH MOHAHED*,
TV & Radio, head of arabxc
department
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- FENJIRO ABDELJALIL

Magreb Arabe Press, director

KACIMI-ALAOUI HASSAN
Maroc-Soir, editor

KATZENBACH
free-lance journalist

NEPAL

PANDEY RAMESH NATH
Naya Sandesh, The New Herald.
editor .

SINGH KEDAR MAN

_ free-lance journalist

SIGDYAL KRISHNA
Rastriya Samagha Samily, corres-
pondent

SHARMA SHAILENDRA RAGE
Nepal Radio, director

NETHERLANDS

BEZEMER JAN WILLET
Het Parool, correspondent

BRANDSHA G. . ;
Trouw, editor :

HEITINK 1.6,

- De Telegraaf deputy editor—in-

chief

HOOGENDIIK FERRY

Elsevirs Magasine, editor-in-
chief

KNOOP HANS
De Telegraaf. reporter

LOON VAN
De Telegraaf. reporter

AALTA H.
NRC Handelsblad. commentator

MUNNINGKOF ALEXANDER .
Haagsche Courant, correspondent

van HET REVE KAREL

Het Parool, correspondent
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SUASSO de LIMA de PRADO

NRC Handelsblad, correspondent

SCHEERMAKER 'NICO
free-lance journalist

van VLUMEN LEO
Brabant-speers, editor-in-
chief .

NORUWAY

BJERKHOLT FRANK
Morgenbladet, editor

CHRISTENSEN CHRISTIAN
Morgenbladet, editor-in-chief

GALTUNG INGEGARD
Morgenbladet, diplomatlc
correspondent

HEGGE PER EGIL
Afternposten, polltical ob-
server

HERADOSTVEIT PER OYUIND
TV & Radio, observer

MAALAND OLAV
Bergens Tidende, editor

SPANG MICHAEL GRUNDT
Verdens Gang, reporter ’

UDGAARD NILS MORTEN
Aftenposten, reporter

‘PAKISTAN

ALT SALANAT
pakistan Times, political and
diplomatic correspondent

AHMAD SHAMIN
The Sun, editor-in-chief

BURKI HAMEED-ULLAH KHAN
Pakistan Times, chief politi-
cal ‘and diplomatic correspon-
dent -

CHAPPRA ABDUL HAMID
Daily News, chief reporter

HUMAYUN NASIA
Ta'Meer, advertising manager
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HASAN ABDUL QADIR
Afro-Asia, observer

RAQ lRoHAD
Al-Fateh, editor and publlsher

SHAR MEHMUD

Mayar, editor and pubiisher
‘SHAMI HUJIBUR REHMAN

Ta'deer, reporter

.SIDDIQUI MARGHOUB
.free-lance journalist

‘SULERT ‘Z.A.

free-lance journalist

PERLU

BAELLA TUESTA ALFONSO
-£l Tiempo, director

BOLO HIDALGO SALOHON

_Gente, correspondent

'CASTRO de los RIOS JORGE

La Prensa, staff member

FRIAS ISHAEL
Equis X, director

LERT WATE ENRIQUE

Carretas, owner and editor

SALAZAR LARRAIN ARTURO

Opinion Libre, director

VALLEJO-GALLO ENRIQUE ESCARDO
Gente, director

POLAMND

MORGAN DAN

Washington Post, correspondent

WAHLOO INGER BARBRO

Expressen, reporter

WIERZBIANSKI BOLESLAW

.Polish-American Daily News,

staff member

. Vel



PORTUGAL

DELLINGER, alias Jose LECHNER
A luta, staff member

GOMES JUAD :
Diario de Noticias, dnrector

KOCH CATHERINE
ABC, correspondent

“EED CHRISTOPHER -
N drtdian, correspondent

S 1TERRA LEONE

SHORT SAM
Observer, editor

WRIGHT ROYSTON
Daily Mail, editor

S1NGAPORE

“HO KWON PING
Far-fastern fconomic Review.
correspondent

SINGH PAKIR .
. New Na;ion.‘observer

SAMBANDAN V.T.
Hindu, correspondent

ILSOV BRUCE
elbourne Herald. corres-
pondent

SPAITN

APARICIO PEDRO GOMEZ
Arriba, reporter

ASSIA AUGUSTO
Ya, reporter

EGUIGARAY FRANCISCO
EFE, correspondent

ACOCA MIGUEL
Washington Post, correspon-
dent

GALLEGO VICENTE & ‘¢
free-lance journalist
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GOMER-SALOAE JOSE MARIA
Ya, reporter

MOZTAZA BARTOLOME
Ya, reporter

MARIN PASCUAL
Arriba, reporter

PEDROS RAMON
ABC, correspondent

SR1I LANKA

ARIYADASA EDHWIN
Dinamina, editor

NANAYAKARRA SARATH
Ceylon Observer, cirief corres-
pondent

SEGERA GOE
Sunday Observer, reporter

de SILVA MANIK
Ceylon Observer, political
correspondent

de SILVA REX
Honey, editor

SUDAN i

AWAD AHMED KHALIFA

El Ayyam, editor-in-chief &
chairman of the Board of Directors

AHMED HASSAN MOHAMED SALEH
Sudan Standart, correspondent

EL-SIV HASSAN
El Ayyam, deputy editor-in-chief

FADLALA MOHAMED
El Sahafa, editor

~ MUSA EL-MUBARAK

El1 Sahafa, editor-in-chief

MOHAMED ABDUL RAHMAN
MEN, correspondent

MOHAMED EL-FATIH
~Reuters, correspondent

04ER KARAR :
AP, correspondent




SWEDEN. !

de GAALITZE JAMES
free-lance journalist

KAYFETZ VYICTOR .
Reuters, chief bureau corres-
pondent

SIMON ALAN
NBC, reporter

UDGAARD NILS MORTEN
Svenska Dagbladet, corres-
- pondent .

WAHLOO INGER BARBRO
‘Expressen, reporter

SWITZERLANMND

" AUDEMARS JASMINE
Journal de Geneve, reporter

BERNARD NICOLAS
AFP, reporter

" CEVEY JEAN-JAQUES
Vingt quatre heures, reporter

DANES I0HANN-GEORG
radio-corresponcdent

DESHUSSES HENRI-PAUL
‘La Suisse, reporter

KILIAN RICHARD
New York Daily News, correspon-
dent

KUX ERNST
Neue Zurcher Zeitung, editor

ROY PHILIPPE
La Suisse, reporter

RYNIKER JEAN
La Tribune de Geneve, reporter

SYRT1TA

ADL FAROUK
free-lance journalist

AL-MALLAH ABODEL [LLAH
Al-Baath, editor
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CSOUBHI AOHIED-DIN
free-lance journmalist

FARES LOUIS
AP, correspondent

JAMALI HAFEZ
free~lance journalist

KHEIR CHAWKI ALLAH
As-Saura, correspondent

KHLEIF EDMOND
Reuters, correspondent

NASSER NJABR
AFP, correspondent

USTUVANI SELVA
UPI, correspondent

TANZANTA

ESSACK KARRIM
Daily MNews, chief reporter

PENZA JUAA :
Shihata News Agency, correspendent

THATLAND

ROLNIC HARRY
Bangkok Post, reporter

SIMONS #.LEWIS
washington Post, correspondent

TUNESTA

BEN BANA MONDHER
La Presse ge Tunisie, correspon-

dent
NEFZI TAHAR

L'Action, editor

'TABKA NUREDDINE

La Presse de Tunisie, edl.or-nn-
chief

VENTURA FLAVLO
La Presse de Tunisie, deputy
,gditor-in-chief .,




TURKEY © usaA
GIRITL] ISMET ANDERSON RAYHOND -
Son Havadis. correspondent " New York Times, correspondent
ILHAN CHEVICK ANDERSON JACK
Turkish Daily News, owner & Syndicated columnist
publisher ’

ARNOLD MARTIA

KABAKL1 AHMET New York Times, correspondent

Terciiman, correspondent
} BACHHAUSEN nAX

METIN TOKER - U.S. News and World Report,

political observer correspondent

SHABAN KARATASH ) BENHAUM JOSEPH

Tv & Radio, general director U.S. News and World Report,
'correspondent e

TEKIN ERER
Son Havadis, observer - BERLIN AICHAEL
New York Post, UN correspondent

U R UG UAY
BINDER DAVID v

ARAUJO HEBER New York Times, correspondent
Radio Sarandi, chief of section :
BOROWIEC ANDREW

BOSCH FERNANDO Evening Star, correspondent
La Manana, staff member . :
BOURNE ERIC EZRA’

CASALA EMILIO Hashxngton Post,’ correspondent

£l Pais, editor
BREASTED DAVID
FERNANDEZ 1WMAZUL Daily News, correspondent

- Press secretary of the President it
W B _ "+ BROWNE MALCOLM ; -
GAR! JUAN New York Times, correspondent
Radio Rural, owner & politlcal . i
director . BYROM CHRISTOPHER

Time, correspondent
" HERRERA DANIEL :
Mundo Color, editor CARTER STAN
Daily News, correspondent

" HINS EUGENIO

Times and El Pals, correspon- CLARK EVERET
dent Newsweek, editor:
PEREZ GUILLERMO DUDER DUSKO :
. €1 Pais, chief of Information UPI, correspondent
section | .
: DORNBERG JOHN
SAFI JULIAN Evening Star, correspondent

£l Dario, maneglng editor

. (% FRANKLIN BENJAMIN
TUANA LEONEL New York Times, correspondent
Press officer of the President .




FREUND LAWRENCE SAMUEL
Voice of America, correspon-
dent

FRIED JOSEPH. o
Daily News, correspondent

FRIENDLY ALFRED
Newsweek, correspondent

FRITCHEY CLAYTON
Los Angeles Times, editor

GREENE JERRY
Daily News, correspondent

GROSS RICHARD
*UPI, correspondent

+ HARTZENBUSCH HEINRICH JOHANNES
© AP, correspondent

HANGAN JIn
Harper's Magazine, correspon-
dent .

! HARSH SEY#OUR
. New York Times, correspondent

HOPPKINS MARK
" Voice of America, correspon-
dent

JACKSON JAMES
Chicago Tribune, correspondent

JOHNSON OSWALD
Star News, editor

KAMM HENRY
New York Times, correspondent

KARNOW STANLEY
Newsweek, editor

KOCH ROY .
Newsweek, correspondent

KRAFT JOSEPH
Washington Post, observer

KRAUSE AKSEL .
"McGrow Hill, correspondent

KRIMSKI GEORGE
AP, correspondent
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KUBIC MILAN
Newsweek, corresponcent

LANG JOHN
New York Post, editor

LEWIS FLORA
New York Times, correspondent

LYONS RICHARD
New York Times, correspondent

MCCARTNEY JAMES
Knight Newspaper Nelter, corres-
pondent

MITGANG HERBERT
New York Times, correspondent

MULLANEY THOMAS
Business and Finance, correspondent

NAUGHTON JAMES
New York Times, correspondent

OATIS WILLIAM
AP, correspondent

OSNOS PETER .
Washington Post, corréspondent

PINCK DAN
Globe, correspondent

RANDAL JANATHAN
Washington Post, correspondent

RIGG BANNY -
Skipper, editor

ROSENBAUM DAVID
‘New York Times, correSpondent

ROSENFELD STEVE
Washington Post; correspondent

ROSS THOMAS
Chicago Sun-Times, Washington
bureau chief

RUBIN TRUDY
Atlantic magazine, correspondent

. . el



SAL1SBURY HARRISON E.
free-lance journalist and ’

writer ) .

SALTUS NICHOLAS
AP, correspondent

SHERRILL
Nation, editor

SMITH ROBERT

New York Times, correspondent

STARNER FRANCES

Far Eastern lconomic Revue,

correspondent

STERN LAURENCE
Washington Post, editor

STRINGER WILLIAM .
Christian Science Monitor,
correspondent :

SULZBERGER
Cyrus Leo - New York Times.
author and columnist

SZULC TAD
Christian Science Monitor,
correspondent

TOTH ROBERT
Los Angeles Times. corres-
pondent

" TREWHITT HENRY
Newsweek, diplomatic corres-
pondent

VAN VOORST BRUCE
Newsweek, editor

VOGLE PAUL -
UP1, correspondent

WEINRAUB BERNARD
New York Times, correspondent

WREN CHRISTOPHER
New York Times, correspondent

Z0RZA VICTOR s
columnist - . &

Kl
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USSR

CAPUTO PHILIPP
Chicago Tribune, correspondent

COLEMAN FREDERIC WILLIAM
Newsweek, correspondent

HUNN PETER JOHN -
Mc Grow-Hill, correspondent

OSNOS PETER
Washington Post, correspondent

SHIPPLER DAViID

New York Times, correspondent
SUTTER DAVID =

Financial Times, correspondent

TOTE ROBERT CHARLES
Los Angeles Times, carrespondent

WREN CHRISTOPHER
New York Times, correspondent

VENEZUELA

BORREGALES GERMAN;
Ultimas Noticias,robservgr

BRAVO HATUTO .
Ultimas Noticias.}observer

LIMBER SOFIA
‘free-lance journalist

OLAVARRIA JORGE
Resumen, general director

POLEO RAFAEL
La Zeta, director & columnist

RANGEL CARLOS
TV, commentator

SUAREZ FELIX MARTINEZ
Ultimas Noticias, .observer

YOUGOSLAV.IA

ANDERSON RAYMOND
New Yorx Times, correspondent
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BROWN MALCOLM ZAMB 1A
New York Times, correspondent ]
MIJONI VINCENT.
FREUND LAWRENCE Zambia Daily News, editor
Voice of America, correspondent
SAIDI WILLIAHM

GROSS RICHARD Times of Zambia, deputy editor-
UPl, regional correspondent in-chief

GUTMAN ROY

Reuters, regional correspon-

dent : ’ .

TALBOTT NELSON STROBE
Times, correspondent
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MASS MEDIA USED AS. "COVER”,
SUBSIDIZED OR OTHERWISE INFLUENCED

BY CIA

ARGENTTI HA

CROMISTA COMERCIAL
Buenos Aires

JEXTRA
buanos Aires

LATIN
Buenos Aires

LA PRENSA
Buenos Aires

AUSTRIA

ARBEITER ZEITUNG
Vienna

KURIER
Vienna

DIE PRESSE
Vienna

0BERGSTERREICHISCHE NACH-
RICHTEN

Linz

"$STERREICHISCHE RUNDFUNK/

FERMSEHEN
Vienna

BAMGLADESH

BAMGLADESH SAMGBAD SANGSTA
MEWS AGENCY
Dacca

THE BANGLADESH TIMES
Dacca

DAINIK BAHNGLA
Dacca

ITTEFAQ
Dacca . L e

BELGIUM

LA DERNIERE HEURE
Bruxelles

BRAZIL

"Rio de Janeiro o

R.T.8. RADIO TELEVISION BELGE
Bruxelles

LE SOIR
Bruxelles

BoL1VTIA

I1PE INFORMACION PARA PRERSA
EXTRANJERA
La Paz

LA PRESENCIA
La Paz :

ULTIMA HORA
La Paz

’

BRAZIL HERALD
EXPRESSO
Rio de Janeiro L

JORNAL DE BRASILIA
Brasilia, D. F.

INTERNATIONAL SERVICE
S. Paulo

FOREIGN NEWS SERVICE
New York . :

CAMEROON

CAMEROOM OUTLOOK
Victoria :

CANADA

CAC CAMADIAN BROADCASTING
CORPORATION . ’
Ottawa

THE OTTAYA JOURNAL
Ottawa ’

THE TOTONTO STAR
Toronto




THE TORONTO SUN
Toronto

CHILE

EL COLCHAGUINO
Colchagua

EL CRONISTA
Santiago

EL MERCURIO
Santiago

LA TERCERA DE LA HORA
Santiago

QUE PASA
Santiago

coLOMBI1A

CROMOS
Bogota

EL ESPECTADOR
Bogota

EL TIEMPO
Sogota

TELEDIARIO
Bogota

TV. SIGLO XX
Bogota

TV SUCESSOS
Bogota

COSTA RICA

LA NACION
San Jose

LA REPUBLICA
San Jose

TELEDIARIOQ
San Jose

CYPRUS

AGON
Nicosia

11-262 0 - 82 - 13
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ALLAGI
Nicosia

THE CYPRUS HAIL
Nicosia

MAKH]

Nicosia
MESIMIVRINI
Nicosia

PATRIS
Nicosia

SIMERINI
Nicosia

-DENMARK

AARHUUS STIFTSSTIDENDE
Aarhus

BERLINGSKE TIDENDE
Copenhagen

DANISH RADIO
Copenhagen

EKSTRA BLADET
Copenhagen

POLITIKEN
Copenhagen

RITZAUS BUREAU
Copenhagen

EGYPT

AL AHRAM
Cairo

AL AKHBAR
Cairo

AL GUMHOURIA
Cairo

MEN AIDOLE EAST NEWS AGENCY

Cairo



FRANCE

AFP AGENCE FRANCE PRESSE
Paris -

L 'AURORE
Paris

LE COTIDIEN DE PARIS - °
Paris

LE FIGARO
Paris

L'EXPRESS
Paris

LE NOUVEL OBSERVATEUR
Paris

LE POINT
Paris

RADIO MONTE CARLO
Monte Carlo

GERMANY

DER ABEND
Berlin (West)

DEUTSCHES ALLGEMEINES
SONNTAGSBLATT
Hamburg

FRANKFURTER ALLGEMEINE
ZEITUNG
Frankfurt/Main

RACIO BREMEN
Bremen.

DIE WELT
Hamburg .-

GREAT BRITAIN

" 8BC BRITISH BROADCASTING
CORPORATION
London

THE DAILY EXPRESSY
London
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THE DAILY TELEéRAPH
London

THE FOREIGN REPORT
London

-THE GUARDIAN _é ,
London I

REUTERS
London

NEW STATESHAN .
London £

THE TIMES
London

GREECE:

ACROPOLIS
Athens

APOGEVMATINI
Athens

ELEFTHEROS KOSMOS

- Athens

T0 VIMA
Athens

VRADYNI
Athens

GUTITANA

MUSLIM INFORMATION BUREAU
Georgetown :

ICELAND:.:
MORGUNBLADID -
Reykjavik

VISIR
Reykjavik

IND 1A

THE HINDU
Madras

THE HINDUSTAN. TIMES
New Delhi




INDIA NEWS AND FEATUREiALLlANCE

THE TIMES OF INDIA
New Delhi

PARS NEWS AGENCY
Teheran

THE TEHRAN JOURNAL
Teheran

I RE L AND
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" THE IRISH PRESS

New Delhi Dublin
THE INDIAN EXPRESS ST TALY
New Delhi i
1L MESSAGGERO
NEW DAY : -Roma
- New Delhi :
: <+ 1L POPOLO
NAV BHARAT.TIMES -Roma
New Delhi
I RAI RADIOTELEVISIONE XTALIAVA
THE SPOKESMAN Roma
New Delhi
’ ,;LA STAAPA
© THE STATESMAN i Torino
-New Delhi - -
J AP AN

ASAHT SHIMBUN

:* Tokyo
THE TRIBUNE L 2
Chandigarh :.CHUO XORON
. Tokyo
YOUNG INDIA
New Delhi JAPAN TIM4ES
e TOkyO
I NDONESTA o
. ""JIdl TSUSHIN
ANGKATAN BERSENJATA - Tokyo .
Djakarta . 0
CdIYU
BERITA JUDHA .Tokyo
Djakarta
» KYODO . TSUSHIN
THE INDONESIA TIMES K Tokyo
Djakarta R :
o -MAINXCHI SHIWVBUN
I RAN Tokyo
KAYHAN . PEN
Teheran = 'Tokyo

" SANKEL SHIHMBUN
ii-Tokyo

- SHOGUN

THE IRISH INDEPEND[NT "AL BAIRAQ

Dublin ) .-Beirut .



AL HAWADESS
Beirut

AL JADID
Beirut

At LIWA
Beirut

L 1BERTA

LIBERIAN STAR
Monrovia

M ADAGASCAR

MARESAKA
Tananarive

MEXT KO

BUSINESS INTERNATIONAL CORP.
New York

EXCELCIOR
iMexico D.F.

14PACTO
Mexico D.F.

MUROCCO

MAGREB ARAB PRESS
Rabat

* LE AOROC SOIR
Rabat

LE MATIN v
Rabat

NEPAL

NAYA SANDESH
Catmandu

'NEPAL RADIO
Catmandu

THE NEW HERALD
Catmandu

RASTRIYA SMAGHA SA{HTY
Catmandu
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NETHERLANDS

BRABANTS PERS
Best

ELSEVIERS MAGASINE
Amsterdam ;
HAAGSCHE COURANT
The Hague G

. HET PAROOL
Amsterdam

NRC HANDELSBLAD
Rotterdam

"DE TELEGRAAF Ji .
Amsterdam .

TROUW HET KNARTET
Amsterdam

NO R WAY

AFTENPOSTEN
0slo *

BERGENS TIDENDE
Bergen :

MORGENBLADET
Oslo

.VERDENS GANG
Oslo’

PAK I STA N

DAILY NEWS
Karachi

NAWA-1-WAQT

Lahore . e
PAKISTAN TIMES
Lahore :

TA'MEER
Rawalpindi
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PERLU Leom T SR1_LANKA
EQUIS X ' " THE CEYLON OBSERVER
Lima . . Colombo
GENTE DINAZINA
Lima ~Colombo
LA PRENSA . - HONEY
Lima : :Colombo
OPINION LIBRE . THE SUNDAY OBSERVER
Lima : f,Colombo
EL TIEMPO 5 UDAN
Lima ’ ) :
. EL AYYAHM
PORTUGAL v Khartoum
DIARIO DE NOTICIAS . EL SAHAFA
Lisbon Khartoum
. JORNAL DE NOTICIAS THE SUDAN STANDARD
Porto ’ . Khartoum
A LUTA SWEDEN
Lisbon
: . EXPRESSEN
ST ERRA L EONE Stockholm
THE DAILY oAIL - SVENSKA DAGBLADET
Freetown ’ - Stockholm .
OBSERVER - ; SWITZERLAMND
Freetown. :
: o LE JOURNAL DE GENEVE
SINGAPORE _Geneve
FAR-EASTERN ECONOMIC REVIEW © NEUE ZURCHER ZEITUMNG
Singapore - Zirich
THE NEW NATION - LA SUISSE
Singapore - Geneve
SPAIN ) “ LA TRIBUNE DE GENEVE
— . Geneve
ABC . : .
Madrid 24 HEURES
) Lausanne
ARRIBA . ; .
Madrid ' S YRI1A
EFE ' ¢ AL BAATH - s
Madrid : Damascus -
YA : : " AS-SAURA

Madrid : . Damascus



TANZANTA

THE DAILY NEWS
Dar es Salam

SHIHATA NEWS AGENCY
Dar es Salam

THALTLAND

THE BANGKOK POST
Bangkok

THE BANGKOK WORLD
Bangkok

TUNTSTA

L'ACTION

Tunis

LA PRESSE DE TUNISIE
Tunis

TURKEY

SON HAVADIS

. Istanbul

" TERCUMAN

Istanbul

THE TURKISH DAILY NEWS
Ankara

TRT TURKISH TV AND RADXO
Ankara

UNITED STATES OF AMERICA

"ABC AMERICAN BROADCASTING

CORPORATION
New York, N.Y.

AP ASSOCIATED PRESS
New York, N.Y.

THE ATLANTIC
Boston, Mass.

THE BOSTON GLOBE

Boston, Mass.

CBS COLUMBIA BROADCASTING
SYSTEA

*New York, N.Y.

194

CHICAGO TRIBUNE
Chicago.ll].

© _CHICAGO SUN-TIMES
AChicago,l}I.

CHRISTIAN SCIENCE MONITOR
Boston, Mass.

' THE DAILY NEWS

Chicago. I,

FOREIGN NEWS SERVICE
New York N.Y.

HAPER'S MAGAZINE
New York, N.Y.

KNIGHT NEWSPAPERS

Detroit, Mi¢h.
. . 2l

LOS ANGELES TIMES
Los Angeles Cale

MCGROH HILL
New York, N:iY,

THE NEWSWEEK:
New York, N.Y.

NEW YORK POST ;
New York, N.Y. .

NEW YORK TIMES
New York, NﬁY.

RADIO FREE EUROPE
Munich, Germany

RADIO LIBERTY
Munich, Germany

THE SKIPPER::-
Annapolis, mq.

THE STAR NEWS
Washington, D.C.

THE TIME
New York, N.VY.

url UNXTED'ﬁkESS INTERNATIONAL

New York, N.Y.

U.S. NEWS AND WORLD REPORT
Washington, D.C,




195

VOICE OF AMERICA VENEZUELA
Washington, D.C. .

RESUMEN
THE WASHINGTON POST " Caracas

" Washington, D.C. :
’ JULTIMAS NOTICIAS

URUGUAY . Caracas
EL DIARIO LA ZETA
Montevideo : . Caracas

‘ . ;
LA MANANA- . ' ) ZAMBITA
vontevideo . i

) Lo ETHE TIJAES OF. ZAMBIA

MUNDOCOLOR Lusaka
Montevideo '

.ZZAﬂBIA DAILY #MAIL
EL PAIS | ’ ‘i Lusaka
. Montevideo . . . i

RADIO RURAL -
Montevideo

. RADIO SARANDI
Montevideo

Compiled by 7 journallsts-voluntee(%ﬂ ves and ...







